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Preface

Automating server tasks allows administrators to repeatedly perform the same, or similar,
tasks over and over again. With PowerShell scripts, you can automate server tasks and
reduce manual input, allowing you to focus on more important tasks.

Windows Server 2012 Automation with PowerShell will show several ways for a Windows
administrator to automate and streamline his/her job. Learn how to automate server tasks
to ease your day-to-day operations, generate performance and configuration reports, and
troubleshoot and resolve critical problems.

Windows Server 2012 Automation with PowerShell will introduce you to the advantages
of using Windows Server 2012 and PowerShell. Each recipe is a building block that can
easily be combined to provide larger and more useful scripts to automate your systems.
The recipes are packed with examples and real world experience to make the job of
managing and administrating Windows servers easier.

The book begins with automation of common Windows Networking components such as
AD, DHCP, DNS, and PKI, managing Hyper-V, and backing up the server environment. By
the end of the book you will be able to use PowerShell scripts to automate tasks such

as performance monitoring, reporting, analyzing the environment to match best practices,
and troubleshooting.

What this book covers

Chapter 1, Understanding PowerShell Scripting, explains how to use basic PowerShell
features such as functions, cmdlets, modules, and loops. These are the basic building
blocks of PowerShell that are used repeatedly and in various forms.

Chapter 2, Managing Windows Network Services with PowerShell, covers the installation
and configuration of Active Directory, DNS, DHCP, and Certificate Services. This chapter
should cover everything necessary to prepare an environment as a fully functioning
Active Directory domain for use in labs or new domain build-outs.
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Chapter 3, Managing IIS with PowerShell, covers how to install, configure, manage, and
maintain IS websites on Windows Server 8. In addition to basic management of IIS, this
will also cover monitoring and reporting of IIS, using NLB for load balancing, and utilizing

a dev/staging/prod configuration/promotion scheme. This chapter should cover everything
necessary to set up and configure a load-balanced dev/test/prod web environment and
automate code promotion.

Chapter 4, Managing Hyper-V with PowerShell, covers installing, configuring, and managing
Hyper-V servers and guest O0Ss. In addition to basic management of Hyper-V, this chapter
also covers how to automate the deployment and management of guest VMs, managing
VM snapshots, migrate VMs between hosts and prepare a host for maintenance, and how
to utilize clustering to make highly-available VMs. This chapter should cover everything
necessary to set up and manage an enterprise Hyper-V farm, including reporting,
performing maintenance, and monitoring performance.

Chapter 5, Managing Storage with PowerShell, covers how to configure and manage
storage using traditional disk, storage pools, reduplication, and SANs.

Chapter 6, Managing Network Shares with PowerShell, covers creating, managing,
securing, and using CIFS, NFS, and iSCSI shares. This chapter will also cover how to
use server clustering to create highly available network shares, managing replication,
and configuring BranchCache.

Chapter 7, Managing Windows Updates with PowerShell, This chapter details the installation
and configuration of WSUS as well as the Windows Update client. Additionally, this chapter
will include methods to report on installed updates and to automate update installation.

Chapter 8, Managing Printers with PowerShell, covers creation, managing, and updating
of printers on print servers. This will also include using PowerShell to map clients to
printers and using Windows Clustering to make highly available print servers.

Chapter 9, Troubleshooting Servers with PowerShell, covers utilization of PowerShell
troubleshooting packs, Windows Best Practice Analyzers, and using Windows Event Logs.
This will also include basic monitoring and configuration of services as well as creating

a central Event Log server.

Chapter 10, Managing Performance with PowerShell, shows how to use PowerShell to
track and report on historical performance and identify bottlenecks. This chapter will
also show how to integrate PowerShell objects with Excel to create usable performance
reports and graphs.

Chapter 11, Inventorying Servers with PowerShell, explains how to inventory the hardware
and software configurations of Windows 8 servers and create a detailed inventory and
configuration report. Additionally, this chapter will cover methods to track configuration
changes over time and export the configuration report via Word. This chapter should cover
everything necessary to create a centralized hardware and software inventory of all servers
in the enterprise.

—21
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Chapter 12, Server Backup, covers setting up and scheduling backups on a Windows
server. This will include on-demand backups, restoring files, and Windows components,
and standardizing the configuration amongst systems.

What you need for this book

To make efficient use of this book, you will need Windows Server 2012 and Microsoft Office
to perform code testing and practically implement the recipes mentioned in the book.

Who this book is for

This book is written to assist the daily tasks for systems administrators, engineers, and
architects working with Windows Server 2012.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds
of information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: "The installer is a fairly simple class, similar to
the cmdlet class, which inherits the PSSnapin class and contains overrides that return
information about the cmdlet."

A block of code is set as follows:

Function Multiply-Numbers

{

Param ($FirstNum, S$SecNum)

Try
{
Write-Host ($FirstNum * $SecNum)
}
Catch
{ Write-Host "Error in function, present two numbers to
multiply"

}
}
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When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

Write-Host "Static Size: >t t" ("{0:0000000000.00}" -f $jenny)
Write-Host "Literal String: t~t" ("{0:000' Hello '000}" -f $jenny)
Write-Host "Phone Number: t>t" ("{0:# (###) ### - ####}" -£
($jenny*10000))

Any command-line input or output is written as follows:

<~

Block-SmbShareAccess -Name Share2 -AccountName CORP\joe.smith

-Confirm:$false

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "clicking the Next button
moves you to the next screen".

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to
develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find
any errata, please report them by visiting http: //www.packtpub.com/submit-errata,
selecting your book, clicking on the errata submission form link, and entering the details

of your errata. Once your errata are verified, your submission will be accepted and the errata
will be uploaded on our website, or added to any list of existing errata, under the Errata
section of that title. Any existing errata can be viewed by selecting your title from
http://www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors, and our ability to bring you valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.



mailto:copyright@packtpub.com




Understanding
PowerShell Scripting

In this chapter we will cover the following recipes:

» Managing security on PowerShell scripts
» Creating and using functions

» Creating and using modules

» Creating and using PowerShell profiles

» Passing variables to functions

» Validating parameters in functions

» Piping data to functions

» Recording sessions with transcripts

» Signing PowerShell scripts

» Sending e-mail

» Sorting and filtering

» Using formatting to export numbers

» Using formatting to export data views

» Using jobs

» Dealing with errors in PowerShell

» Tuning PowerShell scripts for performance

» Creating and using Cmdlets



Understanding PowerShell Scripting

Introduction

This chapter covers the basics related to scripting with PowerShell. PowerShell was released
in 2006 and is installed by default starting with Windows 7 and Server 2008R2. PowerShell
is also available as a download for Windows XP, Windows Vista, and Server 2003. One of
the main differences between PowerShell and VBScript/JScript, the other primary scripting
languages for Windows, is that PowerShell provides an interactive runtime. This runtime
allows a user to execute commands in real time, and then save these commands as scripts,
functions, or modules to be used later.

Since its introduction, support for PowerShell has increased dramatically. In addition

to managing Windows environments, Microsoft quickly created snap-ins for additional
applications such as Exchange Server, the System Center suite, and clustering. Additional
vendors have also created snap-ins for PowerShell, with some of the most popular being
VMware and NetApp.

Many of the recipes presented here are the building blocks commonly used in
PowerShell such as signing scripts, using parameters, and sorting/filtering data.

Managing security on PowerShell scripts

Due to the powerful capabilities of PowerShell, maintaining a secure environment is
important. Executing scripts from untrustworthy sources could damage data on your system
and possibly spread viruses or other malicious code. To deal with this threat, Microsoft has
implemented Execution Policies to limit what scripts can do.

The execution policies only limit what can be performed by scripts,
modules, and profiles, these policies do not limit what commands
ad are executed in the interactive runtime.

How to do it...

In this recipe, we will view the system's current execution policy and change it to suit
various needs. To do this, carry out the following steps:

1. To find the system's current execution policy, open PowerShell and execute
Get-ExecutionPolicy.

P5 C:%» Get-ExecutionPolicy

Restricted
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2. To change the system's execution policy, run Set-ExecutionPolicy <policy
name> command.

PS C:%\> Set-ExecutionPolicy AllSigned

PS5 C:%\> Get-ExecutionPolicy
Al151gned

3. To reset the execution policy to the system default, set the policy to Undefined.

Y= Set-ExecutionPolicy Undefined

~ Get-ExecutionPolicy
Restricted

4. To change the execution policy for a specific session, go to Start | Run and enter
PowerShell.exe -ExecutionPolicy <policy names.

Run “

Y

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: PowerShell.exe -ExecutionPolicy Unrestricted W

Cancel Browse...

When a script is executed, the first thing PowerShell does is, determine the system's
execution policy. By default, this is set to Restricted, which blocks all the PowerShell scripts
from running. If the policy allows signed scripts, it analyzes the script to confirm it is signed
and that the signature is from a trusted publisher. If the policy is set to unrestricted, then

all the scripts run without performing checking.
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Setting the execution policy is simply done via the command. Here we see several examples
of viewing and setting the execution policy to various settings. There are six execution
policies as follows:

>

>

>

>

>

Restricted: No scripts are executed. This is the default setting.
AlISigned: This policy allows scripts signed by a trusted publisher to run.

RemoteSigned: This policy requires remote scripts to be signed by a
trusted publisher.

Unrestricted: This policy allows all scripts to run. It will still prompt for
confirmation for files downloaded from the internet.

Bypass: This policy allows all scripts to run and will not prompt.
Undefined: This policy resets the policy to the default.

When changing the execution policy, you will be prompted via a command line or pop-up
window to confirm the change. This is another level of security, but can be disabled by
using the -Force switch.

3

O

Execution Policy Change =

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security risks
described in the about_Execution_Policies help topic at http://go.microsoft.com/fwlink/?LinklD=135170. Do you want to change the execution policy?

| Yes || No ||§uspend|

There's more...

>

Approving publishers: When running scripts from new publishers, there are two
primary methods for approving them. The first method is to open the certificates
MMC on the local computer and import the signer's CA into the Trusted Publishers
store. This can be done manually or via a group policy. The second method is to
execute the script, and when prompted, approve the publisher.

Defining execution policy via GPO: The execution policy for individual computers,
groups, or enterprise can be controlled centrally using group policies. The policy
is stored under Computer Configuration | Policies | Administrative Templates |
Windows Components | Windows PowerShell. Note however that this policy only
applies to Windows 7/2008 or newer operating systems.

Permissions to change the execution policy: Changing the execution policy is a
system-wide change, and as such requires administrator level permissions. With
Windows default access controls in place, this also requires you to start PowerShell
as an administrator.

Changing the execution policy requires elevated permissions to run, so you may need
to open PowerShell with Run as administrator to set the policy. If you are attempting
to change the policy without sufficient permission, an error will be returned.
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e Windows PowerShell

Set-ExecutionPolicy RemoteSigned

Execution Policy Change
he execution policy helps protect you from scripts that you do not trust.
Changing the 1 T4 i e to the security r = described
1p topic at
LinkID=135170. Do want to change the

Best practice is to enforce some level of signature checking in most

~ environments. In Dev/Test environments, it may be common to set the
Q policy to Unrestricted to expedite testing, but it is always suggested to

require fully signed scripts in production environments.

Creating and using functions

Functions could be considered one of the cornerstones of PowerShell scripting. Functions
allow for individual commands or groups of commands and variables to be packaged into a
single unit. These units are reusable and can then be accessed similar to native commands
and Cmdlets, and are used to perform larger and more specific tasks.

Unlike Cmdlets, which are precompiled, functions are interpreted at runtime. This increases
the runtime by a small amount (due to the code being interpreted by the runtime when
executed), but its performance impact is often outweighed by the flexibility that the scripted
language provides. Because of this, functions can be created without any special tools,
then debugged, and modified as needed.

Let's say we are preparing for Christmas. We have made a large list of things to complete
before the Christmas morning—wrap the presents, decorate the tree, bake cookies, and so
on. Now that we have our list, we need to know how long we have until Christmas morning.
In this way, we can prioritize the different tasks and know which ones can wait until later.

We could use something simple like a calendar, but being PowerShell experts, we
have decided to use PowerShell to tell us how many days there are until Christmas.




Understanding PowerShell Scripting

How to do it...

Carry out the following steps:
1. We start by identifying the necessary PowerShell commands to determine the
number of days until Christmas.

= §Christmas=Get-Date("12/25/" + (Get-Date).Year.ToString() + " 7:00 AM")

~ $Today = (Get-Date)

th= $TimeTilChristmas = $Christmas - $Today

» Write-Host $TimeTil1Christmas.Days " Days "ti1 Christmas”
/s "til Christmas

2. Next, we combine the commands into a function:

Function Get-DaysTilChristmas

{

<#
.Synopsis
This function calculates the number of days until Christmas
.Description
This function calculates the number of days until Christmas
.Example
DaysTilChristmas
.Notes
Ed is really awesome
.Link
Http://blog.edgoad.com

#>

$Christmas=Get-Date ("25 Dec " + (Get-Date) .Year.ToString() + "
7:00 AM")

$Today = (Get-Date)

$TimeTilChristmas = $Christmas - $Today

Write-Host $TimeTilChristmas.Days "Days 'til Christmas"

}

3. Once the function is created, we either type it or copy/paste it into a
PowerShell console.

4. Finally, we simply call the function by the name, Get-DaysTilChristmas.
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P5 C:'temp= Get-DaysTil1Christmas
119 Day=s ‘“t11 Christmas

P5 C:%temp=

In the first step, we are attempting to find out how many days until Christmas using the
basic PowerShell commands. We begin by using the Get -Date command to calculate the
exact date of Christmas and put this into a variable named $Christmas. Actually, we are
calculating the date and time until 7 a.m. Christmas morning—in this case, the time | plan
to begin opening presents.

Next, we execute the Get -Date function without any parameters to return the current
date and time into another variable named $Today. We create a third variable named
$TimeTilChristmas, and subtract our two dates from each other. Finally, we write out
the number of days remaining.

Note: This assumes that the script is being executed before December
25th in the year. If this script is run after the 25th of December, a
’ negative number of days will be returned.

The second step uses exactly the same commands as the first, except with the commands
being included in a function. The Function command bundles the code into a reusable
package named Get-DaysTilChristmas.

The function is input into PowerShell manually, via copy/paste or other methods. To use the
function once it is created, just call it by its name.

At its simplest, a function is composed of the Function keyword, a function name, and
commands encapsulated in curly braces.

Function FunctionName {
# commands go here

}

The benefit of packaging the code as a function is that now it can be accessed by a name,
without having to retype the original commands. Simply running Get -DaysTilChristmas
again and again will continue to run the function and return the results.
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There's more...

» Function scope: Custom functions are traditionally limited to the currently active
user session. If you create a function such as Get -DaysTilChristmas, and then
open a new PowerShell window, the function will not be available in the new session,
even though it is still available in the original session. Additionally, if you close
your original session, the function will be removed from the memory and won't
be available until it is re-entered.

» Variable types: It may be interesting to note that the variables $Christmas and
$Today are of different types than $TimeTilChristmas. The first two are date
and time variables which refer to a specific point in history (year, month, day, hour,
minute, second, millisecond, ticks). STimeTilChristmas however is a time
span; which refers to a length of time (day, hour, minute, second, millisecond,
ticks), relative to a specific time. The type of a variable can be viewed by typing
$<variableNames>.GetType () as shown in the following screenshot:

PS5 C:\temp> $Today.GetType()
IsPublic IsSerial Name

System. ValueType

PS5 C:\temp> $TimeTil1Christmas.GetType()

IsPublic IsSerial Name BaseType

True TimeSpan System. ValueType

» Returning content: This function in its current form returns the number of days
until Christmas, but that is all. Because the function uses date and time variables,
it can easily include the number of hours, minutes, and seconds as well. See
Get-Date | Get-Member for a list of properties that can be accessed.

» Naming of functions and commands in PowerShell: Commands in PowerShell
are traditionally named in a verb-noun pair, and for ease of use, a similar process
should be used when naming custom functions. You can see in this example, we
named the function Get -DaysTilChristmas, the verb Get, tells us that we are
getting something. The noun DaysTilChristmas tells us what object we are
working with. There are several common verbs such as Get, Connect, Find, and
Save that should be used when possible. The noun in the verb-noun pair is often
based on the object you are working with or the task you are doing. A full list of
verbs for PowerShell can be found by executing Get -vVerb.
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Creating and using modules

Modules are a way of grouping functions for similar types of tasks or components into a
common module. These modules can then be loaded, used, and unloaded together as
needed. Modules are similar in concept to libraries in the Windows world—they are used
to contain and organize tasks, while allowing them to be added and removed dynamically.

An example of a module is working with the DNS client. When working with the DNS client,
you will have various tasks to perform: get configuration, set configuration, resolve hostname,
register client, and so on. Because all of these tasks have to do with a common component,
the DNS client, they can be logically grouped together into the DNSClient module. We

can then view the commands included in the module using Get -Command -Module
DnsClient as shown in the following screenshot:

Name ModuleName

1i&qtNrEtRule

Function DnsClientCache
Function
Function

Here we will show how to create a module for containing common functions that can be
loaded as a unit. Because modules typically group several functions together, we will start
off by creating multiple functions.

For our recipe, we will be creating a module named Hello. In this example, we have
created two simple "Hello World" type functions. The first simply replies "Hello World!",
while the second takes a name as a variable and replies "Hello <name>".

How to do it...

Carry out the following steps:

1. Create several functions that can be logically grouped together.

Function Get-Hello

{

Write-Host "Hello World!"

}

Function Get-Hello2

{

Param ($name)
Write-Host "Hello S$name"

]



Understanding PowerShell Scripting
2. Using the PowerShell ISE or a text editor, save the functions into a single file
name Hello.PSM1.
3. If the folder for the module doesn't exist yet, create the folder.

$modulePath = "$env:USERPROFILE\Documents\WindowsPowerShell\
Modules\Hello"

if (! (Test-Path $modulePath))

{

New-Item -Path $modulePath -ItemType Directory
}

4. Copy Hello.PsMil to the new module folder.

$modulePath = "$env:USERPROFILE\Documents\WindowsPowerShell\
Modules\Hello"
Copy-Item -Path Hello.PSM1l -Destination $modulePath

5. In a PowerShell console, execute Get-Module -ListAvailable to list all
the available modules:

P5 C:h\~ Get-Module -ListAwvailable

Directory: C:\Users‘\Ed\Documents'WindowsPowerShel1l\Modules

ModuleType Name ExportedCommands

{Get-Hello, Get-Hello2}

+  Alarge list of modules will likely be returned. The modules in the current
% user's profile will be listed first, and you may need to scroll up the
T~ PowerShell window to see them listed.

6. Run Import-Module Hello toimport our new module.

+  See the recipes Managing Security on PowerShell Scripts and Signing
PowerShell Scripts for information about the security requirements for
’ using modules.
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7. Run Get-Command -Module Hello to list the functions included in the module:

Y= Get-Command -Module Hello

Name ModuleName

Function Get-Hello
Function Get-Hello2

8. Execute the functions in the module as normal:
PS C:Y%> Get-Hello
Hello World!

PS5 C:%> Get-Hello Ed
Hello World!

P5 C:%» Get-HelloZ Ed
Hello Ed

We start off by identifying several functions or commands to group together as a module. These
commands do not necessarily have to relate to each other, but it is often best to organize them
as well as possible. The commands are then saved into a single file with a . PSM1 file extension.
This file extension indicates to PowerShell that the file is a PowerShell module.

The module is then stored in the user's profile directory. If the folder doesn't already exist, we
create a new folder named the same as the module. Once the folder exists, we copy the . PSM1
file into the folder. PowerShell automatically searches this location for new modules to load.

There are two locations PowerShell looks for installed modules: C: \
Windows\system32\WindowsPowerShell\vl.0\Modules\ and
suserprofile%\Documents\WindowsPowerShell\Modules.
%\ The first location is used by the entire system and requires administrative
permission to access; most third party modules are installed here. The
second location is user specific and does not require elevated rights to
e install scripts. -

Once saved, we can load the module to the memory. The command Import-Module loads
the contents of the module and makes the commands available for use. We can then view
the contents of the module using Get -Command -Module Hello. This returns all publicly
available functions in the module.

[}
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. Modules are viewed by PowerShell similar to scripts and they rely on
the same security requirements as other scripts. Because of these
s restrictions, it is best practice to sign your modules once they have
been created.

Finally, once the module is loaded, we can execute the included commands.

There's more...

>

Auto-loading of modules: PowerShell 3.0 automatically imports modules as they are
needed. While it is best practice to load and unload modules, you do not necessarily
have to use Import-Module prior to accessing the functions contained within.

As you can see in the following screenshot, | listed the currently loaded modules
using Get -Module. Once | confirmed my new Hello module was not loaded, | then
execute the Get-Hello2 function in the module which completed successfully.
Executing Get -Module again shows the module has been automatically loaded.

Get-Module
ModuleType Name ExportedCommands
Script {Get-IseSnippet, Import-IseSnippet...

Manifest Microsoft.PowerShell.Management {Add-Computer, Add-Content, Checkp
Manifest Microsoft.PowerShell.Utility {Add-Member, Add-Type, Clear-Varia...

PS C:\» Get-Hello2 Ed
Hello Ed

PS5 C:\» Get-Module

ModuleType Name ExportedCommands

{Get-Hello, Get-Hello2}
script {Get-IseSnippet, Import-IseSnippet...
Manifest Microsoft.PowerShell.Management {Add-Computer, Add-Content, Checkp...
Manifest Microsoft.PowerShell.Utility {Add-Member, Add-Type, Clear-Varia...

Module manifest: In addition to the modules themselves, you can also create

a module manifest. A module manifest is a file with a . PSD1 extension that
describes the contents of the module. Manifests can be useful because they

allow for defining the environment in which a module can be used, its dependencies,
additional help information, and even which set of commands to make

available. The following code is a basic example of creating a manifest

for our Hello World module:

New-ModuleManifest -Path "$env:USERPROFILE\Documents)\
WindowsPowerShell\Modules\Hello\Hello.PSD1" -Author "Ed Goad"
-Description "Hello World examples" -HelpInfoUri "http://blog.
edgoad.com" -NestedModules 'Hello.PSM1'
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Once the manifest is created, we can view the manifest properties using the
following code:

Get-Module Hello -ListAvailable | Format-List -Property *

ey Windows PowerShell

LogPipelineExecutionDetails :
Name 3
Path 3 1 owershelT)

Definition
Description
1 1-d1fefesbb3bg

owerShel1\Modules\H

. Manifest
: Ed G
: ReadWrite

: n
pyright 3 2013 Ed Goad. All rights reserved.
ENetFramew 3
portedFunc [Get-Hello2,
{1
{[Get-Hello, Get-Hello], [Get-HelloZ,
et Hello2]}

Carar G G

T

semblies
RequiredModules
Ro |"||||:|LJ-|_E

More information about creating and using PowerShell modules can be found at:

» http://blogs.technet.com/b/heyscriptingguy/archive/2012/05/24/
use-a-module-to-simplify-your-powershell-profile.aspx

» http://msdn.microsoft.com/en-us/library/windows/desktop/
ddo01839 (v=vs.85) .aspx

[}
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Creating and using PowerShell profiles

User profiles are used to set up user customized PowerShell sessions. These profiles can be
blank, contain aliases, custom functions, load modules, or any other PowerShell tasks. When
you open a PowerShell session, the contents of the profile are executed the same as executing
any other PowerShell script.

How to do it...

In this recipe, we will modify the PowerShell console profile for the current user on the current
host. By default the profile file does not exist, so we will create the file, and then configure it
to create a transcript of our actions. To do this, carry out the following steps:

1. Open the PowerShell console (not the ISE) and list your current profile locations
by executing $PROFILE or SPROFILE | Format-List * -Force]:

ey Windows PowerShell

Nalal

: C
C
r

2. Ifthe CurrentUserCurrentHost profile file doesn't already exist, create the
folder and file structure:
$filePath = $SPROFILE.CurrentUserCurrentHost
if (! (Test-Path $filePath))

{

New-Item -Path $filePath -ItemType File

}

3. Editthe CurrentUserCurrentHost profile by opening it in a text editor.
Make the necessary changes and save the file.

=]
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"l Microsoft.PowerShell_profile - Notepad = B
File Edit Format View Help

Start-TPanscripﬂ

NOTE: It is best practice to sign your profiles after making
J changes. This ensures that the profile is secure and hasn't
Q been unintentionally changed.
More information about code signing in PowerShell can be
found in the recipe Signing PowerShell scripts

When a PowerShell session is started, the profile files are executed before the session
is handed over to the user. At that time, any aliases or modules that were loaded will be
in effect. Additionally, any background commands, such as Start-Transcript, will
continue to operate in the background.

We start by opening PowerShell and listing our profile files. By default, $PROFILE
command only returns the CurrentUserCurrentHost profile. By piping the output
through Format -List with the -Force switch, we can see all applicable profile files.

In this example we are specifically using the PowerShell
console, instead of the PowerShell ISE, because the Start-
’ Transcript command is only supported in the console.

There are six user profile files in total, and they are applied to PowerShell sessions one at
a time. First the more general profiles, such as A11UsersAl1Hosts are applied, ending
with more specific profiles such as CurrentUserCurrentHost. As the individual profiles
are applied, any conflicts that arise are simply overwritten by the more specific profile.

Not all six profiles are used at a time, and by default, these profiles are empty. Two of the
profiles are specific to the PowerShell console, and two of them are specific to the PowerShell
ISE. At the most, you can have four active profiles on a given session.

s
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See also

» More information on PowerShell profiles can be found at http://msdn.
microsoft.com/en-us/library/windows/desktop/bb613488 (v=vs.85) .
aspx

» More information on PowerShell security can be found in the recipes:

o The Managing security on PowerShell scripts recipe
o The Signing PowerShell scripts recipe

Passing variables to functions

One of the most powerful features of PowerShell functions is in using variables to pass data
into the function. By passing data into a function, the function can be more generic, and can
perform actions on many types of objects.

In this recipe, we will show how to accept variables in functions, and how to report errors if a
mandatory variable is not included.

How to do it...

1. For this recipe we will be using the following function.

Function Add-Numbers
{
Param (
[int] $FirstNum = $(Throw "You must supply at least 1 number")
, [int] $SecondNum = $FirstNum
)
Write-Host ($FirstNum + S$SecondNum)

}

At the beginning of the function we reference the Param () keyword which defines the
parameters the function will accept. The first parameter, $FirstNum, we define as being
mandatory and of type [int] or integer. We did not have to classify the parameter type,
and the function would have worked without this, but it's a good practice to validate the
input of your functions.

The second parameter, $SecondNum, is also typed as [int], but also has a default
value defined. This way if no value is passed for the second parameter, it will default
to the $FirstNum.

=
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When the function runs, it reads in the parameters from the command line and attempts to
place them in the variables. The parameters can be assigned based on their position in the
command line (that is, the first number is placed into $FirstNum, and the second number
is placed into $SecondNum). Additionally, we can call the function using named parameters
with the -FirstNum and -SecondNum switches. The following screenshot gives an example
of this:

N> Add-Numbers 4

Add-Numbers -FirstNum 7 -SecondMum 9

If a parameter has a Throw attribute assigned, but the value is not provided, the function will

end and return an error. Additionally, if a parameter has a type defined, but the value received
is incompatible (such as a string being placed into an integer), the function will end and return
an error.

There's more...

Functions are not only capable of receiving input, but also returning output. This ability
can come in very handy when trying to return values into other variables instead of simply
returning the values to the screen. In our example, we can replace our Write-Host
command with a Return command.

#Write-Host (SFirstNum + $SecondNum)
Return (S$FirstNum + S$SecondNum)

The output of the function is mostly the same, except now we can assign the output to a
variable and use that variable at a later time.

C:%>= Add-Numbers 5 22

C:%= $foo = Add-Numbers 9 &

C:h> Sfoo

. Inaddition to returning values from functions, Return also
% causes the function to exit. The Return command should always
Vs be placed at the end of a function, or at a point where processing
of the function should stop.
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Validating parameters in functions

Whenever a script or program receives data from an unknown source, the general rule is that
the data should be validated prior to being used. Validation can take many forms, with simple
validations such as confirming the value exists, is of the right type, or fits a predefined format.
Validation can also be complex multi-stage events such as ensuring a username exists in a
database before prompting for a password.

This section will review several basic validation-testing methods for use in PowerShell.

How to do it...

Here we will discuss creating a function without input validation:

1. Create a basic function with no input validation:

Function Hello-World

{

param($foo)
"Hello S$foo"

}
2. Test the function using different input types.

P5 C:% Hello-world Ed
Hello Ed

P5 C:% Hello-World 55
Hello 55

P5 C:% Hello-wWorld
Hello

Update the function to perform input type validations as discussed in the following steps:

3. Update the function to include the basic string validation.

Function Hello-WorldString

{

param( [string] $foo)
"Hello S$foo"

=



4. Test the function using different input types:

P5 C:% Hello-WorldS5tring Ed
Hello Ed

P5 C:% Hello-World5tring 4
Hello 4

5. Update the function to perform basic integer validation.
Function Hello-WorldInt

{

param( [int] $foo)
"Hello s$foo"

}

6. Test the function using different input types:
PS5 C:'> Hello-WorldInt 4
Hello 4

PS5 C:'> Hello-WorldInt B86&7.5309
Hello 868

PS5 C:\> Hello-WorldInt r

7. Update the function to perform basic float validation.
Function Hello-WorldFloat

{

param([float] $foo)
"Hello $foo"

}

8. Test the function using different input types:

PS5 C:%= Hello-WorldFloat 867.5309

Hello 8&67.5309

Chapter 1
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9. Update the function to perform basic array validation.

Function Hello-WorldStringArray

{

param( [string[]] $foo)
"Hello " + $foo[0]

}

10. Test the function using different input types:

PS C:%> Hello-WorldStringArray ("Ed", "Goad™)
Hello Ed

PS C:%» Hello-WorldStringArray Ed
Hello Ed

Update the functions to perform validation of input values:

1. Create a function to validate the length of a parameter:

function Hello-WorldLength({
param( [ValidateLength(4,10)] $foo)
"Hello $foo"

}
2. Test the function using different input types:

%> Hello-WorldLength Ed

= Hello-WorldLength "Ed Goad"
] Ed Goad

3. Create a function to validate a number in a range:

function Hello-WorldAge({
param( [ValidateRange (13,99)] S$Sage)
"Hello, you are S$Sage years old"

=]
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4. Test the function using different input types:

Hello-WorldAge 36
vou are 36 years old
Hello-WorldAge 3

5. Create a function to validate a set of parameters:
function Hello-WorldSize(
param([ValidateSet ("Skinny", "Normal", "Fat")] S$size)
"Hello, you are Ssize"

}
6. Test the function using different input types:

Ps C Hello-WorldSize normal
Hello, you are nor
PS5 C:%= Hello-World5ize average

7. Create a function that validates against a script:

function Hello-Worldage2{
param([ValidateScript ({$_ -ge 13 -and $_ -1t 99})] S$age)
"Hello, you are S$Sage years old"
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8. Test the function using the different input types:

9. Create a function to validate the input as a phone number:

Function Test-PhoneNumber

{

param([ValidatePattern("\d{3}-\d{4}")] $phoneNumber)
Write-Host "$phoneNumber is a valid number"

}

10. Execute the Test - PhoneNumber function using different input types:

P5 C:%> Test-PhoneNumber 867-5309
867-5309 is a valid number

P5 C:% > Test-PhoneNumber 206-867-5309
206-867-5309 15 a valid number

Use custom validation to test parameters inside our function:

1. Update the function to use custom validation internal to the script with regular
expressions:

Function Test-PhoneNumberReg
{
param ($phoneNumber)
$regString=[regex] ""\d{3}-\d{3}-\a{4}s|"\a{3}-\a{a}s"
if ($phoneNumber -match $regString) {
Write-Host "$phoneNumber is a valid number"
} else {
Write-Host "$phoneNumber is not a valid number"

=]
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2. Test the function using different input types:

> Test-PhoneNumberReg 867-5309
867-5309 1s not a valid number

P5 C:% Test-PhoneNumberReg 206-867-5309

206-867-5309 1is a valid number

P5 C:% Test-PhoneNumberReg 1-206-867-5309

7-5309 1s not a valid number

We start off with a simple Hello-World function with no input validation. Three different
calls to the function are performed, one with a username (as the function was designed
to work), one with a number, and yet another without any parameters. As you can see,

all three commands complete successfully without returning errors.

In the first group of functions in the steps 3 to 10, we see a set of examples using Type
Validation to confirm the parameters are of a specific type. There are four iterations of

the Hello-World example that accept a string, integer, float, and array as inputs.
As you see from the calls to Hello-WorldString, both text and numbers are viewed as
strings and return successfully. However, the calls to Hello-WorldInt succeed when a
number is passed, but fail when text is passed.

You may notice that the original number 867.5309 passed to the function
Hello-WorldInt was rounded and truncated when returned. This is
%@‘\ because integers are whole numbers—that is, not partial numbers. When
’ the number was cast as an integer, it was rounded to the nearest whole
value, which in this case caused it to round up to 868.

In the second set of functions in steps 11 to 20, we see a set of examples using basic input
validation. These functions use ValidatelLength, ValidateRange, ValidateSet
ValidateScript, and ValidatePattern attributes of the parameters to validate the
input. Additionally, these validation types can be used in conjunction with the basic type
validations to further ensure the input is of the correct type and value.

The last set of examples in steps 21 to 24 perform validation internal to the script, instead
of relying on the in-built validation. The function named Test - PhoneNumberReg USES a
regular expression in order to validate the input as part of the script. Instead of relying on
validation using types or ValidatePattern, this function simply passes the variable to
the PowerShell code in order to check the input. By managing the validation as part of the
function, we have more flexibility on how we handle and present validation errors to our
users, and can return a more user-friendly message to the end user.

s



Understanding PowerShell Scripting

There's more...

It is considered a best practice to perform at least basic validation for all inputs. Lack of input
validation can result in the function crashing, operating unpredictably, or even resulting in
damaging data in your environment. This has been a common method for computer attackers
to access secure systems and should be taken diligently.

See also

» More information about using regular expressions for validation can be found at
http://technet.microsoft.com/en-us/magazine/2007.11.powershell.
aspx

» Additional information about input validation can be found by executing help
about Functions Advanced_ Parameters

Piping data to functions

In addition to passing data to functions via parameters, functions can receive data directly
from another object or command via a pipe "|". Receiving values by piping helps improve
scripting by limiting the use of temporary variables, as well as more easily passing complex
object types or descriptors.

How to do it...

In this recipe, we will create a simple function that receives input from command line as
well as pipe. To do this, carry out the following steps:

1. Create a simple function that accepts a parameter:

Function Square-Num
Param([float] S$FirstNum)
Write-Host (SFirstNum * S$FirstNum)

}

2. Use the valueFromPipeline parameter to enable the script to accept input
from the pipeline:

Function Square-Num
Param([float]
[Parameter (ValueFromPipeline = Strue)]
SFirstNum )
Write-Host (SFirstNum * S$FirstNum)

NED
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3. Test the function using parameters and by passing data from the pipeline:

= Square-Num 9

| Sguare-MNum

The script in the first step itself is simple—it creates a variable named $FirstNum, squares
it by multiplying the number against itself, and returns the result. In the second step we
updated the parameter line with the following code:

[Parameter (ValueFromPipeline=$true) ]

This parameter option allows the function to assign a value to $FirstNum from the command
line, as well as from the pipeline. PowerShell will first look for the value on the command line
via name or location, and if it isn't listed, it will look for the value from the pipe.

There's more...

PowerShell will attempt to use all arguments provided to a function, and will report errors
if there are unknown arguments. For instance, if we try to provide values from the pipeline
and command line at the same time as shown in the following screenshot:

P5 C:"> &8 | Square-Num 7

As you can see from the example, we attempt to pass both 8 and 7 to the Square-Num
function, the first via the pipe and the second via the command line. PowerShell reports an
error, and then provides an answer of 49, the result of 7 X 7.

Es
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Recording sessions with transcripts

When working in PowerShell doing various tasks, | find myself doing something that | then
want to document or turn into a function and | have to ask myself What did I just do?, Do |
know all of the variables | had previously set?, Do | know all the objects | am using?, What
kind of authentication am | using?, and so on.

The PowerShell console and ISE have some level of in-built history, but if you're doing large
tasks across multiple server environments, this history quickly becomes too small.

Enter PowerShell transcripts. Transcripts are a great way of recording everything you do in
a PowerShell session and saving it in a text file for later review.

How to do it...

Carry out the following steps:

1. Open the PowerShell console (not the ISE) and begin recording a transcript in the
default location by executing Start-Transcript.

PS5 art-Transcript i X .
ranscri tarted, output file is C:\Users\Ed'Documents'PowerShell_transcript.

20121013181446. txt
PS oy

2. Stop the recording by executing Stop-Transcript.

3. Begin recording a transcript into a different location by calling Start-Transcript
with the —Path switch:

Start-Transcript -Path C:‘\temp'foo.txt -Force
cript started, output file 15 C:%temp'foo.txt

In the first step, we execute the command Start-Transcript, which automatically creates
transcript under the user's My Documents folder. Each transcript file is named with a unique
timestamp that ensures files don't overwrite or conflict with each other. We can stop the
recording by then executing Stop-Transcript.

In the third step, we tell PowerShell to save the transcript file to C: \temp\ foo. txt. When
pointing transcripts to an existing file, PowerShell will attempt to append to the file. If the file
is read-only, using the —Force command will instruct PowerShell to attempt to change the
permissions on the file, and then append to it.

=
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There's more...

» Transcript limitations: Session transcripts only work with the PowerShell console, and
not the PowerShell ISE. The ISE helps overcome some of this limitation by providing a
larger scroll-back area, but if you want to use transcripts, you have to use the console
application.

» Fun with transcripts: Also, because transcripts capture anything typed or written to
the screen, you need to be careful what you run. For instance, if you run the following
commands, you will result in a recursive loop that has to be manually stopped:

» See the Creating and using PowerShell profiles recipe for information on how to
automatically start transcripts for your sessions.

Signing PowerShell scripts

When creating PowerShell scripts, modules, and profiles, it is considered best practice
to digitally sign them. Signing scripts performs the following two functions:

» Ensures the script is from a trusted source

» Ensures the script hasn't been altered since it was signed

Getting ready

To sign a PowerShell script, a code-signing certificate will be needed. Normally these
certificates will be provided by your enterprise Private Key Infrastructure (PKI), and the
PKI Administrator should be able to help you with the requesting process. Code-signing
certificates can also be purchased from third party Certificate Authorities (CA) which
can be helpful if your scripts are being distributed outside of your corporate environment.

Once received, the code-signing cert should be added to your Current User | Personal |
Certificates certificate store on your computer. Additionally, the root certificate from the
Certificate Authority should be added to the Trusted Publishers store for all computers
that are going to execute the signed scripts.
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How to do it...

Carry out the following steps:

1. Create and test a PowerShell script.
2. Sign the script with Set -AuthenticodeSignature

$cert = Get-ChildItem Cert:CurrentUser\My\ -CodeSigningCert
Set-AuthenticodeSignature C:\temp\ServerInfo.psl Scert

The signing process is fairly simple, but also extremely powerful. The process starts by
searching the Current User certificate store for a certificate capable of code signing
and is placed into a $cert variable. Set -AuthenticodeSignature is then called to
sign the script with the certificate.

If there is more than one code signing certificate on your system, you need to select which
certificate to use. To achieve this, update the first line to include a where clause. For example:

S$cert = Get-ChildItem Cert:CurrentUser\My\ -CodeSigningCert | Where-
Object Subject -eqg 'CN=CorpInternal'

If you open the script in a text editor after it has been signed, you will notice several lines of
content appended to the end. These additional lines are the signature that PowerShell will
verify before running the script.

El Serverinfo - Notepad = =
File Edit Formst View Help

write-host “nWindows Components

write-host “nInstalled Patches

$Patches

# SIG # Begin signature block

# MIIDBgYIKoZIhveNAQcColIDwzCCA78CAQEXCZATBgUrDgMCGgUAMGKGCisGAQQE
# gjcCAQSgWzBZMDQGLisGAQQBgjcCARAWIgIDAQAABBAFzDtglUsITrckBsYpfullR
# MgEAAgEAAgEANGEAAGEAMCEWCQYFKwADAhOF AAQUDHPtr50T1H7uQyAS4GzDa6Gis
# hTigggHIMIIBETCCAVqgAWIBAgIQENMFdxjUZSFRa0jmRyoSIANBgkghkiGowes
# AQUFADATMREWDWYDVQQDDARUZXN@Q29KZTAe Fu@xMjA4MIMxNIE2NDRaFwRxMIEx
# MjExNjE2NDRaMBMxETAPBgNVBAMMCFR1c3RDb2RIMIGFMABGCSqGSIb3DQEBAQUA
# MAGNADCBiQKBgQC3Rhvuolk6bftwP /FUbKcAzioKRO]/qKLAXbC72tRcIxe570k9
# zLUYAZFialyeIXiwlrlSfztnxt155]gPiTsHjeuSCLe3K7sR0ayNStIubIR+xfec
# SVPQfnnQ8Eok8P8XqixUjIPipC8IAUEZ237KXgTXuqegAp95sxOuFnR+pyQIDAQAB
# 08YwRDATBgNVHSUEDDAKBggrBgEFBQCcDAZAdBENVHQAEFgQUYBZUQLU/ c+LAtVFA
# t11FgCqljeIwDgYDVROPAQH/BAQDAgUgMABGCSqGSIb3DQEBBQUAAAGBAEVTighF
# 7jzjil+M3d+AdeNx]jl+e8dq3ajj2pIZ4ZDH5UYaih@1loURkgtCKOWylcmnBHQaak
# KDA7dm3bg5vuubmIvgt@KbShrbbhAlAKrDnUMBPLWEVOTFDhKB9qiQk009mSSLs3
# 0BvfFxcrSAg3ZqHLFBNIimTe/FGnNIC/LF1xMYIBRzCCAUMCAQEW] ZATMREWDWYD
# VQQDDARUZXNBQ29k ZQIQEjNMFdxjUZ5FRa0jmRyoSJAIBgUrDgMCGgUAOHEWGAY K
# KwYBBAGCNwWIBDDEKMAigAoAACQKAADAZBgkqhkiGOwBBCQMxDAYKKWYBBAGCNWIE
# BDAcBgorBgEEAYI3AgELMQAWDAYKKWYBBAGCNWIBFTAjBgkghkiGowBBCQQxFgQU
# rKE5GPB)laF4f jUF4N1twc26056wDQYIKoZIhveNAQEBBQAEGYASWRETLgKSL37M
# e(LobC4cOWFQATFB1RN1FtAydg+uiPiTeisInTsGvHv T 14piPUQixXW/ rTkAahIO
# VCIGF7fXHBzZKA7951TSZMWDBNWY 55V g4GAy82qVahefGndoX3Pglim@jjAn1559K
# 8FkbnCFBv3o5W/1y/73Lan+m77miXA==

# SIG # End signature block
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*  Any change to the script (even adding or removing a space) will invalidate

the signature. Once the script has been signed, if you need to make
’ changes, you must repeat the signing process.

If you don't have an available PKI to obtain a code-signing certificate, or your PKI Administrator
is hesitant to give you one, you can create a self-signed certificate for testing purposes. To

do this, you can use the following PowerShell script which is based on the script by Vishal
Agarwal at http://blogs.technet.com/b/vishalagarwal/archive/2009/08/22/
generating-a-certificate-self-signed-using-powershell-and-certenroll-
interfaces.aspx:

Sname = new-object -com "X509Enrollment.CX500DistinguishedName.1"
$name.Encode ("CN=TestCode", 0)

Skey = new-object -com "X509Enrollment.CX509PrivateKey.1"
Skey.ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
Skey.KeySpec = 1

Skey.Length = 1024

Skey.SecurityDescriptor = "D:PAI (A;;0xd01f01ff;;;SY)

(A; ;0xdO1f01ff;;;BA) (A;;0x80120089;;;NS)"

Skey.MachineContext = 1

Skey.Create ()

$serverauthoid = new-object -com "X509Enrollment.CObjectId.l1l"
$serverauthoid.InitializeFromvValue("1.3.6.1.5.5.7.3.3") # Code Signing
Sekuoids = new-object -com "X509Enrollment.CObjectIds.l1l"

Sekuoids.add ($serverauthoid)

Sekuext = new-object -com "X509Enrollment.
CX509ExtensionEnhancedKeyUsage. 1"

Sekuext.InitializeEncode (Sekuoids)

Scert = new-object -com "X509Enrollment.
CX509CertificateRequestCertificate. 1"

Scert.InitializeFromPrivateKey (2, skey, "")
Scert.Subject = S$name

Scert.Issuer = Scert.Subject
Scert.NotBefore = get-date

Scert .NotAfter = $Scert.NotBefore.AddDays (90)
Scert .X509Extensions.Add (Sekuext)
Scert.Encode ()

s
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Senrollment = new-object -com "X509Enrollment.CX509Enrollment.1"

Senrollment.InitializeFromRequest ($Scert)
Scertdata = $enrollment.CreateRequest (0)
Senrollment.InstallResponse (2, S$Scertdata, 0, "")

Executing this script will create the certificate and install it on the local computer as shown

in the following screenshot:

= Console - [Console Root\Certificates (Local Computer)\Personal\Certificates]

E File Action View Favorites Window Help

o« nE 8 0= HE

| Console Root || lssued To lssued By

A _S)J Certificates (Local Computer) EEJTEStCDdE TestCode
4 [ | Personal EJWIN-AUUMUKF9EG.corp.conto...  corp.contose.com
| Certificates

| Trusted Root Certification Autho

| Enterprise Trust

| Intermediate Certification Autho

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Av

| Trusted People

| Client Authentication Issuers

| Remote Desktop

| Certificate Enrollment Requests .,

-

R

< m bl < m

Personal store contains 2 certificates.

BE- |
[ [&[x]

Expiration Date
1271272012
9/11/2013

*  The self-signed certificate still needs to be added to your Trusted Root
Certification Authorities and Trusted Publishers store for the certificate

to be considered valid by client computers.

Sending e-mail

Integration with e-mail is a key capability for automating administration tasks. With e-mail,
you can run tasks that automatically let you know when they are complete, or e-mail users

when information is needed from them, or even send reports to administrators.

This recipe shows different methods of sending e-mail to users.

Getting ready

To send an e-mail using PowerShell, we will need a mail system capable of accepting SMTP
mail from your computer. This can be a Microsoft Exchange server, and IIS server, a Linux

host, or even a public mail service such as Google Mail. The method we use may change how
the e-mail appears to the end recipient and may cause the message to be flagged as spam.
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How to do it...

To send e-mail using the traditional .NET method:

1. Open PowerShell and load the following function:
function Send-SMTPmail ($Sto, $from, S$subject, $smtpServer, S$body)

{

Smailer = new-object Net.Mail.SMTPclient ($smtpServer)

Smsg = new-object Net.Mail.MailMessage ($from, S$to, S$subject,
$body)

Smsg.IsBodyHTML = S$Strue

Smailer.send (Smsg)

}

2. To send the mail message, call the following function:

Send-SMTPmail -to "admine@contoso.com" -from "mailer@contoso.com"

-subject "test email" -smtpserver "mail.contoso.com" -body
"testing"

3. To send e-mail using the included PowerShell Cmdlet.
4. Use the Send-MailMessage command as shown:

Send-MailMessage -To admin@contoso.com -Subject "test email"

-Body "this is a test" -SmtpServer mail.contoso.com
-From mailer@contoso.com

The first method shown uses a traditional . NET process to create and send the e-mail.
If you have experience programming in one of the .NET languages, this process may be
familiar. The function starts by creating a Net .Mail.SMTPclient object that allows it
to connect to the mail server. Then a Net .Mail.MailMessage object is created and
populated with the e-mail content. Lastly, the e-mail is sent to the server.

The second method uses a in-built PowerShell cmdlet named Send-MailMessage. This
method simplifies the mailing method into a single command while providing flexibility in
the mailing options and methods of connecting to mail servers.
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There's more...

Most e-mail functions can be performed by the Send-MailMessage command.
More information can be found by executing help Send-MailMessage. The following
additional command switches allow the command to perform most mail functions needed:

>

>

Attachments
CC/BCC

SMTP authentication
Delivery notification
E-mail priority

SSL encryption

Sorting and filtering

One of the great features of PowerShell is its ability to sort and filter objects. This filtering can
be used to limit a larger result set and reporting only the information necessary.

This section will review several methods of filtering and sorting data.

How to do it...

1.

To explore the filtering capabilities of PowerShell, we look at the running
processes on our computer. We then use the Where clause to filter the results.

Get-Process | Where-Object {$ .Name -eg "chrome"}

Get-Process Where-Object Name -eqg "chrome"

Get-Process

Get-Process | Where-Object Name -like "*hrom*"
| Where-Object Name -ne "chrome"

Get-Process Where-Object Handles -gt 1000

To view sorting in PowerShell, we again view the processes on our computer and
use Sort-0Object to change the default sort order.

Get-Process | Sort-Object Handles
Get-Process | Sort-Object Handles -Descending
Get-Process | Sort-Object Handles, ID -Descending

To explore the select features of PowerShell, we use Select-String and
Select-0Object clause:

Select-String -Path C:\Windows\WindowsUpdate.log -Pattern
"Installing updates"

Get-Process | Select-Object Name -Unique
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4. To view the grouping capabilities of PowerShell, we use Format-Table with
the -GroupBy command:

Get-Process | Format-Table -GroupBy ProcessName

In the first section, we review various methods of filtering information using the Wwhere clause:

» The first method uses the PowerShell Where-Object clause format. The s_
identifier represents the object being passed through the pipe, so $_ . Name refers
to the Name property of the object. The —eq is an equals parameter that instructs
Where-Object to compare the two values.

» The second method performs the same task as the first but uses a parameter
format that is new in PowerShell 3.0. In this method the Where-0Object comparison
no longer needs to use $_ to reference the object being passed, and we no longer
need the curly braces {}.

. Even though the second method shown can often be easier to use
% and easier to understand, it is important to know both methods. The
s first method is still in use by PowerShell scripters, and there are some
situations that work better using this method.

» The last three methods perform similar comparisons using different parameter.
The -1ike parameter allows for the use of the wildcard character * allowing for
less exact filtering. The —ne parameter means not equal and is the exact opposite
of the equals parameter. And the —gt parameter means greater than and
compares the attribute value to a known value.

The second section uses the Sort-0Object command to sort and organize the object
attributes. In this section, we show sorting by the handles attribute in both ascending
(the default method), and descending format. Additionally, we see that multiple attributes
can be sorted at the same time.

The third section uses the Select-String and Select-0bject commands to restrict
what is returned. The first method searches the WindowsUpdate . 1og for the string
Installing updates and returns the results. The second method takes the output

of Get -Process and filters it to only return a unique list of named processes.

The fourth section shows how to perform grouping based on an attribute. The Format -
Table command includes a property named -GroupBy that, instead of returning a single
table, will return multiple tables. In this case, for each unique ProcessName, a separate
table is returned.
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Using formatting to export numbers

Numbers in their raw form are useful when you want the most exact calculation, but
can become messy when presenting them to users. Because of this PowerShell uses
standardized .NET formatting rules to convert and present numbers in different contexts.

In this recipe, we will take a number and use PowerShell to present it in different number
formats. This allows us to quickly see the differences between how PowerShell performs
number formatting.

How to do it...

Carry out the following steps:

1. Start with a simple PowerShell script to present numbers using different formats:

$jenny = 1206867.5309

Write-Host "Original: "t t t" $jenny

Write-Host "Whole Number: t t" ("{0:N0}" -f $jenny)
Write-Host "3 decimal places: t" ("{0:N3}" -f $jenny)
Write-Host "Currency: t t t" ("{0:C2}" -f $jenny)
Write-Host "Percentage: t t t" ("{0:P2}" -f $jenny)
Write-Host "Scientific: t t t" ("{0:E2}" -f $jenny)

Write-Host "Fixed Point: t t" ("{0:F5}" -f $jenny)
Write-Host "Decimal: t >t t" ("{0:D8}" -f [int]S$jenny)
Write-Host "HEX: t t t t" ("{0:X0}" -f [int]S$jenny)

2. Execute the script and review the results:

Original : 1206867.5309
Whole MNumber: 1,206,868

3 decimal places: 1,206,867.531
Currency: $1,206,867.53

Percentage: 120,686,753.09 %
Scientific: 1. 21E+006

Fixed Point: 1206867 .53090
Decimal = 01206868

HEX : 126A54

Because PowerShell is based on the .NET framework, it automatically inherits its number
formatting capabilities. In this script, we are creating a variable named $jenny and assigning
a number to it. Then, several number formatting strings are created (the string in the curly
braces { }) and the formatting is applied to $jenny.
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In the code shown, we are using ~t (backtick + letter t) to make the
output easier to read. This causes a tab to be added to the text, which
then aligns the output on the right.

% The backtick character on most keyboards is the key to the left of the
number 1 and also contains the ~ character. In PowerShell this character
is occasionally referred to as an Esc character and is used to pass special
commands such as tabs and new lines.

The formatting strings are composed of three distinct elements, each with a unique role.
Inside the curly braces, the first zero (before the colon) refers to the first variable being used.
Since we are only using one variable, this number never changes. The letter after the colon
defines the format type of number, percentage, decimal, and so on. And the final number
defines how many decimal places to include in the results.

One area of special note is when we convert $jenny to a decimal or hexadecimal number.
You may have noticed the [int] attribute before the variable. This attribute explicitly casts
the variable as an integer prior to applying the formatting. This is necessary because decimal
and hexadecimal numbers only work with integers by default. Attempting to pass a complex
number like ours natively to these formatting commands will result in an error.

There's more...

In addition to the built in formatting strings shown previously, custom formatting strings
can also be created and applied.

Write-Host "Static Size: t>t" ("{0:0000000000.00}" -f $jenny)
Write-Host "Literal String: t>t" ("{0:000' Hello '000}" -f $jenny)
Write-Host "Phone Number: t>t" ("{0:# (###) ### - ####}" -£
($jenny*10000))

The first custom string creates a number that is composed of 10 digits, a decimal point, and
two digits. If the number is not large enough to fill the formatting, zeros are prepended to it.

The second string creates a number with a literal string in the middle of it.

The third string multiplies the variable by 10,000 (to make it an 11 digit integer), and formats
it into a phone number. The number is returned complete with county and area codes.

Static Size: 0001206867.53
Literal String: 1206 Hello 868

Phone Number: 1 (206) 867 - 5309
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» More information on formatting in . NET Framework 4.5 is documented on MSDN at
http://msdn.microsoft.com/en-us/library/26etazsy

Using formatting to export data views

One of the great things about PowerShell is that it gives you access to lots of information.
However, this plethora of information can be a downside of PowerShell if it is not the exact
information or type of information you are looking for. In previous chapters, we saw how to
filter and format data; in this chapter, we will review different methods to format data to
provide the information in a way that is usable to us.

How to do it...

Carry out the following steps:

1. Using Get-Process to list all running Chrome processes

Get-Process chrome

2. To list all available attributes for our processes, execute the following code:

Get-Process chrome | Select-Object *

3. Toreturn a select list of attributes, update the following command:

Get-Process chrome |

Select-Object Name, Handles, Threads,
NonpagedSystemMemorySize, PagedMemorySize,
VirtualMemorySize, WorkingSet, °~
PrivilegedProcessorTime, UserProcessorTime,

TotalProcessorTime

. Note the use of the backtick character at the end of all but the
% last line. This tells PowerShell to include the contents of the lines
S as a single line. This allows us to more easily format the script for
readability.

4. Combine the values of different attributes to provide more usable information

Get-Process chrome |
Select-Object Name, Handles, Threads,
NonpagedSystemMemorySize, PagedMemorySize,

VirtualMemorySize, WorkingSet,
PrivilegedProcessorTime, UserProcessorTime,
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TotalProcessorTime,

@{Name="Total Memory";Expression="
{$_.NonpagedSystemMemorySize +

$ .PagedMemorySize + $ .VirtualMemorySize +
$ .WorkingSet}}

5. Use formatting to return the values in a human readable format.

Get-Process chrome |

Select-Object Name, Handles, Threads,
NonpagedSystemMemorySize, PagedMemorySize,
VirtualMemorySize, WorkingSet, °~
PrivilegedProcessorTime, UserProcessorTime,
TotalProcessorTime,

@{Name="Total Memory (M)";Expression="
{n{0:N2}" -f (($_.NonpagedSystemMemorySize +
$ .PagedMemorySize + $ .VirtualMemorySize +
$_ .WorkingSet) /1MB) }}

In the first step, we simply execute Get -Process to return all running processes named
chrome. This command returns basic process information such as the number of handles,
the amount of memory resources, and the amount of CPU resources used by each process.

In the second step, we do the same as before, but this time telling the command to return
all attributes for the processes. Dozens of attributes are returned, including details about
the executable, threads, debugging information, and even when the process was started.
Most importantly, this returns all available attributes for the process, thus allowing us to
determine which attributes we are interested in returning in future queries.

The third step identifies specific attributes to return from the running processes. Any
available process attribute can be included here in addition to or instead of the memory
related attributes shown here.

The fourth step uses an expression to create a calculated result. In this situation, we
create a calculated column named Total Memory and add several of the memory related
attributes together. Most mathematical functions such as multiplication and subtraction,
and most textual commands such as append or replace, can be used as well.

The final step adds numeric formatting to the calculated column to make it more readable
to the user. Two types of formatting are performed here:

» Theresultis dividedby 1 MB(orX / 1,048,576)to presentthe number
in megabytes instead of bytes

» Formatting is applied to limit the resulting number to two decimal places
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Many of the PowerShell scripts we will create will execute in a serial fashion, that is, A starts
before B which starts before C. This method of processing is simple to understand, easy to
create, and easy to troubleshoot. However, sometimes there are processes that make serial
execution difficult or undesirable. In that situation, we can look at using jobs as a method to
start a task, and then move it to the background so that we can begin the next task.

A common situation | ran into is needing to get information, or execute a command, on multiple
computers. If it is only a handful of systems, standard scripting works fine. However, if there are
dozens, or hundreds of systems, a single slow system can slow down the entire process.

Additionally, if one of the systems fails to respond, it has the possibility of breaking my entire
script, causing me to scramble through the logs to see where it failed and where to pick it
back up. Another benefit of using jobs is that each job has the ability to execute independent
of the rest of the jobs. This way, a job can fail, without breaking the rest of the jobs.

How to do it...

In this recipe, we will create a long-running process and compare the timing for serial
versus parallel processing. To do this, carry out the following steps:

1. Create a long-running process in serial:

# Function that simulates a long-running process
sfoo = 1..5
Function LongWrite
{
Param($a)
Start-Sleep 10
Sa
}

$foo | ForEach{ LongWrite $_ }
2. Create a long-running process using jobs:

# Long running process using jobs
ForEach ($foo in 1..5)
{
Start-Job -ScriptBlock {
Start-Sleep 10
$foo } -ArgumentList $foo -Name $foo
}
Wait-Job *
Receive-Job *
Remove-Job *
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In the first step, we create an example long-running process that simply sleeps for 10 seconds
and returns its job number. The first script uses a loop to execute our LongWrite function in
a serial fashion five times. As expected, this script takes just over 50 seconds to complete.

The second step executes the same process five times, but this time using jobs. Instead

of calling a function, this time we are using Start -Job that will simultaneously create a
background job, start the job, and then return for more. Once all the jobs have been started,
we use Wait-Job * to wait for all running jobs to complete. Receive-Job retrieves the
output from the jobs, and Remove -Job removes the jobs from the scheduler.

SJobTypeName  5t: ; Dat: Location

roundJob  Running
roundJob  Running
roundJob  Running
roundJob  Running
roundJob  Running
wundJob  Completed
Completed
BackgroundJob  Completed
Completed
BackgroundJob  Completed
Completed
BackgroundJob  Completed
Completed
BackgroundJob  Completed e
Jobl1l Completed Tocalhost

e

M
B
Ll
3

~1n e

FE o
Ho

Because of the setup and teardown process required for creating and managing jobs,

the process runs for more than the expected 10 seconds. In a test run, it took approximately
18 seconds total to create the jobs, run the jobs, wait for the jobs to complete, retrieve the
output from the jobs, and remove the jobs from the scheduler.

There's more...

» Scaling up: While moving from 50 seconds to 18 seconds is impressive in itself
(decreasing it to 36 percent of the original run-time), larger jobs can give even
better results. By extending the command to run 50 times (instead of the original 5),
run-times can decrease to 18 percent of the serial method.

»  Working with remote resources: Jobs can be used both locally and remotely. A
common need for a server admin is to perform a task across multiple servers.
Sometimes, the servers respond quickly, sometimes they are slow to respond, and
sometimes they do not respond and the task times out. These slow or unresponsive
systems greatly increase the amount of time needed to complete your tasks. Parallel
processing allows these slow systems to respond when they are available without
impacting the overall performance.

By using jobs, the task can be launched among multiple servers simultaneously. This way, the
slower systems won't prompt other systems from processing. And, as shown in the example, a
success or failure report can be returned to the administrator.
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See also

More information on using jobs in PowerShell can be found at:

>

http://blogs.technet.com/b/heyscriptingguy/archive/2010/03/16/
hey-scripting-guy-march-16-2010.aspx

http://blogs.technet.com/b/heyscriptingguy/archive/2012/12/31/
using-windows-powershell-jobs.aspx

http://blogs.technet.com/b/heyscriptingguy/archive/2012/02/02/
speed-up-excel-automation-with-powershell-jobs.aspx

Dealing with errors in PowerShell

When creating a script in any language, error handling is needed to ensure proper operations.
Error handling is useful when debugging scripts and ensuring scripts work properly, but they
can also present alternative methods of accomplishing tasks.

How to do it...

Carry out the following steps:

1. Create a simple function that uses no error handling
Function Multiply-Numbers
{
Param ($FirstNum, S$SecNum)
Write-Host (SFirstNum * $SecNum)
}
2. Test the function using various arguments:
Windows PowerShell

y-Numbers 5 7

W Multiply-Numbers 5 a
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3. Update the function using a Try/Catch block:
Function Multiply-Numbers

{

Param ($FirstNum, S$SecNum)
Try

Write-Host ($SFirstNum * $SecNum)

}

Catch
{

Write-Host "Error in function, present two numbers to
multiply™"

}
}

4. Testthe Multiply-Numbers function using various arguments:

e Windows PowerShell - = “

= Multiply-Numbers 5 a
r in function, present two numbers to multiply

In the PowerShell console, execute a command to generate an error such as Get -
Item foo.

6. View the $Error variable to return the error code history.

Get-Item oo

$Error
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In the first step, we create a function that takes two numbers, multiplies them, and returns
the result. As we see in the second step, the function operates normally as long as two
numbers are presented, but if something other than a number is presented, then an
unfriendly error is returned.

In the third step, our updated script uses a Try/Catch block to find errors and return a more
friendly error. The Try block attempts to perform the multiplication, and if an error is returned
then processing exits. When the Try block fails for any reason, it then executes the Catch
block instead. In this case, we are returning a command specific error message, in other
scenarios we could initiate an alternative task or command that was based on the error.

The fifth and sixth steps generate an error in the PowerShell console, and then show the
$SError variable. The $sError variable is an in-built array that automatically captures and
stores errors as they happen. You can view the variable to report all errors listed, or you
can use indexing such as $Error [1] to return specific errors.

There's more...

» Clearing error codes: By default, the $Exrror array will retain a number of error
codes. These errors are only removed from the array when it reaches its maximum
size, or when the user session is ended. It is possible to clear out the array before
doing a task, so that you can then review the $SError array after and know that
all the alerts are relevant.

SError.Count
SError.Clear ()

SError.Count

This example starts by returning the number of items in the array. Then $Error.
Clear () is called to empty the array. Lastly, the number of array items is returned
to confirm that it has been cleared.

» SErrorActionPreference:|In many programming/scripting languages, there are
methods to change the default action when an error occurs. In VBScript, we had the
option "On Error Resume Next", which told the script to continue on as though no
error had occurred. In PowerShell, we have the $ErrorActionPreferece variable.
There are four settings for this variable:

a Stop: Whenever an error occurs, the script or process is stopped. This is
the default action.

=
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o Continue: When an error occurs, the error will be reported and the process
will continue.

o SilentlyContinue: When an error occurs, PowerShell will attempt to suppress
the error and the process will continue. Not all errors will be suppressed.

o Inquire: When an error occurs, PowerShell will prompt the operator to take
the correct action.

To set your preference, simply set the variable to the desired string value as shown in the
following code:

SErrorActionPreference = "Stop"

Tuning PowerShell scripts for performance

In PowerShell, as with most things with computers, there is often more than one way to
accomplish a task. Therefore the question is not always how to accomplish a task, it is how
best to accomplish the task. Often times the answer comes down to how fast a certain
method performs.

In this recipe, we will look at different methods to retrieve the local groups on a member
server. The different methods will be benchmarked to determine the optimal method.

Getting ready

In this example, we will be listing the NT groups on the local computer. To do this we will be
querying the Win32_Group WMI class. This class however, returns all local computer groups,
as well all domain groups. If you have a domain environment with a large number of groups,
this process can be extensive.

How to do it...

Carry out the following steps:

1. Start by identifying different methods to list local groups on a computer:
Get-WmiObject -Class Win32 Group | Where-Object Domain -eq
$env: COMPUTERNAME

Get-WmiObject -Query "select * from Win32_ Group where
Domain='$env:ComputerName'"

@]
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2. Benchmark the first task using Measure - Command:

B

)

e Administrator: Windows PowerShell

Measure-Command { Get-wWmiObject -Class Win32_Group | where Domain -eq $¢
UTERNAME }

3 4

: 388814314
: 0.00450

: 0.108003

: 6.48023858

3. Benchmark the second task using Measure - Command:

e Administrator: Windows PowerShell

Measure-Command { Get-WmiObject -Query “select * from Win32_Group where
Senv:ComputerName'" T

Both of these commands perform the same task, querying WMI for local groups on our server.

» The first command retrieves all groups from WMI (local and domain), then filters
based on the domain name attribute

» The second command uses a query against WMI with a filter applied based on
the domain name, WMI then returns the group objects to PowerShell

In this situation, the first command took several minutes to complete, while the second
command took only 79 milliseconds. Both commands result in returning the same data,
so this suggests the second method is more ideal for my current situation.

SNED
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There's more...

Neither of these tasks is right nor wrong, they simply differ where the filtering process
took place. However, the first method may be preferred based on what else is being done.
For instance, if | was doing a large amount of work with groups and group membership,
both in the domain and local system, the first method may be preferred.

If the results of the first WMI command were saved to a variable prior to filtering, then
different filtering could be applied after. This one object could be filtered multiple times
to provide different information, instead of requiring multiple queries against WMI.

Creating and using Cmdlets

In the past, each system or application would have its own set of tools used to manage
it. Each tool had its own nomenclature, input, and output methods, and differing levels
of manageability. In PowerShell, this all changes with Cmdlets.

PowerShell creates a consistent run-time for toolsets to be created that function and
operate in a consistent manner. Input parsing, error presentation, and output formatting
are all managed via PowerShell. This means that the developer does not need to spend a
large amount of time filtering input and guessing at the output the administrator needs.

Cmdlets allow you to use the full power of custom C# code, without having to worry about
input or output functions. Cmdlets also utilize native .NET framework classes that allow
for managed code and working with objects.

This section shows how to use Visual Studio to create a custom Cmdlet and then utilize
the functions exposed in that Cmdlet. Specifically, we will be creating a Cmdlet that queries
the performance counters on a system and returns how long the system has been online.

Getting ready

Unlike functions and modules, to create a Cmdlet we require specialized tools. The first
item we need is Visual Studio. If you don't have Visual Studio currently, there are "express"
versions available that provide a free, but limited feature set. Alternatively, you can use the
command line if you are familiar with compiling . NET classes from command line.

Additionally, you will need to download and install the Windows SDK. The SDK provides
several system and .NET components necessary to create our Cmdlet.

i
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How to do it...

Carry out the following steps:

1. Open Visual Studio and select to create a new Class Library project.

Mews Project

(5 ]fmesal

[.NETFramework 20

~ | Sort by [Default

~]

| Search Installed Tern P|

Installed Templates

Wisual C#

Wisual C#

Wisual C#

Wisual C#

Wisual C#

L Wisual C#

Solution nagne: Getlptime

. . - ='cﬁ Windows Forms Application
Wisual Basic 1=

4 Visual C# m o

Windows .Eﬁﬁ Console &pplication

Web =

Office <ch| Class Library

Cloud

Reparting ci| Ernpty Project

Sikverlight

Test _ch|  Windows Service

WICF - ’
Online Temp Ecﬁ Windaws Forms Contral Libr.
Marne: Getlptime
Location: cluserstedgoadidocumentsiuvisual studio 2010%projects

Type: “isual C#

& project for creating a C# class library
il

Browse... |

Create directory for solution
|| Add to source contral

2. Import the references.

o In Solution Explorer, right-click on References and then we select Add

Reference. On the Browse tab, browse to C: \Program Files

(x86) \

Reference Assemblies\Microsoft\WindowsPowerShell\v3.0\
and select System.Management.Automation.dll.

o0 Add Reference

MET | COM I Pruje:ts| Browse |Recent|

(9 Jres]

Logk in: . w1.0

-
Marme

Microsoft.PowerShell. ConsoleHost.dll
(| Microzsoft.PowerShell, Security. dll

%] Microsoft.PowerShell. Cormmands.Manage..,
%] MicrosoftPowerShell. Cormrmands. Utilite. dil

-6

o [T
Date modified Ty
3192010 202 P 4
3/10/2010 2:02 PR 4y
3192010 202 PM 4
3192010 202 P A

i @ Systern.Management.Autornation.dil

3/19/2010 2:02 PM A

< [ I

File name:

System Management Automation. dil

Files of type:

Component Files [ dll;" th:" olb:* ocx:" exe;” manifest]

QK

Cancel ]

=
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o In Solution Explorer, we right-click on References and then we select Add
Reference. On the .NET tab, select System.Configuration.Install.

=0 Add Reference @
MET | COM | Projects | Browse | Recent

Filtered to: \MET Framewark 2.0
Component Name Wersion Runtirne Path g
sysglohl 2.0.0.0 w2,0,50727 Cvfindons
Systermn.Configuration 2.0,0.0 w2.0.50727 CVindios’
 Systern.Configuration.Install  2.0.0.0 w2,0.50727 CoMVindouws’
Systern.Data 2.0,0.0 w2.0.50727 CMVindios’
Systern.Data.OracleClient 2.0,0.0 w2.0.50727 Cvindios’
Systern.Data. Sqlxml 2.0.0.0 w2.0.50727 CoMindous’
Systermn.Deployment 2.0,0.0 w2.0,50727 CoMVindios’
Systern.Design 2000 w2.0.50727 CoMindions
Spstem.DirectaryServices 2.0.0.0 w2,0,50727 Cvindons
Systern.DirectoryServices. P, 2.0.0.0 w2.0,50727 Ciindos -
4 n 13

[ oK l | Cancel |

o  Solution Explorer should now look similar to the following screenshot:

a4

GetUptime

=d| Praperties

7 References
3 Systermn

3 Systern.Configuration.Install

(3 Systern.Data

3 Systern.Managerment.Automation

3 Systern.xml
#] Classlcs

3. Add Cmdlet code:

[Cmdlet (VerbsCommon.Get,
public class GetUptimeCommand

{

"Uptime") ]

Cmdlet

protected override void ProcessRecord ()

{

using
"System Up Time"))

{

(var uptime

new PerformanceCounter ("System",

-
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uptime.NextValue () ;
WriteObject (TimeSpan.FromSeconds (uptime.
NextValue())) ;

}
}

4. Add specific items for creating a Cmdlet:
[RunInstaller (true)]

public class GetUptimePSSnapIn : PSSnapln

{

public GetUptimePSSnaplIn ()
base ()

{
}

public override string Name

{

get { return "GetUptimePSSnapIn"; }

}

public override string Vendor

{

get { return "EdA"; }

}

public override string Description

{

get { return "Returns the uptime of the system"; }

}

public override string VendorResource

{

get

{

return "GetUptimePSSnapIn,Ed";

}

5. Compile the project.
o Onthe Menu bar, select Build | Build GetUptime

=
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6. If the folder for the module doesn't exist yet, create the folder.

$SmodulePath = "$env:USERPROFILE\Documents\WindowsPowerShell\
Modules\GetUptime"
if (! (Test-Path $modulePath))

{
}

7. Copy GetUptime.dll from the output of Visual Studio to the new module folder.

$modulePath = "$env:USERPROFILE\Documents\WindowsPowerShell\
Modules\GetUptime"
Copy-Item -Path GetUptime.dll -Destination $modulePath

New-Item -Path $modulePath -ItemType Directory

8. In a PowerShell console, execute Get -Module -ListAvailable to list all the
available modules:

J GetUptime Get-Uptime
Manifest Hello {Get-Hello, Get-HelloZ}

9. Use the Cmdlet by calling the included commands:

ey Windows PowerShell
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In the first step, we are creating a Visual Studio project for a class library. In this instance, |
used Visual C# due to both to personal preference and the fact that there is more information
available for creating Cmdlets with C#. Visual Basic could have been used as well.

| configured the Visual Studio session as a . NET framework 2.0 project.
i This could have been 3.0, 3.5, or 4.0 instead.

In the second step, we add the necessary references to create and install our Cmdlet. The
first reference—System.Managment . Automation.dl1l—loads the necessary components
to tag this project as a Cmdlet. The second reference—System.Configuration.Install—
loads the components necessary to install the Cmdlet on a system.

In the third step, we add the code for our Cmdlet. The code section can be broken into four
sections: class attribute, class, ProcessRecord, and C# code.

» The Cmdlet code begins with the line [Cmdlet (VerbsCommon.Get, "Uptime")],
which is an attribute that describes the class and what it does. In this case, it defines
the class as a PowerShell Cmdlet with a verb-noun pair of Get -Uptime.

» The GetUptimeCommand class is a standard C# class and inherits from the Cmdlet
class.

» The ProcessRecord is the section that is executed when the Cmdlet is called. There
is also an optional BeginProcessing and EndProcessing section that can be
added to provide a build-up and tear-down process. The build-up and tear-down can
be used to load information before processing and clear out variables and other
objects when done processing

» The C# code is the basic code and can be almost anything that would normally be
included in a class project.

In the fourth step, we create the Cmdlet installer named GetUptimePSSnapin. The installer
is a fairly simple class, similar to the Cmdlet class, which inherits the PSSnapin class and
contains overrides that return information about the Cmdlet. In many scenarios, this section
can be copy/paste into new projects and simply updated to reflect the new Cmdlet name.

In the fifth step, we compile the project. It is important to review the output from Visual
Studio at this point to ensure no errors are reported. Any errors shown here may stop the
project from compiling correctly and stop it from functioning.

Next, we create a folder to hold the compiled Cmdlet. This process is the same as we
performed in the Creating and using modules recipe.

Lastly, we execute our commands to confirm the module loaded properly.

5]
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There's more

Cmdlet naming convention: Cmdlets are traditionally named in a verb/noun pair. The verb
describes the action, such as get, set, or measure. The noun describes that object the action
is being performed on or against. It is best practice to build functions and Cmdlets using this
same naming convention for easy use.

For more information about which verbs are available and when they should be used, run
Get -Verb from within PowerShell.

See also

» For more information on creating Cmdlets, see http://msdn.microsoft.com/
en-gb/library/windows/desktop/dd878294 (v=vs.85) .aspx

7}
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Managing Windows
Network Services with
PowerShell

In this chapter we will cover the following recipes:

» Configuring static networking

» Installing domain controllers

» Configuring zones in DNS

» Configuring DHCP scopes

» Configuring DHCP server failover

» Converting DHCP addresses to static

» Building out a PKI environment

» Creating AD users

» Searching for and reporting on AD users
» Finding expired computers in AD

» Creating and e-mailing a superuser report
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Introduction

Setting up a new Active Directory environment can be either exciting or boring. If you have
rarely built out new domain and networking environments, the process is probably new and
very exciting. However, if you are constantly building out new environments for test labs or
other business needs, the process can be fairly long and drawn out. Instead, you are mostly
interested in automating the process to require minimal user input and maintain consistency
between builds.

This chapter covers the installation and configuration of Active Directory, DNS, DHCP, and
Certificate Services. This chapter should cover everything necessary to prepare an environment
as a fully functioning Active Directory domain for use in labs or new domain environments.

Configuring static networking

TCP/IP is the primary technology used for communicating between computers today. When
first building out an environment, one of the first items to accomplish is to define and apply
an IP addressing scheme. Once the addressing scheme is defined, we can create static
addresses for our first servers. Later, we will configure DHCP in case static addressing is
not desired for all of the systems in your environment.

Getting ready

From the following diagram we can see that we have already defined our addressing scheme
using both IPv4 and IPv6. At the start of our network, we have a router acting as a default
gateway, and we will configure two servers in preparation for becoming domain controllers.
The default gateway router is already statically assigned with IPv4 and IPv6 addresses:

oooo
oogg BH /\

Default Gateway | Ethernet
10.10.10.1/24
2011:db8:1::1/64

o o
CorpDC1 CorpDC2
10.10.10.10 10.10.10.11

2001:dbh8:1::10 2001:db8:1::11




All three of these components are connected to a common Ethernet segment to

communicate with each other.

Before defining any networking configuration, we should confirm that
9 our addresses do not conflict with other networks in our environment.
Even when building out isolated environments, it is best to use
different network addresses in case of accidental conflict with
production environments.

How to do it...

Carry out the following steps to configure static networking:

1. Find the interface to set by executing Get-NetIPInterface:

Get-NetIPInterface

InterfaceAlias

Ethernet

Ethernet

Local Area
I

( 4
Ethernet 2
Ethernet
Loopback Pseudo-Interface 1

isatap. {6540A404-59ED-4CD1-9. ..

X Administrator: Windows PowerShell

AddressFamily NIMtu(Bytes) InterfaceMet

IPvE
IPvE
IPvVE
IPve

. IPvE

IPvE
IPw4
IPv4
IPv4

1500
1230
1500

295
1500

Chapter 2
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2. Setthe IP information using New-Net IPAddress:

New-NetIPAddress -AddressFamily IPv4 -IPAddress 10.10.10.10
-PrefixlLength 24 -InterfaceAlias Ethernet

[ Administrator: Windows PowerShell \;‘i-

New-NetIPAddress -Addre: amily IPv4 -IPAddress 10.10.10.10 -PrefixLengt
nterfaceAlias ernet

: 10.10.10.10
13

: Ethernet
: IPwv4

: Unicast
24

: Manual

: Manual

: Tentative
: Infinite
: Infinite

: 10.10.10.10
: 13

: Ethernet

: IPv4

: Unicast

: Manual

1 Manual

: Invalid
: Infinite
: Infinite

3. Set DNS Servers using Set-DnsClientServerAddress:

Set-DnsClientServerAddress -InterfaceAlias Ethernet
-ServerAddresses "10.10.10.10","10.10.10.11"

el Administrator: Windows PowerShell

PS C:%» Set-DnsClientServerAddress -InterfaceAlias Ethernet -ServerAddresses "10

.10.10.10",710.10.10.11"
PS5 i

4. Set the default route using New-NetRoute:

New-NetRoute -DestinationPrefix "0.0.0.0/0" -NextHop "10.10.10.1"
-InterfaceAlias Ethernet

&
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) Administrator: Windows PowerShell I;Ii-

w-NetRoute -DestinationPrefix "0.0.0.0/0" -NextHop "10.10.10.1" -Inter|
s Ethernet

0.0.0. 10.10.10.1
0.0.0. 10.10.10.1

In the first step we list out the network adapters available on the server. Windows Servers often
include several network adapters of different types, and depending on the features installed,
there can be several more. By executing Get -NetworkIPInterface, we list the interface
names and indexes that we will use to identify the specific interface we desire to configure.

The second and third steps use New-Net IPAddress and Set-DnsClientServerAddress to
configure the identified interface with IPv4 address and DNS targets for the specified interface.

The last step uses New-NetRoute to define a network route. The -DestinationPrefix
0.0.0.0/0 parameter identifies this route as the default route, or default gateway. The -
NextHop 10.10.10.1 parameter is the router address to forward traffic into if another
route does not take precedence.

The following screenshot shows the IPv4 address properties after finalizing configuration
via PowerShell:

Internet Protocol Version 4 (TCP/1Pv4) Propeniesli-

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

IP address: W .10 ,10 .11
Subnet mask: 255,255,255, O
Default gateway: Ww. 10 .10 .1

Obtain DNS server address automatically
(®) Usg the following DNS server addresses:

Preferred DNS server: . . .10

Alternate DNS server:

[validate settings upon exit

| OK || Cancel |

= e
oo
= e
oo
= e
I .

(&5}
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There are a few more features provided by PowerShell. They are as follows:

» IPv6 addressing: In addition to configuring IPv4, PowerShell can also configure IPv6
addresses. The process for configuring static IPv6 addressing is exactly the same as
IPv4, the only change is the addresses themselves.

Following are examples of configuring IPv6 on the same host. Note that both IPv4 and
IPv6 addressing can coexist on the same server without issue:

New-NetIPAddress -AddressFamily IPvé6 -IPAddress 2001:db8:1::10 ~
-PrefixLength 64 -InterfaceAlias Ethernet

New-NetRoute -DestinationPrefix ::/0 -NextHop 2001:db8:1::1 °
-InterfaceAlias Ethernet

Set-DnsClientServerAddress -InterfaceAlias Ethernet
-ServerAddresses "2001:db8:1::10","2001:db8:1::11"

Internet Protocaol Version 6 (TCP/IPvb) Properties _

General

‘fou can get IPvé settings assigned automatically if yvour network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvé settings.

() Obtain an IPvS address automatically
(# Use the following IPv6 address:

IPvé address: | 2001:dbad: 11211 |
Subnet prefix length:
Default gateway: | 2001:db8: 1::1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 2001:db&:1::10 |

Alternate DNS server: | 2001:dbad: 11211 |

[Ivalidate settings upon exit

| oK | | Cancel |

=
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Additional IP addresses: By using the New-NetIPAddress function, an interface
can be configured with multiple IP addresses simultaneously. This configuration is
often used for clustering or load balancing within Windows. Following is an example
of configuring an additional address:

New-NetIPAddress -AddressFamily IPv4 -IPAddress 10.10.10.250
-PrefixLength 24 -InterfaceAlias Ethernet

- 2
Advanced TCP/IP Settings I_-
IP Settings |DNS | WINS
IP addresses
IP address Subnet mask
10,10,10.11 255,255.255.0
10,10, 10,250 255,255.255.0
Add... | | Edit... | | Remove
Default gateways:
Gateway Meftric
10,10,10,1 Automatic
Add... | | Edit... | | Remove
Automatic metric
Ok | | Cancel
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>

Additional routes: Windows has the ability to route network packets to more
locations than the default gateway. Say for instance, there are two routers on your
network: the default gateway and a second gateway. The second gateway is used
to accessthe 10.10.20.0/24 network, and the Windows server needs to be
configured to route to it:

oooo oooo

Default Gateway
10.10.10.1

| Ethernet Second Gateway
/ 10.10.10.254

TO: 10.10.20.0/24

By executing the New-NetRoute command again, with the -DestinationPrefix
and -NextHop addresses changed appropriately, we add a specific route to the
server:

New-NetRoute -DestinationPrefix "10.10.20.0/24" -NextHop
"10.10.10.254" -InterfaceAlias Ethernet

In some cases, such as a dedicated management network, the

~ secondary network may be connected to a different network interface.
Q If that is the situation, change the —-InterfaceAlias parameter to

target the second interface.

PS C:i>

Administrator: Windows PowerShell

Mew-NetRoute -DestinationPrefix "10.10.20.0/24" -MextHop "10.10.10.254"

-InterfaceAlias Ethernet

iTIndex DestinationPrefix NextHop

10.10.20. 0,2 10.10.10. 254
10.10.20. 0,2 10.10.10. 254
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The full list of routes can be viewed by running Get -NetRoute. This will return all
IPv4, IPv6, default, and static routes that are defined on the system:

B

(] Administrator: Windows PowerShell

Get-NetRoute

inationPrefix

10.10.20. ; .10.10.254
10.10.10. 0.0.0
10.10. s .0.0.0
10.10. /24 .0.0.0
0.0.0.0/ .10.10.1
FF00: HH

8
:480d : bOb4 : T60b: !
caf:d df

Installing domain controllers

Once the TCP/IP networking is set up and working, the next step to tackle is installing the
domain controllers. In a Windows Active Directory domain, the domain controllers can be
viewed as the core of the network. Domain controllers provide user authentication, group
policy information, time synchronization, and access to Active Directory objects. Additionally,
domain controllers often provide several network services such as DNS, DHCP, certificate
services, and more.

This recipe will set up and install the first domain controller, creating a new domain in a
new forest. Once completed, the second domain controller will be remotely installed and
promoted. Additionally, we will install DNS on both domain controllers to provide name
resolution services.

&7}
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Getting ready

This recipe assumes a server and networking configuration setup similar to the prior recipe. We
will be working with newly installed servers without any additional roles or software installed. To
complete these tasks, you will need to log on to the server as the local administrator.

How to do it...

Carry out the following steps to install the domain controller:

1. As an administrator, open a PowerShell.
2. ldentify the Windows Features to install:

Get-WindowsFeature | Where-Object Name -like *domain*
Get-WindowsFeature | Where-Object Name -like *dns*

3. Install the necessary features:

Install-WindowsFeature AD-Domain-Services, DNS -
IncludeManagementTools

4. Configure the domain:

$SMPass = ConvertTo-SecureString 'P@$$wlOrdll' -AsPlainText -Force

Install-ADDSForest -DomainName corp.contoso.com -
SafeModeAdministratorPassword $SMPass -Confirm:$false

The first step executes the Get -WindowsFeature Cmdlet to list the features necessary

to install domain services and DNS. If you are unsure of the exact names of the features to
install, this is a great method to search for the feature names using wildcards. The second
step uses Install-WindowsFeature to install the identified features, any dependencies,
and any applicable management tools.

The third step calls Install-ADDSForest to create a new domain/forest named corp.
contoso.com. Before promoting the server to a domain controller, we create a variable named
$SMPass, which will hold a secure string that can be used as a password when promoting the
server. This secure string is then passed as - SafeModeAdministratorPassword to the
server, allowing access to the server if the domain services fail to start in the future:

&)
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You're about to be signed off

The computer is being restarted because Active Directory Domain Services was installed or removed.

You will see a notice similar to the preceding screenshot when installation is finished.
The system will automatically restart and the domain controller install will be complete.

There's more...

The following lists what more can be done with the domain controller:

>

Joining a computer to domain: Once the domain has been created, computers

can be joined to the domain manually or via automation. The following example
shows how to use PowerShell to join the CorpDC2 computer to the corp.contoso.
com domain.

$secString = ConvertTo-SecureString 'P@$$SwlOrdll' -AsPlainText
-Force

SmyCred = New-Object -TypeName PSCredential -ArgumentList "corp\
administrator", $secString

Add-Computer -DomainName "corp.contoso.com" -Credential S$myCred -
NewName "CORPDC2" -Restart

Similar to creating the domain, first a $secString variable is created to hold a
secure copy of the password that will be used to join the computer to the domain.
Then a SmyCred variable is created to convert the username/password combination
into a PSCrededntial object that will be used to join the computer to the domain.
Lastly, the Add-Computer Cmdlet is called to join the computer to the domain and
simultaneously, rename the system. When the system reboots, it will be connected
to the domain.

Push install of domain controller: It is normally considered best practice to have
at least two domain controllers (DCs) for each domain. By having two DCs, one can
be taken offline for maintenance, patching, or as the result of an unplanned outage,
without impacting the overall domain services.

[}
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Once a computer has been joined to the domain, promoting the system to a DC

can be performed remotely using PowerShell:

Install-WindowsFeature -Name AD-Domain-Services, DNS
-IncludeManagementTools -ComputerName CORPDC2

Invoke-Command -ComputerName CORPDC2 -ScriptBlock {

SsecPass = ConvertTo-SecureString 'P@$s$swlOrdll' -AsPlainText -Force
SmyCred = New-Object -TypeName PSCredential -ArgumentList "corp\
administrator", S$secPass

$SMPass = ConvertTo-SecureString 'P@$$SwOrdll' -AsPlainText -Force
Install-ADDSDomainController -DomainName corp.contoso.com -

SafeModeAdministratorPassword $SMPass -Credential S$myCred -
Confirm:$false

}

First, the Domain and DNS services and appropriate management tools are installed
on the remote computer. Then, using the Invoke-Command Cmdlet, the commands
are executed remotely to promote the server to a domain controller and reboot.

M To create a new domain/forest, we used the Install-ADDSForest
Q command. To promote a computer into an existing domain/forest, we
use the Install-ADDSDomainController command.

Configuring zones in DNS

Windows domains rely heavily on DNS for name resolution and for finding appropriate
resources. DNS is composed primarily of zones, each of which contains records. These
zones and records provide name to address and address to name resolution for clients.

Here we will install and configure the DNS service and configure zones for servicing clients.

Getting ready

This recipe assumes a server and networking configuration similar to what is created in
the first recipe. For DNS services to operate, the server does not need to be a member
of an Active Directory domain, and in some scenarios, such as internet facing systems,
Active Directory membership is discouraged.
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We will be configuring our DNS servers with the following zones:

Zone Type

corp.contoso.com AD integrated

10.10.10.in-addr. AD integrated reverse lookup

arpa

20.168.192.in-add. AD integrated reverse lookup

arpa

contoso.com Standard primary

fabrkam.com Conditional forwarder to
192.168.99.1

corp.adatum.com Secondary zone referencing
192.168.1.1

How to do it...

Carry out the following steps to configure zones in DNS:

1. Identify features to install:

Get-WindowsFeature | Where-Object Name -like *dns*

2. Install DNS feature and tools (if not already installed):

Install-WindowsFeature DNS -IncludeManagementTools -
IncludeAllSubFeature

3. Create a reverse lookup zone:

Add-DnsServerPrimaryZone -Name 10.10.10.in-addr.arpa -
ReplicationScope Forest

Add-DnsServerPrimaryZone -Name 20.168.192.in-addr.arpa -
ReplicationScope Forest

4. Create a primary zone and add static records:

Add-DnsServerPrimaryZone -Name contoso.com -ZoneFile contoso.com.
dns

Add-DnsServerResourceRecordA -ZoneName contoso.com -Name www -
IPv4Address 192.168.20.54 -CreatePtr

5. Create a conditional forwarder:

Add-DnsServerConditionalForwarderZone -Name fabrikam.com
-MasterServers 192.168.99.1

6. Create a secondary zone:

Add-DnsServerSecondaryZone -Name corp.adatum.com -ZoneFile corp.
adatum.com.dns -MasterServers 192.168.1.1
7l
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The first two steps may have already been completed if your DNS server coexists on the
domain controller. When viewing the output of Get -WindowsFeature in the first step, if
Install State for the DNS features equals Installed, the roles are already installed. If
the roles are already installed, you can still attempt to reinstall them without causing issues.

The third step creates two AD-integrated reverse lookup zones named 10.10.10.in-addr.
arpaand 20.168.192.in-addr.arpa. These zones are used for IP-to-Name resolution
for serversinthe 10.10.10.0/24 (internal) and 192.168.20.0/24 (DMZ or untrusted)
subnets. These reverse lookup zones are not automatically created when installing DNS or
Active Directory and it is the administrator's responsibility to create it.

\ It is considered a best practice to have a reverse lookup zone for all
~ networks in your organization. This eases many operational tasks
Q and some network tools fail to work properly if the reverse lookup
zones don't exist.

The fourth step creates a standard primary zone named contoso. com. This zone is different
from the corp.contoso.com zone that was automatically created during creation of the
domain. This new zone will be used to host records used in an untrusted or DMZ environment.
In this example we created a static record www . contoso . com, configured it with a target IP
address, and configured the reverse lookup record as well.

The steps shown here are an example of creating a primary zone. Additional
steps may be needed to fully secure a DNS server that is accessible by the
outside world.

%%‘ Additionally, standard primary zones cannot be AD-integrated and do
not automatically replicate to other DNS servers. To replicate a standard
primary zone, a secondary zone must be created on the target DNS server
and authorized to replicate.

The fifth step creates a conditional forwarder named fabrikam. com. A conditional forwarder
simply identifies the domain request and forwards it to the appropriate master servers.

=
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The sixth step creates a secondary zone named corp.adatum. com. Unlike primary zones,
secondary zones are read-only, and they only hold a copy of the zone data as pulled from
the master server. To add or update records in this zone, the changes must be made at the
master server, and then replicated to the secondary.

\ Unlike primary zones and conditional forwarders, secondary zones
~ cannot be AD-integrated and do not automatically replicate to other
Q DNS servers in the domain. This means that the secondary zones

must be configured on each DNS server that will host the zone.

DNS Manager = | -

File Action View Help

oo 2n 62 Bm § 86

£, DNS Mame Type Status
a 5 CORPDCZ =/ 10.10.10.in-addr.arpa Active Directory-Integrated Pr...  Running
f Global Legs =/ 20.168.192.in-addr.arpa Active Directory-Integrated Pr...  Running
a || Forward Lockup Zones
b 2] _msdes.corp.contosg
b 2] conteso.com
bzl corpadatum.com
I =] corp.contoso.com
4| | Reverse Lockup Zones
b =] 10.10.10.in-addr.arpa
b 2] 20.168.192in-addr.ar|

I Trust Points
Conditional Forwarders
- | fabrikam.com

< 1] > < 1] >
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There's more...

The following lists the additional features of zones in DNS:

» Listing all zones: A full list of DNS zones on a server can be returned by executing
the Get-DnsServerZone function:

e Administrator: Windows PowerShell

ZoneType IsAutoCreated

stLegac
tAnchors

» Updating DNS records: When updating static records there are two options: delete
and recreate, and update. The following is a simple function that gets a current
resource record from DNS, updates it, and commits it back to DNS:

Function Update-DNSServerResourceRecord{

param (
[string] $zoneName = $(throw "DNS zone name required")
, [string] $SrecordName = $(throw "DNS record name required")

, [string] $newIPv4Address = $(throw "New IPv4Address required")
)

# Get the current record from DNS
SoldRecord = Get-DnsServerResourceRecord -ZoneName S$zoneName

-Name S$SrecordName
Write-Host "Original Value: " S$oldRecord.RecordData.
IPv4Address

# Clone the record and update the new IP address

SnewRecord=S$oldRecord.Clone ()
$newRecord.RecordData.IPv4Address = [ipaddress] $newIPv4Address

7
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# Commit the changed record

Set-DnsServerResourceRecord -ZoneName S$zoneName
-0ldInputObject $oldRecord -NewlInputObject S$newRecord

Write-Host "New Value: " (Get-DnsServerResourceRecord
-zZzoneName $zoneName -Name SrecordName) .RecordData.IPv4Address

)
Configuring DHCP scopes

As an alternative to statically assigned TCP/IP addresses, Windows supports the Dynamic Host
Configuration Protocol (DHCP). This service allows for provisioning of IP addresses, default
gateways, DNS information, and even more advanced information such as boot servers.

This recipe will set up the basic DHCP features on a domain controller and configure an
initial DHCP scope.

Getting ready

This recipe assumes a server, networking, and domain configuration similar to what is
created in the Installing domain controllers recipe.

How to do it...

Carry out the following steps to configure DHCP scopes:

1. Install DHCP and management tools:

Get-WindowsFeature | Where-Object Name -like *dhcp*
Install-WindowsFeature DHCP -IncludeManagementTools

2. Create a DHCP scope

Add-DhcpServerv4Scope -Name "Corpnet" -StartRange 10.10.10.100
-EndRange 10.10.10.200 -SubnetMask 255.255.255.0

3. Set DHCP options

Set-DhcpServerv4OptionValue -DnsDomain corp.contoso.com -DnsServer
10.10.10.10 -Router 10.10.10.1

4. Activate DHCP

Add-DhcpServerInDC -DnsName corpdcl.corp.contoso.com

(7]
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The first step uses Install-WindowsFeature to install the DHCP feature and
management tools on the currently logged on system. Once installed, the second step
calls Add-DHCPServerv4Scope to create a DHCP scope named Corpnet, providing
dynamic IPsonthe 10.10.10.0/24 subnet.

The third step uses Set -DhcpServerv4OptionValue to set up common DHCP
options, such as the DNS servers and default gateway address. This command can
include other common options such as the DNS domain name, WinsServer, and Wpad
location. Additionally, any extended DHCP option ID can be configured using the Set -
DhcpServerv4OptionValue command.

The last step calls Add-DHCPServerInDC to activate the DHCP service on the computer in
Active Directory. This authorizes the DHCP service to provide addresses to clients in the domain.

There's more...

The following lists the additional features of DHCP:

» Adding DHCP reservations: In addition to creating and activating DHCP scopes,
we can also create reservations in DHCP. A reservation matches a network adapter's
MAC address to a specific IP address. It is similar to using a static address, except
the static mapping is maintained on the DHCP server:

Add-dhcpservervé4reservation -scopeid 10.10.10.0 -ipaddress
10.10.10.102 —-name test2 -description "Test server" -clientid 12-
34-56-78-90-12

Get-dhcpservervé4reservation -scopeid 10.10.10.0

» Adding DHCP exclusions: Additionally, we can create DHCP exclusions using
PowerShell. An exclusion is an address, or range of addresses that the DHCP server
won't provide to clients. Exclusions are often used when individual IP addresses
within the scope have been statically assigned:

Add-DhcpServerv4ExclusionRange —-ScopelId 10.10.10.0 —-StartRange
10.10.10.110 -EndRange 10.10.10.111

Get-DhecpServerv4ExclusionRange
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Configuring DHCP server failover

Prior to Server 2012, there were limited methods of ensuring DHCP was redundant and
always available to service requests. One of the most common methods was to split DHCP
scopes between multiple servers, with each server providing a subset of the scope. If one
system was unavailable, the other system was still able to provide a subset of addresses.
However, this caused problems because if a DHCP server was unavailable, there may not be
enough addresses available to service all of your clients. Other redundancy options involved
clustering or other expensive technologies that were difficult to manage.

In Server 2012 DHCP server failover is a built-in feature. This feature allows servers to share
a common DHCP database to provide leases and provide redundancy. To use DHCP failover,
the DHCP feature just needs to be installed and configured across servers. This recipe will
walk through the configuration of DHCP failover.

Getting ready

This recipe assumes a server, networking, and domain configuration similar to what is
created in the Installing domain controllers recipe. A minimum of two servers will be needed
to configure as DHCP servers. Additionally, it assumes one of the domain controllers already
has DHCP installed and configured.

How to do it...

Carry out the following steps to configure DHCP server failover:

1. Install DHCP on the second server either locally or remotely:

Install-WindowsFeature dhcp -IncludeAllSubFeature -ComputerName
corpdc2

2. Authorize DHCP on the second server:

Add-DhcpServerInDC -DnsName corpdc2.corp.contoso.com

3. Configure DHCP failover:

Add-DhcpServerv4Failover -ComputerName corpdcl -PartnerServer
corpdc2 -Name Corpnet-Failover -ScopelId 10.10.10.0 -SharedSecret
'PasswlOrd! !
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The first and second steps are responsible for installing and authorizing DHCP on CorpDC2.
This is the same process used in the previous recipe to install DHCP on the first domain
controller. Once installed, we use Add-DhcpServerInDC to authorize the server to act as
a DHCP server.

The third step calls Add-DHCPServerv4Failover to configure DHCP failover across
CorpDC1 and CorpDC2. This command identifies the scope 10.10.10. 0 for failover
and configures a shared key for authenticating communication between the servers.

At this point the failover configuration is complete and both DHCP servers will begin providing
addresses. If you open the DHCP administration console, you will see that both domain
controllers have DHCP installed and servicing clients. Additionally, you will see that both
servers have the same client lease information, making the solution truly redundant:

5 DHCP |;l£-

Eile Action VMiew Help

= 7E 6= HE

a | corpdcl.corp.contoso.com ~ || Client IP Address Mame Lei
a 5 IPvd %:10.10.10.100 WIN-M3ITASNA32L).., 10y
4[] 5cope[10.10.10.0] Corpnet — ||| 1%410.10.10.10 WIN-M3ITASNS32L).. 10y
i} Address Pool || %10.10.10.102 WIN-FE15DPBESEL.... 10y
@ Address Leases %410.10.10.103 WIN-F815DPBESEL... 10/
I 2] Reservations
. Scope Options
| Policies
3 Server Options
4| Policies | i N

Converting DHCP addresses to static

While DHCP is an easy way to manage network addresses, especially, in dynamic environments,
it does have its drawbacks. If something happens on your physical network or to your DHCP
server, clients may not be able to receive or renew their addresses. And due to the dynamic
nature of DHCP, addresses may change, causing issues with firewalls and DNS records.

This is normally fine for desktop environments, but in server environments, we want to
minimize any possibility for an outage. As such, at some point you may want to convert
your dynamically addressed hosts to use static addresses.

@
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Getting ready

This recipe assumes a basic server configuration with a single interface using a single
IP address via DHCP. The script works best when run locally on the target server.

How to do it...

Log on to the target server interactively and execute the following script:

# Identify all adapters that recieved an address via DHCP
S$adapters = Get-WmiObject -Class Win32 NetworkAdapterConfiguration |
Where-Object {($_.IPAddress) -and $_ .DHCPEnabled -eq 'True' }

# Iterate through each adapter

foreach($adapter in $adapters)

{
# Get current adapter and IP information
SadapIndex = $adapter.InterfaceIndex
$ipAddress = $Sadapter.IPAddress|[0]
$subnetMask = $Sadapter.IPSubnet[0]
SdefaultGateway = Sadapter.DefaultIPGateway[0]

Sprefix = (Get-NetIPAddress -InterfaceIndex $adapIndex -
AddressFamily IPv4) .PrefixLength

$dnsServers = $Sadapter.DNSServerSearchOrder

[ipaddress] $netAddr = ([ipaddress]$ipAddress) .Address -band

([ipaddress] $subnetMask) .Address

# Identify the DHCP server
SdhcpServer = $Sadapter.DHCPServer
$dhcpName = ([System.Net.DNS]::GetHostEntry ($dhcpServer)) .HostName

# Add an exclusion to DHCP for the current IP address
Invoke-Command -ComputerName $dhcpName -ScriptBlock({
Add-DhcpServerv4ExclusionRange —-Scopeld S$args[0] -StartRange
$args[1l] -EndRange S$args[1]
} -ArgumentList $netAddr.IPAddressToString, $ipAddress

# Release the DHCP address lease
Remove-NetIPAddress -InterfaceIndex $adapIndex -Confirm:$false

# Statically assign the IP and DNS information

New-NetIPAddress -InterfaceIndex $adapIndex -AddressFamily
IPv4 -IPAddress $ipAddress -PrefixLength $prefix -DefaultGateway
SdefaultGateway

Set-DnsClientServerAddress -InterfaceIndex S$adapIndex
-ServerAddresses $dnsServers

}

(7]
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The first part of the script queries WMI for all network adapters that both have an active

IP address, and are using DHCP. The results from the WMI query are placed into a variable
named sadapters and are iterated in a for each loop, where the adapter and IP
information is collected.

1
‘Q A network adapter can hold multiple IP addresses, but this script is

only capable of handling the first IPv4 address of each adapter.

Once all of the network information is collected, Invoke-Command is used to connect to the
DHCP server that issued the address and creates an exclusion. The exclusion record's start
and end address is the IP address assigned to the client. This prevents the IP address from
being reused by another host at a later time.

Lastly, the adapter is changed to a static address. Remove-Net IPAddress is used to release
the DHCP address from the interface. Once cleared, New-Net IPAddress is used to statically
configure the interface with the same IPv4 address, subnet, and gateway that was previously
held. Finally, Set -DnsClientServerAddress assigns the DNS server addresses.

There's more...

This script can be run against a system remotely using a PSSession, with the exception of
creating the DHCP exclusion. When using a PSSession to a remote computer, you cannot
create another session to a third computer. As such, the script will run and successfully set
the local interfaces to static, but it won't exclude DHCP from providing those addresses to
another client.

Building out a PKI environment

Windows Active Directory domains are a great way to authenticate users and computers.
Using a central store of accounts and passwords, requests can be easily authenticated,

and accounts can be quickly added, updated, or removed as needed. While this is a great
method for authentication within the domain, it does not work as well outside of the domain.
Situations, where the domain controller may not be accessible, where the authority of the
domain controller is in question, or when accessing resources outside of a domain, call for
alternative authentication methods.

Certificates allow for creation of an authentication infrastructure by using a series of

trusts. Instead of joining a domain, and thereby trusting the domain controllers, you trust a
Certificate Authority (CA). The CA is responsible for handing out certificates that authenticate
the user or computer. By trusting the CA, you implicitly trust the certificates it produces.

(&)
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Windows server has the ability to operate both as an Active Directory domain and a Certificate
Authority. This provides the basis for several technologies in a domain such as secure web
servers, IPSec, and DirectAccess. The following will cover the necessary steps to install and
configure a Private Key Infrastructure (PKI) environment.

Getting ready

This particular recipe installs and configures an enterprise root CA, which requires a domain
environment to operate. If you do not have a domain environment, this can still be used, but
the CAType needs to be changed to support a standalone system.

How to do it...

Carry out the following steps to build a PKI environment:

1. [Install certificate server:
Get-WindowsFeature | Where-Object Name -Like *cert*
Install-WindowsFeature AD-Certificate -IncludeManagementTools
-IncludeAllSubFeature

2. Configure the server as an enterprise CA:
Install-AdcsCertificationAuthority -CACommonName corp.contoso.com
-CAType EnterpriseRootCA -Confirm:$false

3. Install root certificate to trusted root certification authorities store:
Certutil -pulse

4. Request machine certificate from CA:

Set-CertificateAutoEnrollmentPolicy -PolicyState Enabled -Context
Machine -EnableTemplateCheck

The first two steps install and configure the certificate services on the target server. The
certificate server is configured as an enterprise root CA named corp.contoso. com, with
the default configuration settings.

The third step uses the Certutil.exe utility to download and install the root CA to the
trusted root certification authorities store. Lastly, a machine certificate is requested using
the default autoenroliment policy.

s
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There are four types of Certificate Authorities supported by Windows server:

» Enterprise root CA

» Enterprise subordinate CA

» Standalone root CA

» Standalone subordinate CA
The two enterprise CA types are designed to integrate with Active Directory domains and
provide more flexibility in AD environments. Standalone CA types operate similar to third party

CAs and don't integrate with AD. Additionally, the subordinate CA types are child authorities
that have been delegated permission from the root authorities to create certificates.

Once the PKI environment is implemented, the next step is to create a group policy to have
clients autoenroll. Unfortunately, there is not a built-in function to edit the group policy objects
we need, so we have to perform the task manually. Following are the steps necessary to set
up the autoenroll GPO:

1. Open Server Manager and select Tools | Group Policy Management:

=5 Server Manager = | = -
“ Dashboard

Connection Manager Administration Kit
= Dashboard WELCOME TO SERVER MAN Defragment and Optimize Drives
i Local Server ‘ — S DFS Management
#& All Servers o BLCH
= DNS
NE File and Storage Services P —

vent Viewer
o IS | UICKCSIRRT, Failover Cluster Manager

Fax Service Manager

File Server Resource Manager

Group Policy Management

WHAT'S NEW Health Registration Authority
Hyper-V Manager

2. Browse to Group Policy Management | Forest <foresthname> | Domains |
<domainname>.
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3. Right-click on Default Domain Policy and select Edit:

4.

r

L
5L File  Action View Window Help
&= ]y ?|

Group Policy Management

|, Group Policy Management

F _ﬁ Forest: corp.contoso.com
4 (55 Domains

4 F3 corp.contose.com

s Default Domain Policy

I 2 Domain Controllers
I [ = Group Pelicy Objects
[ WMI Filters
I a Starter GPOs

[ Sites

! Group Policy Medeling

1+ Group Policy Results

Default Domain Policy

Scope | Details | Settings | Delegation
Links
Display links in this location: |corp.corrtosn.com v

The following sites, domaing, and OLs are linked to this GPO:

Location Enforced Link Enabled
5 com contoso.com Mo Yes
< m bd

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computer

Name
82, Authenticated Users

< m ¥

In the Group Policy Management Editor, browse to Default Domain Policy |
Computer Configuration | Policies | Windows Settings | Security Settings | Public
Key Policies:

[

File

@ P

Group Policy Management Editor

Action  View Help

E = HE

==

F

i Computer Configuration

| Policies

4

F

| Windows Settings

p || Name Resolution Policy
= Scripts (Startup/Shutdown)

4 T Security Settings

_:E_‘ Account Policies

| Local Policies

j Event Log

4 Restricted Groups

| Software Settings

4 System Services
4 Registry
4 File System
i_;" Wired Network (IEEE 202.3) Pc
| Windows Firewall with Advan
| Network List Manager Policie!
ﬂf Wireless Metwork (IEEE 802,11

~| Public Key Policies

v v v v vV W W W

| Software Restriction Policies
| Metwork Access Protection

v v v v

m bl

Object Type

“| Encrypting File System

“| Data Protection

“| BitLocker Drive Encryption

"I BitLocker Drive Encryption Network Unlock Certificate

“| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
“| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

| Trusted People

7l Certificate Services Client - Certificate Enrollment Policy

7l Certificate Path Validation Settings

ertificate Services Client - Auto-Enrollment

< m
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5. Right-click on Certificate Services Client - Auto-Enrollment and select Properties.
6. In the Enroliment Policy Configuration window, set the following fields:
o Configuration Model: Enabled

o Check the Renew expired certificates, update pending certificates, and
remove revoked certificates checkbox

o Check the Update certificates that use certificate templates checkbox

Certificate Services Client - Auto-Enrollment Pro...\i.

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: Enabled v

Renew expired certificates, update pending certificates, and remove
revoked certificates

Lpdate

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

02 %
v

Additional stores. Use "," to separate multiple stores. For example:
"Storel, Store2, Store3”

]

Learn more about Automatic certificate management

| oK || Cancel || Apply |

7. Click on OK and close the Group Policy Management Editor.

Creating AD users

When working in a test or lab environment, it is useful to have a number of test accounts to
use. These accounts can have different access permissions and simulate different types of
users doing specific tasks. These AD users are normally made up of simple accounts with a
common password.

Additionally, when setting up a new production environment, it may be necessary to populate
users into AD. These usernames and e-mail addresses are predefined and the passwords
must be unique.

In this recipe we will use a PowerShell script to create both types of users.
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Getting ready

To use this recipe properly, you need an AD environment with credentials capable of creating
user accounts. Additionally, if you want to create specific users, you will need a CSV file with
headers of LastName,FirstName as shown in the following screenshot that contains the
users to create:

“| users - Notepad - ':'

File Edit Format View Help

hastName,FirstName
userl,userl

smith, joe

doe, jane

How to do it...

Carry out the following steps to create AD users:

1. To create a single Active Directory user account, use the following command:
New-ADUser -Name JSmith

2. To create multiple Active Directory user accounts, we use the following functions:

Function Create-Users({
param($fileName, S$emailDomain, S$SuserPass, $numAccounts=10)
if ($fileName -eq $null ) {
[array] Susers = S$null
for($i=0; $i -1t $numAccounts; $i++){
$users += [PSCustomObject]e@{

FirstName = 'Random'
LastName = 'User' + $i
} else {
Susers = Import-Csv -Path $fileName

&1
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~[ee]

ForEach (Suser in Susers)
Spassword = ''
if (SuserPass)
Spassword = S$userPass
} else {
Spassword = Get-RandomPass
Create-User -firstName Suser.FirstName
-lastName Suser.LastName -emailDomain S$SemailDomain
-password S$password

Function Create-User

{

param(SfirstName, S$lastName, $emailDomain, S$password)

$accountName = '{0}.{1}' -f $firstName, $lastName

$emailaddr = '{0}@{1}' -f $accountName, $emailDomain

$SsecurePass = ConvertTo-SecureString $password -AsPlainText
-Force

New-ADUser -Name SaccountName -AccountPassword S$securePass
-ChangePasswordAtLogon $true -EmailAddress S$SemailAddr °
-Displayname "$SFirstName S$Lastname" -GivenName $Firstname
-Surname S$LastName -Enabled S$true

Write-Host "$LastName, SFirstName, SAccountName, SemailAddr, $Spass
word"

}

function Get-RandomPass{

SnewPass = '
1..10 | ForEach-Object {
SnewPass += [char] (Get-Random -Minimum 48 -Maximum 122)

}

return SnewPass
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This script is composed of three functions: Create-Users, Create-User, and Get -
RandomPass. The first function starts by checking if a value was passed for the $fileName
parameter. If no value was included, it creates an array named $Users and populates it with
the number of test accounts defined by $numAccounts. If $fileName exists, it imports the
target file as a CSV and populates the sUsers array.

M The loading of the CSV file has no error checking included, so it is
Q important to review the contents of the file before starting. Specifically,
confirm that the first line has the column headers as expected.

Once the user list has been determined, each user account is cycled through. Additional
account properties, such as the e-mail address and username, are populated based on user
information, and if a password was not predefined, a random password is generated. Once
the password is defined, then Create-User is called.

The Create-User function defines the $accountName and $emailAddr of the user
account by combining various attributes. It then converts the password into a secure string
that can be used when creating the user account. Lastly, New-ADUser is called to create the
user account in Active Directory with the defined user properties, and the user information is
echoed to the console.

The third function named Get -RandomPass uses a loop to create a 10 random characters,
which are combined and returned as a random password. The function begins by creating
a $SnewPass variable as an empty string. The numbers 1 through 10 are passed into a
ForEach-Object loop that chooses a random character and appends it to the $newPass
variable. Once 10 characters have been added to the variable, the results are returned to
whatever called the function.

_ This password generator is very basic and may not meet your
% organization's complexity requirements. If this occurs, the account will
i still be created but will be disabled. A new password can be applied at a
later time that meets the necessary complexity requirements.
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Example output of creating multiple accounts is shown in the following screenshot:

Create-Users -emailDomain corp. r_untu:nsu:n com —r'|um-~cu::uunt 10
r0,Random,Random. User0, Random. Us rp.
rl,Random,Random. Userl, Random. orp.
rz,Random,Random. User?2 , Random. rp.
r3,Random, Random. User 3, Random. 3 rp.
r4,Random, Random. Userd , Random. A@Corp.
r5 , Random, Random. Users , Random. corp.
r&, Random, Random. User 6, Random. orp.

r7,Random,Rand User? ,Rar‘l-:l
r&,Random,Random. User &, Random. .
andom,Random. User3d, Random. Us @corp. contoso. co

The following lists the additional features of AD users:

» Additional AD properties: The script as presented here sets only a minimum
number of properties necessary for functional users. Several additional properties
are as follows:

a Personal information, such as home address and phone numbers

o Organizational information, such as manager and office location

o Remote access settings

o AD information, such as home directory and logon script

o Workstations the user is allowed to log on to

» Template user: Instead of creating a new account for each user, it is possible to

create a template account that is used for all new accounts. Template accounts
are useful for maintaining common settings, such as logon script or home directory
location, and then not keep the setting for all future accounts. To use a template

account, simply load the account using Get -ADUser and reference the account
using the —-Instance parameter. Refer the following example:

StemplateUser=Get-ADUser -Identity Administrator
New-ADUser -Name Admin2 -Instance StemplateUser -AccountPassword
$SsecurePass

For a full list of available user properties that can be configured, see http://technet.
microsoft.com/en-us/library/hh852238.

(e
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Searching for and reporting on AD users

Once your AD environment has existed for some time, finding and changing settings in your
environment can become difficult. For example, let's say when the domain was first created,
all the users had the same logon script named 1logon.bat. Over time, specific needs arose
that caused the creation of logon2.bat, and new_logon.bat, and testlogon.bat,
with different users assigned to each script.

As an administrator, you want to consolidate all these logon scripts into one, but you need

to know what this will impact. You need to know which logon scripts are being used, who is
using which ones, and why the different scripts exist. Thanks to the capabilities of AD and

PowerShell queries, these items can easily be found.

In this recipe we will perform multiple queries against Active Directory. We will be returning
different information.

How to do it...

Carry out the following steps to search for and report on AD users:

1. To report on all users and their logon scripts execute the following code:

Get-ADUser -Filter * -Properties SamAccountName, DisplayName,
ProfilePath, ScriptPath | °
Select-Object SamAccountName, DisplayName, ProfilePath, ScriptPath

2. Tofind all disabled user accounts execute the following code:
Get-ADUser -Filter 'Enabled -eq $false'

3. Tofind users who haven't logged in for 30 days execute the following code:

$logonDate = (Get-Date) .AddDays (-30)
Get-ADUser -Filter 'LastLogonDate -1t $logonDate' | Select-Object
DistinguishedName

4. To find accounts with multiple logon failures execute the following code:

SprimaryDC = Get-ADDomainController -Discover -Service PrimaryDC
Get-ADUser -Filter 'badpwdcount -ge 5' -Server $primaryDC.Name °

-Properties BadPwdCount | Select-Object DistinguishedName,
BadPwdCount
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The first example uses Get -ADUser and queries Active Directory for all User objects,
and returns them to PowerShell. The accounts are then piped through Select-0Object
to return the username, profile location, and logon script to the screen.

The second example creates a simple filter for AD to show accounts that are not enabled.
Get-ADUser is called with this filter and it returns the appropriate accounts.

The third example creates a slightly more robust AD filter that identifies users, who have

not logged in for more than 30 days. We start by creating the $1ogonDate variable and
assigning it with the date 30 days ago. We then call Get -ADUser with a filter based on the
LastLogonDate attribute, and lastly return Distinguished Name of the users that match
the filter. These may be users who have been on vacation, extended work trips and have not
been able to log on to the domain, or user accounts that no longer are needed.

The fourth example provides a simple filter based on the number of bad password attempts
for an account. We start by identifying the primary domain controller (PDC) in the
environment. When a bad password attempt occurs, it is tracked on the domain controller
initially queried, as well as the PDC emulator. This allows us to query a single server instead
of all the DCs. If a particular account has a high number of password failures, it can be a
sign of possible hacking attempt. As such, it is always helpful to have a script similar to this
available so that the entire domain can be reviewed at a glance to determine if one user

is having a problem, or if it is wide spread issue.

Finding expired computers in AD

As domains grow and change, one of the largest polluters of AD is expired machine accounts.
Whenever a computer is joined to the domain, a machine account is created. However, when
a machine is retired, the machine account is often left. There are no built-in tools to remove
these machine accounts from the domain, and unlike user accounts, they are rarely audited.
This becomes a problem as the environment grows, and auditing of the computer accounts
becomes difficult.

This recipe will show how to search AD for expired, or nearly expired, machine accounts.

5]
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How to do it...

Carry out the following steps to find expired computers in AD:

1. To find recently aged accounts execute the following code:

$30Days = (Get-Date) .AddDays (-30)
Get-ADComputer -Properties lastLogonDate -Filter 'lastLogonDate
-1t $30Days' | Format-Table Name, LastLogonDate

2. To find older accounts execute the following code:

$60Days = (Get-Date) .AddDays (-60)
Get-ADComputer -Properties lastLogonDate -Filter 'lastLogonDate
-1t $60Days' | Format-Table Name, LastLogonDate

By default, machine accounts are reset every 30 days, regardless of the user password
expiration policy. With this in mind, we can search for accounts that haven't updated in

30 days in order to find recently aged accounts. In the first step we create a variable named
$30Days. We call Get -Date to return the current date and time, and then use AddDays
to add a negative 30 days. This date is then stored in our variable.

We then call Get -ADComputer to search AD for our computer accounts. We apply a filter
on the lastLogonDate attribute and search for accounts that haven't logged in for more
than 30 days. We then output the computer name and when it last logged on to the domain.
Once the aging accounts are identified, we can proactively find and troubleshoot the
machines to ensure there is no loss of services.

In the second step we perform the same function, but this time allowing for 60 days. In
this scenario, since the machines haven't logged into the domain in twice the maximum
normal, we can likely assume these systems are no longer in our environment. At this
point we can additionally pipe the output of this command into Disable-ADAccount
or Remove-ADComputer to disable or delete the account in AD.

See also

More information about machine account passwords and reset policies can be found at
http://blogs.technet.com/b/askds/archive/2009/02/15/test2.aspx.
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Creating and e-mailing a superuser report

One of the questions | receive every time there is a security audit or review is How many
super users are there? To find this out, | have to manually open up Active Directory and look
at the membership of Domain Admins and Enterprise Admins groups. Once | have identified
the users, the security team then wants a documented list of who has superuser rights,
when they got them, and why.

If your environment is anything like mine, looking at the Domain Admin group membership
will be very surprising. Even though we work hard to limit who has access, more and more
users creep into these groups throughout the year. By the time they are identified, finding

out when, why, and how they were added can be exceedingly difficult. What is needed is

a method of keeping up on the changes as they happen.

In this recipe we will create a superuser report that reports on membership of these critical
groups. This report will show which accounts are in each group, and even highlight any
changes that occurred since the last run. Additionally, the report will be e-mailed for easy
access and retention.

Getting ready

To perform this recipe you will need to be in an Active Directory domain, with a service
account that has access to query AD groups. The script runs on a system as a scheduled
job and saves files to a local directory.

How to do it...

To create the superuser report, we create the following PowerShell script:

[Object [1] $oSuperUsers = New-Object PSObject

# Query the super-user groups for members

SoSuperUsers += Get-ADGroupMember -Identity 'Domain Admins'
-Recursive | Select-Object @{Name='Group';expression={'Domain
Admins'}}, °

Name, objectClass

SoSuperUsers += Get-ADGroupMember -Identity 'Enterprise Admins'
-Recursive | Select-Object @{Name='Group';expression={'Enterprise
Admins'}}, °

Name, objectClass

<~

<~

[
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# Report on current membership
$strMessage = $oSuperUsers | Format-Table Name, objectClass
-GroupBy Group | Out-String

SexportFile = "c:\temp\superusers.clixml"
if (Test-Path S$exportFile)
{

# Import the results from the last time the script was executed
$oldUsers = Import-Clixml S$SexportFile

# Identify and report on the changes

$strMessage += "Changes ™ n"

$strMessage += Compare-Object -ReferenceObject S$oldUsers

-DifferenceObject $oSuperUsers | Select-Object @{Name="Group";"

expression={$_.InputObject.Group}}, @{Name="Name";expression="

{$_.InputObject.Name}}, @{Name="Side";expression={$_
SidelIndicator}}>

| Out-String

}

# Export results from this execution
Export-Clixml -InputObject $oSuperUsers -Path $exportFile

# Email report to the administrator

Send-MailMessage -From reports@corp.contoso.com -Subject

"Weekly SuperUser Report" -To admin@contoso.com -Body $strMessage
-SmtpServer mail.contoso.com

The first thing the script does is create a custom PowerShell object named $oSuperUsers
to hold the group, name, and class information. A custom object is used here to make the
results easier to manage and flexible further down the script. Get -ADGroupMember is then
called against the Domain Admins and Enterprise Admins groups and populate the custom
object. The membership of these two groups are organized by the group name and stored

in the $strMessage variable.

An external file, c: \temp\superusers.clixml, is checked to see if this script has
been executed before. If the file exists, it is loaded into the $o1dUsers variable using
Import-Clixml. This file holds an exported version of the $oSuperUsers object from
the last run of the script. The two objects are compared using the Compare-Object
command to highlight any differences and appended to $strMessage. Lastly, the
current SoSuperUsers object is exported and overwrites the external file.

Finally, Send-MailMessage combines the group membership and changes into a simple
text e-mail message. The message is sent via SMTP to a mail server and it will appear in the
administrator's mailbox.
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There's more...

To make full use of this script, it would be best to schedule it to run every week. To schedule
the task, we save the command as a . PS1 file and use the following script to add the script
into Windows Task Scheduler:

# Define the action to be executed

StaskAction = New-ScheduledTaskAction -Execute
"$SystemRoot%\system32\WindowsPowerShell\vl.0\powershell.exe"
-Argument "C:\scripts\superUser.psl"

# Define the execution schedule

StaskTrigger = New-ScheduledTaskTrigger -Weekly -WeeksInterval 1 -At
S5am

-DaysOfWeek Sunday

# Define the user account to execute the script
$StaskUser = "Corp\ScriptAdmin"
StaskPassword = 'P@SSwOrd'

# Name the task and register

StaskName = "Super User Report"

Register-ScheduledTask -TaskName S$StaskName -Action $taskAction ~
-Trigger S$StaskTrigger -User $taskUser -Password $taskPassword

The script starts by creating New-ScheduledTaskAction. This command identifies the
command to execute, in this case PowerShell . exe, and any additional arguments, such
as our superUser.psl file. The -Argument option can be updated based on the location
of your scripts.

Next, we define the schedule for the task. We do this by creating New-
ScheduledTaskTrigger and define a start time and recurrence cycle. In this case we
are executing our script at 5 a.m. every Sunday.

Next, we define our username and password to execute the script. In this situation we are
using a predefined service account and storing the password in plain text.

=
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Lastly, we use Register-ScheduledTask to save the task. Once completed, the task
will appear in Windows Task Scheduler as shown in the following screenshot:

File  Action View Help
@ 7

Task Scheduler (Local)
“ E% Task Sched.ulel Doy [ Super User Report Ready At 5:00 AM every Sunday of every week, starting 1/22/2...
] Event Viewer Tasks
p [ Microsoft
[ OfficeSoftwareProtect

Status  Triggers

< T |

General | Triggers | Actions | Conditions | Settings | History |

MName: |Supel User Report

Location: \

Author:

Description:

<
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Managing IIS with
PowerShell

In this chapter we will cover the following recipes:

» Installing and configuring 1IS

» Configuring IS for SSL

» Configuring a Central Certificate Store

» Configuring IIS bindings

» Configuring IS logging

» Managing log files

» Configuring NLB across multiple servers
» Monitoring load balancing on NLB nodes
» Placing NLB nodes into maintenance

» Configuring a development/staging/production site scheme
» Promoting content in websites

» Reporting on website access and errors

Introduction

Internet Information Services (1IS) has become a key component in Windows Server. With
IIS you can host publicly facing websites and internal intranets, as well as integrate with
enterprise applications, such as SharePoint, Exchange, and System Center. IIS provides a
central component of Windows Server that allows systems and applications to be expanded
into more complex configurations.
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This chapter covers how to install, configure, manage, and maintain IS websites on Windows
Server 8. In addition to basic management of IS, this will also cover monitoring and reporting
on IIS, using NLB for load balancing, and utilizing a development/staging/production
configuration/promotion scheme.

Installing and configuring IS

Websites are useful for multiple every day needs, from hosting static content, such as
pictures, to dynamic content, such as calendars, and even web services. IS in Windows
Server 8 is extended greatly with additional PowerShell commands and functions.

This recipe will cover how to set up a basic IIS website and configure binding information.

Getting ready

For installing IS, we will be using a basic Windows Server without any features installed.

How to do it...

Carry out the following steps to install and configure IIS:

1. Open a PowerShell console and install 1IS:
Get-WindowsFeature | Where-Object Name -likeweb*
Install-WindowsFeature Web-WebServer -IncludeManagementTools
2. Use Import-Module to load the WebAdministration PowerShell module
3. Use Get-ChildItem to view the IIS sites:

Get-ChildItem IIS:\Sites

When completed, you should see the configured sites similar to the following
screenshot:

Import-Module Weba
Get-ChildItem II

ID

Winetpubwwwroot  http

5]
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In the first step we show all of the lIS-related features (over 50 of them) and their current
install state. At this point we are looking to install only the basic IS features. This includes
the ability to present web static pages via HTTP, define a default document, perform logging,
present error messages, compress static content to make it easier to send over the internet,
and the management console.

When installing the Web-Webserver feature, it automatically includes the following features:

» Web-Default-Doc

» Web-Dir-Browsing

» Web-Http-Errors

» Web-Static-Content

» Web-Http-Logging

» Web-Stat-Compression

» Web-Filtering

» Web-Mgmt-Console
In the second step we load the WebAdministrator module. In PowerShell 3.0 modules
are autoloading, and normally it isn't necessary to use Import-Module. PowerShell

automatically loads modules when commands within the modules are executed, however,
not when accessing the PSDrives presented by the module.

Lastly, we use Get -ChildItem to view the existing IS websites. The sites are stored in
the IIS: PSDrive underthe \Sites directory. The command returns all websites on
the system and information regarding their configuration.

There's more...

A PSDrive, or PowerShell Drive, is a logical drive that has been presented to PowerShell.
This includes local drives on the computer, such as C:\, as well as mapped network drives.
PSDrives also include drives presented by PowerShell providers, such as the Registry, Active
Directory, and IIS.

s
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A full list of PSDrives can be viewed by executing Get -PSDrive:

ey Administrator: Windows PowerShell

C:'> Get-PSDrive

Used (GE) Free (GE) Provider

HKEY_CURRENT_USER
HKEY_LDCAL_MACHINE
. WWCORPDCL
variable
W5Man

Configuring 1IS for SSL

The most common way of securing web traffic is to use SSL encryption. SSL signs and
encrypts traffic between a web server and client in a way that is difficult for an outsider to
view, change, or impersonate. If you have ever purchased something online, the web page
that accepted your credit card details was likely encrypted using SSL.

In this recipe we will cover how to configure an IIS site to use SSL encryption.

Getting ready

Two things are required to use SSL encryption: a certificate capable of encrypting SSL traffic
and a website configured to support SSL. If the website will be publicly facing, it is suggested
you use an SSL certificate from a public Certificate Authority that is by default trusted by most
web browsers.

How to do it...

Carry out the following steps to configure IIS for SSL:

1. Request an SSL certificate from your Certificate Authority.
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Install the certificate in the Certificates (Local Computer) \Personal\
Certificates store. Assuming you are using an internal CA and permissions, the
following command can request and install the certificate:

Get-Certificate -Template WebServer -DnsName NLB_IIS.corp.contoso.
com - CertStoreLocation Cert:\LocalMachine\My

The certificate should now appear in the store as shown in the following screenshot:

& Consolel - [Console Root\Certificates (Local Computer)\Personal\Certific.. = =l -
E Eile Action View Favorites Window Help !En
o= nE 8 6= HE
| Conscle Root A || Issued T * Issued By Intended Purposes
4 Gl Certificates (Local Comput £2INLB_lIS.corp.contoso.com  corp.contoso.com Server Authenticati,
4 || Personal
| Certificates
b Trusted Rnnt Certificati ™
£ m > £ m >
Personal store contains 1 certificate.

Create a new HTTPS binding on our website:
New-WebBinding -Name 'Default Web Site' -Protocol https -Port 443

Assign the certificate to the new binding;:

$myCert = Get-Item Cert:\LocalMachine\My\* |
Where-Object Subject -eq 'CN=NLB IIS.corp.contoso.com'
$myCert | New-Item IIS:\SslBindings\0.0.0.0!443

After completing the preceding commands, you should see the following:

e Administrator: Windows PowerShell

$myCert n C calMachin
Where-Object bject II5. corp. cont
fmyCert | Mew-Item i1 i ndi .0.0.0144

Store

My Default Web Site
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We start by requesting and installing an SSL certificate on our web server. If the Certificate
Authority is outside of your company, you will have to follow the instructions provided by the CA
to request the certificate. Then we install the certificate to the local computer's personal store.

Next, we use New-WebBinding to create a new binding for the default website using HTTPS
on port 443. Once the binding is created, we get the SSL certificate by ID and assign it to
the binding.

To access the website, we now browse to https://<servername>. Note the https
construct identifying the connection to use SSL.

There's more...

We can create a self-signed certificate for use with SSL. There are often times, where you
need a certificate for SSL traffic but do not require a fully trusted environment. Working in
a test/dev environment, where functionality is more important than security, you can use
a self-signed certificate.

To create the certificate, on the web server run the following code:

New-SelfSignedCertificate -DnsName "testl.corp.contoso.com" -
CertStoreLocationCert:\LocalMachine\My

After completing the preceding commands, you should see the following:

] Administrator: Windows PowerShell M

1fSi1gnedCertiticate -DnsMame "testl. corp. contoso. com™ -CertStorelo
“LocalMachine\My

Directory: Microsoft.PowerShell. Security\Certificate: :LocalMachinei\My

Subject

CN=testl. corp. contoso. com

This process creates a new certificate for the DNS named testl.corp.contoso.com. This
will allow the web server to sign all of its traffic, while allowing the clients to authenticate the
server. In order for this certificate to work properly, it must be exported and installed in the
Trusted Root Certificate Authorities certificate store on client machines.
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To export the self-signed certificate from the web server to a file, execute the following:

$myCert = Get-ChildItem -Path Cert:\LocalMachine\My | °
Where-Object Subject -EQ 'CN=testl.corp.contoso.com'
Export-Certificate -Cert SmyCert -FilePath C:\temp\testl.crt

To import the certificate to a client's Trusted Root Certificate Authorities store, copy the
certificate to the client and execute the following;:

<~

Import-Certificate -FilePathC:\temp\testl.crt
-CertStoreLocation Cert:\LocalMachine\Root

M A self-signed certificate should never be used in a production
Q environment. Maintaining trusts and authentication with a self-signed
certificate is difficult and insecure.

Configuring a Central Certificate Store

When working with 1IS websites that use SSL, certificate management can often become
difficult. The initial setup for one server or site may be simple, but every time you add or
replace an IS host, you need to confirm the SSL certificates are copied over and imported on
the server. Additionally, when the certificate expires, the new certificate must be copied to all
hosts that need it, and reregistered.

New in 1IS8 is the ability to create a centralized certificate store that hosts certificates for
all the websites in one place. Instead of manually copying and installing the certificates to
each server, the web servers then simply access the centralized store and download the
files as needed.

Getting ready

In this recipe we are going to publish the default website on a server with a precreated
certificate for test1.corp.contoso. com. To begin, we create our certificate with both
private and public keys and export it into a * . PFX file. This file is then copied to a network
share, in our case a share on CorpDC1.

Additionally, a service account is created named SSLCerts that has access to this share
only. We use a dedicated service account because we may want to save the setup commands,
which contain the username/password, in our server build process. This way, the user
account has limited access and the security threat is minimized.
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How to do it...

Carry out the following steps to configure a Central Certificate Store:

1. Configure the certificate store:

Install-WindowsFeature Web-CertProvider
Enable-WebCentralCertProvider -CertStoreLocation \\corpdcl\certs
-UserName'Corp\SSLCerts' -Password 'Pa$swOrd!' -PrivateKeyPassword
123456

2. Configure the site to use SSL:

New-WebBinding -Name 'Default Web Site' -HostHeader Testl.corp.
contoso.com -Protocol https -SslFlags 2

Traditionally, installing certificates for SSL required copying the certificate to each server,
and then importing it into the local computer certificate store. With the Central Certificate
Store, we simply copy the certificates to a common file share, and configure a website to

use the certificate.

In the first step, we install the Centralized SSL Certificate Support feature and enable the
provider on our server. The provider is configured with the location, username, and password
to access the network share, as well as the password used to encrypt the private key.

Certificates used for web servers contain two keys: a private key and a
public key. The private key is used to sign and encrypt traffic, while the
public key is used to authenticate the server and decrypt the traffic. The
% private key is encrypted within the certificate as an additional layer of
L security, and a password is required to access it.

When using a Central Certificate Store, it is important that all certificates in
the store use the same private key password so that they can be decrypted
by the store and provided to the web servers.

In the second step, we configure the default website to use the certificate testl.corp.
contoso.com. In this situation we use the ~-HostHeader switch of Test1.corp.
contoso.com to reference the certificate we are attempting to use. We also specify the -
Ss1Flags switch with a value of 2, which instructs the web server to use a certificate from
the Central Certificate Store. There are four options available for the -Ss1Flags switch:
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Value Description

0 Regular certificate in the Windows Certificate Store
1 SNI certificate in the Windows Certificate Store

2 Regular certificate in the Central Certificate Store
3 SNI certificate in the Central Certificate Store

To access the website, register the address in DNS and access the site the same as
any other HTTPS website. Of all the certificates in the store, 1IS will determine which
to use based on the name in the web request.

We can confirm the Central Certificate Store is functioning properly by accessing out the
website via HTTPS. In Internet Explorer clicking on the lock icon displays information about
the certificate used to sign the connection. As you can see from the following screenshot,
we can confirm the certificate name matches the URL requested, and that the client trusts
the CA that issued the certificate.

- | O X
S 5 i )
a" | @ hitps://test].corp.contos.. 0 ~ & B & || (= Microsoft Internet Inf... | ‘ UL gl 238
| 1
I”_'j Website Identification A
e
corp-CORPDCT-CA has identified this site as
testl.corp.contoso.com ~ |
This connection to the server is encrypted. —
Should | trust this site? SN
View certificates sty 3
=
| .
= no | T
v
L4 >
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See also

More information regarding using SNI based certificates is included in the recipe, Configuring
IIS bindings, in this chapter.

Configuring 1IS bindings

By default, web servers operate on port 80 and only service a single website. However, often
times there is a need to host multiple websites on the same server and use different IP
addresses, IP ports, or even names to differentiate between the sites.

This recipe will show how to set up multiple websites on the same server using different
forms of web bindings.

How to do it...

Carry out the following steps to configure IIS bindings:

1. Create a new website using a unique IP address

New-Website -PhysicalPath C:\inetpub\IPBinding -Name IPBinding
-IPAddress 10.10.10.250

When finished, PowerShell will return information about the site and binding.

- New-Website -PhysicalPath C:%inetpub%IPBinding -Name IPBinding -IPAddres
10.10. 250

ID State /51 C ; Bindings

IPBinding 4 Started . http 10.10.10.2
50:80:

2. Create a new website using a unique TCP port:

New-Website -PhysicalPath C:\inetpub\PortBinding -Name PortBinding
-Port 88 -IPAddress *

When finished, PowerShell will return information about the site and binding:
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3. Create a new website using host headers:

New-Website -PhysicalPath C:\inetpub\HostHeader -Name HostHeader
-HostHeader HostHeader

When finished, PowerShell will return information about the site and binding:

http
*=:80:HostHeader

4. Change the binding of a website:

Set-WebBinding -Name PortBinding -BindingInformation "*:88:"
-PropertyName Port -Value 89

In the first step we create a new website and bind it to a dedicated IP address. Our web
server has an additional IP address of 10.10.10.250 assigned specifically for use by our
new site. We create the new site named IPBinding with the address assigned. Because
no port was defined, IIS defaults to assigning port 80.

In the second step we create a new website and bind it to a specific port. In this instance we
are telling IIS that any traffic received on port 88 should be directed to the website named
PortBinding. To access the site, users will need to type http://server: 88 to instruct
the web client to use an alternate port.

M This website is configured to listen on all IP addresses (demonstrated
Q by the * in the binding command). If the server has multiple addresses
assigned, this may not be the desired configuration.

In the third step we create a website and bind it using host headers. Host headers are
alternative names that a server can be accessed by and often need to be registered in
DNS for clients to find and connect. To access this site, users will need to type http://
HostHeader for the web server to identify the request and return the appropriate result.



http://server:88
http://HostHeader
http://HostHeader
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As we can see in the following screenshot, we can easily support multiple sites on a single IIS
server using different binding types:

Internet Information Services (lIS) Manager

| Gl » WEB1 » Sites »

@) *

File  View Help
Connections

ST UJ' Sites
:ﬂj \S:I'EE;IJ(ECQCEJRP\administra' Filter: - Go - \gz Show All | Group by: Mo Grouping
E;} Application Pocls MName * D Status Binding
4 @ Sites @ Default Web Site 1 Started (ht.. =80 (http), =443 (https)
b €D Default Web Site || € HostHeader 2 Started (ht.. HostHeader on *:80 (http)
p@ HostHeader @ IPBinding 4 Started (ht..  10.10.10.250:20 (http)
b &P IPBinding € PortBinding E] Started (ht.. %88 (http)

b0 PortBinding

Lastly, we call Set -WebBinding to change the binding of an existing site. To make the
change we identify the site and existing binding information, and then specify the property
we are changing and the new value. In this case we are changing the port used for the
PortBinding site, however this command can be used for host headers and IP addresses

as well.

Set-WebBinding doesn't return any output to the screen. To view the new binding
information for a site, use Get -WebBinding.

Get-WebBinding -Name PortBinding

There's more...

The following is more information about binding;:

>
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Port binding limitations: Port binding can result in problems in some environments
because it passes web traffic on non-standard ports. Some environments are
configured to transfer only HTTP (80) or HTTPS (443) traffic between networks.
Often times this is due to security requirements, other times it is due to restrictions
of firewalls and proxies.

Host header limitations: Host headers are often the easiest method to set up
multiple websites on a single server; however, they also has the most restrictions.
Because host headers rely on the name of the site being accessed to distinguish
which data to return, if the site name is not given, the wrong data may be returned.

Say for instance, you think your client may be having issues with DNS. In order to test
this you type in the IP address of the website instead of the name. In this case, the
web server does not know which site you requested and possibly will return the
wrong site.




Chapter 3

» Host headers with SSL: New in IIS 8 is the ability to support Server Name Indicators
(SNI), which allows the server to support multiple SSL sites using the same address
and port. Both the web client and web server must support the use of SNI. Most
modern browsers already support this feature.

More information on using Server Name Indicators can be found at:

» http://en.wikipedia.org/wiki/Server Name Indication

» http://blogs.msdn.com/b/kaushal/archive/2012/09/04/server-name-
indication-sni-in-iis-8-windows-server-2012.aspx

Configuring 1IS logging

By default, IIS logs nearly every transaction clients perform against the server. This is a great
repository of information when debugging issues or when trying to profile your users and
identify which resources are popular, which are not popular, and which are generating errors.

This recipe will cover how to configure IIS logging.

How to do it...

Carry out the following steps to configure IS logging:

1. Change the IIS logging directory:
Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
directory -Value 'C:\Logs\IIS'

2. Change the logging type:
Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
logFormat 'W3C'

3. Change logging frequency:
Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
period -Value Weekly

4. Change logging to use a maximum size:

Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
period -Value MaxSize

Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
truncateSize 9000000



http://en.wikipedia.org/wiki/Server_Name_Indication
http://en.wikipedia.org/wiki/Server_Name_Indication
http://blogs.msdn.com/b/kaushal/archive/2012/09/04/server-name-indication-sni-in-iis-8-windows-server-2012.aspx
http://blogs.msdn.com/b/kaushal/archive/2012/09/04/server-name-indication-sni-in-iis-8-windows-server-2012.aspx
http://blogs.msdn.com/b/kaushal/archive/2012/09/04/server-name-indication-sni-in-iis-8-windows-server-2012.aspx

Managing IIS with PowerShell

5. Disable logging:

Set-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.
enabled -Value False

The first step changes the location for log files for the default website instance. In this
situation we are updating the LogFile.directory property and changing the log
directory to C:\Logs\IIS. To view the location of the log files, instead of executing Set -
ItemProperty, We USe Get -ItemProperty, as follows:

Get-ItemProperty 'IIS:\Sites\Default Web Site' -Name logFile.

Administrator: Windows PowerShell I;li-

C:'> Get-ItemProperty 'IIS:\Sites‘Default wWeb Site’ -Mame logFile.directory.v

directory.value

E]

£ :temDrive%Rin&tpub&1ugsthgFi]es

PS C:'>

The second step changes the logging type for the default website instance. In this case we
are updating the 1ogFile.logFormat property and changing the logging format to W3C;
acceptable values are:

» IS

» NCSA
» W3C

» Custom

The third step updates the 1ogFile.period property and changes the logging frequency for
the default website instance. This is the frequency at which 1IS will create new log files for the
website. Acceptable values are:

» Hourly

» Daily

» Weekly
» Monthly

» Maximum size
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In the fourth step we are updating the 1logFile.period and logFile.truncateSize
parameters in order to configure logging to create a new log file once it reaches a certain size.
Instead of creating a new file every hour, day, or week, they will continue to grow until they
reach their maximum size and then create a new log.

The last step updates the 1logfile.enabled parameter in order to disable logging for the
website. While this is not a best practice in most environments, there are situations where
logging is unnecessary and can overwhelm the system. For example, if you have a web service
which is accessed automatically by a large number of systems, this can cause issues by filling
up the drives and generating excessive disk traffic. If the site is known to be stable, and there
is no need to review the log files, you can simply disable logging.

VELET LT R RLES

By default, IIS is configured to create a separate log file for each day. Unlike many other
applications such as Exchange, IIS does not contain a native method of maintaining the
number or size of the log files.

As IIS saves log files, the log files' sizes and number can quickly grow out of control. For
instance, a web server that has been in production for a year can have 365 log files (one for
each day) or more. A busy website or web service can potentially fill the OS drive of a server
within a few weeks or months.

While this is a great repository of information, we don't want our logging to negatively impact
the server. Chances are that if we need to review the files, we will only need the last few days
or few weeks of files, and can remove anything older.

This recipe shows how to filter through the log files and remove those older than
a certain date.

Getting ready

In this recipe we will be searching for any log files older than seven days and deleting them.
When first running this script, it should be against a test server to ensure the outcome is
as desired.

M This example will delete log files from all websites on the target computer.
Q Care should always be taken to ensure it is safe to remove the content prior
to executing the script.
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How to do it...

Open a PowerShell console and execute the following code:

$logDirs = Get-ChildItem -Path IIS:\Sites | Get-ItemProperty °

-name logFile.directory.value | Select -Unique
SnumDays = -7
foreach ($myDir in $logDirs) {
SmyDir = [Environment] ::ExpandEnvironmentVariables ($myDir)
Get-ChildItem -Path $myDir -Recurse | Where-Object LastWriteTime
-1t ©
(Get-Date) .AddDays ($numDays) | Remove-Item

}

The script begins by calling Get -ChildItem to list all of the websites in IIS. The websites
are queried for logFile.directory.value for each site in order to determine the
location of the log files. The output is then placed into the $1ogDirs variable.

Each logging directory is then cycled through in order. The first command, $SmyDir = [Env
ironment] : :ExpandEnvironmentVariables ($SmyDir), is used to convert any system
variables (such as $SystemDrive%) into its fully qualified path to be used by PowerShell.

Once the full path of the log file directory is defined, the script then recursively gets all items
in the folder and subfolders. This list is filtered based on LastWriteTime to exclude files
newer than seven days. Those files are then piped to Remove-Item in order to be deleted.

There's more...

You may want to keep your log files for more than seven days, but you don't want them to
remain on the web server. This will allow you to retain a central repository for a longer time,
but not overwhelm your web servers with log files. In that case the script can be modified
to call Move-Item to move the log files to a remote location instead of deleting them.

Configuring NLB across multiple servers

One of the easiest methods of making a website highly available is to use a Network Load
Balancer (NLB). The NLB role resides on the web servers themselves and provides a virtual
IP address that balances traffic between the individual nodes. Clients make requests to the
virtual address, and the web servers communicate with each other to determine which will
service the request.
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This results in a website that is highly available and can sustain individual server failures, but
also provides a scale-out capability to grow websites quickly and easily.

This recipe will cover setting up and configuring an NLB cluster in order to provide a redundant
website infrastructure.

Getting ready

To configure NLB, we will need a minimum of two servers with three static IP addresses, all
connected via a common Ethernet segment. As you can see in the following diagram, | have
predetermined my IP addresses of 10.10.10.241 for Web1,10.10.10.242 for web2, and
10.10.10.240 for the virtual address which we will name NLB_IIS.

Virtual
10.10.10.240

Ethernet

Web1l Web2
10.10.10.241 10.10.10.242

If you are managing NLB clusters remotely, you will need to install the
~ RSAT-NLB feature to install the NLB tools. This can be performed

Q by executing Install-WindowsFeature RSAT-NLB on your
management station.
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How to do it...

Carry out the following steps for configuring NLB across multiple servers:

1. Install the NLB feature on the web servers:

Invoke-Command -ComputerName webl, web2
-ScriptBlock { Install-WindowsFeature NLB -IncludeManagementTools

2. Set up the NLB cluster on first host:

New-NlbCluster -HostName webl -InterfaceName Ethernet
-ClusterName NLB IIS -ClusterPrimaryIP 10.10.10.240 ~
-SubnetMask 255.255.255.0 -OperationMode Multicast

When completed, you will see confirmation of the new cluster and virtual IP address
similar to the following screenshot:

Mew-N1bCluster -HostName webl -InterfaceName Ethernet -ClusterMame NLB_I
sterPrimaryIP 10.10.10.240 -SubnetMask 255.255.255.0 -OperationMode Multi

IPAddress SubnetMask Mode

10.10.1 255.255.255. MULTICAST

3. Add the second host to cluster:
Get-NlbCluster -HostName webl|Add-NlbClusterNode -NewNodeName web2
-NewNodeInterface Ethernet

When completed, you will see confirmation of the new node in the cluster with HostID
of 2.

5 > Get-N1bCluster -HostMame webl | Add-N1bClusterNode -NewNodeName web2 -Ne
whNodeInterface Ethernet

Interface

Converged Ethernet

4. Specify the ports for the cluster to balance:

Set-NlbClusterPortRule -HostName webl -NewStartPort 80 -NewEndPort
80




Chapter 3

When completed, the port configuration of the cluster will be displayed as shown in
the following screenshot:

PS C:hx> Set-NlbClusterPortRule -HostMame webl -NewStartPort 80 -NewEndPort 80

Start End Protocol Mode

80 Both Multiple

In the first step we use Invoke-Command to install the NLB feature on both web servers
Webl and Web2.

In the second step we use New-N1bCluster to configure NLB on Webl and create
the Cluster IP address of 10.10.10.240. We also define the NLB cluster to operate
in multicast mode, a special configuration that allows the NLB nodes to operate with
only a single interface on the server.

Next, we configure call Add-N1bClusterNode to Web2 as an additional member of the
NLB cluster. Note that we do not have to identify the cluster address or operation mode like
was done for the first server; instead, those attributes are inherited from the cluster itself.

Finally, we call Set-N1bClusterPortRule to configure NLB to listen only on port 80 for
HTTP traffic. By default, NLB attempts to load balance all traffic on all ports; however, for our
purposes we only need port 80. If we installed websites on multiple ports, or used HTTPS, we
could then execute Add-N1bClusterPortRule to add additional ports to the NLB cluster.

There's more...

The following is more information about NLB configuration for websites:

» Accessing the website: Once the NLB cluster is set up and running, the only
remaining task to access the website is to register the virtual IP address in DNS.
In this scenario if we register the DNS record NLB_IIS.corp.contoso.comto
10.10.10.240 then open a web browser to http://nlb iis.corp.contoso.
com; the load balanced site is returned.

» NLB modes: There are three modes that an NLB cluster can operate in: multicast,
unicast, and IGMP multicast. Multicast, as mentioned earlier, is the easiest to set
up because it works well with a single network adapter. IGMP multicast is similar
to multicast, but relies on IGMP communications between the servers to balance
traffic. Unicast is preferred for large production environments as it separates the NLB
communication and web traffic into separate interfaces.
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Monitoring load balancing across NLB nodes

Once an NLB cluster is configured and running, one of the questions that is asked is why one
host is working harder than another, or why one node has all the connections and the other
has none. Normally, these questions are resolved by modifying the Affinity settings.

At its base, NLB balances traffic between different nodes in a cluster based on the total
number of connections to each node. This information is then combined with the cluster's
Affinity settings to group source hosts and networks onto the same node.

This recipe will cover the basic performance counters needed to identify if NLB is working and
balancing load correctly.

Getting ready

In this recipe we will be working with the NLB configuration created in the prior recipe. In this
case the cluster consists of only two nodes, but in production environments this can grow
much larger.

How to do it...

Carry out the following steps to monitor load balancing across NLB nodes:

1. View the status of the hosts in the cluster:

Get-N1lbClusterNode -HostName webl

When completed, the output will show the state of each node in the cluster:

PS C:%> Get-N1bClusterNode -HostMName webl

Name 5t Interface HostID

Webl Converged(default) Ethernet
Web?2 Converged Ethernet

2. View the cluster's Affinity settings:
Get-NlbClusterPortRule -HostName webl

When completed, the output will show the Affinity settings:
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PS C:% Get-NlbClusterPortRule -HostName webl

End Affimity Timeout

Enabled 80 80 i Single

3. View the host connection count for each node:

SmyNodes = Get-NlbClusterNode -HostName webl
$myCounter = $myNodes.Name | ForEach-Object {
"\\$_\Web Service( Total)\Current Connections"

}

Get-Counter -Counter $myCounter

When completed, the output will show the current number of connections to each
node in the cluster:

Wweb service(_total)’current connections

2web service(_total)‘current connections

In the first step we view the status of the nodes in the cluster. This command will list all the
nodes in the cluster, which interface they are attached to, and most importantly, the state of
the node in the NLB cluster. In this case the state is Converged, which means the nodes are
functioning properly. Additional values include Shutting down, Stopped, and Suspended.

Next, we use Get -N1bClusterPortRule to view the cluster's Affinity setting. By default
the affinity is set to Single, meaning all traffic from a specific host is directed to the same
cluster node, regardless of load. The default Affinity settings work well in many environments,
however some firewalls and proxy servers pass traffic to the NLB nodes as though the firewall
originated the request instead of the client. This then causes the NLB cluster to see all the
traffic as originating from a single address and therefore passes the traffic to the same node.
In this case, setting the affinity to None is preferable.

Lastly, we use PowerShell's Get -Counter command to retrieve performance counters on
both NLB nodes. In this case we are looking at the \Web Service( Total) \Current
Connections counter to return the number of connections to the web server. If you are
using NLB to balance something other than web services, you will need to find an appropriate
connections counter.
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There's more...

If you do not have a lot of traffic currently on your NLB site, and you want to generate a test
load, the following script is a quick way to start. The script creates 10 background jobs, each
downloading web pages from the target web server. Each job will download the default web
page, sleep 2 seconds, and then repeat for 100 times before finally exiting. This should be
long enough to confirm the balancing of your NLB cluster.

1..10 | ForEach-Object({
Start-Job -ScriptBlock ({
Sclient = New-Object System.Net.WebClient
1..100 | ForEach-Object{
$client.DownloadData ("http://10.10.10.240")
Start-Sleep 2

Wait-Job *
Remove-Job *

\ All of the traffic in this test will be generated from the same host, and
~ depending on the affinity rules, the NLB cluster may direct all of the traffic
Q to the same node. If that occurs, you can run the test simultaneously from
two hosts, or change affinity to None.

Placing NLB nodes into maintenance

One of the great benefits of NLB is the ability to remove one or more hosts from the cluster
without affecting the overall service. This is often done when installing patches or upgrading
code on a single server at a time. Removing hosts may result in degraded performance, and
therefore, should only be done during a maintenance window, where performance is not an
issue, but the overall service will remain online.

Getting ready

This recipe assumes you have a two-node cluster (Web1 and Web2) and Web2 is being taken
offline to perform maintenance. The maintenance may require multiple reboots, so we will
need to ensure the node remains offline until all work is finished.
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How to do it...

Carry out the following steps to place NLB nodes into maintenance:

1. Safely shutdown and suspend the NLB node on Web2:

SmyCluster = Get-NlbCluster webl

= SmyCluster | Get-NlbClusterNode -NodeName web2
$myNode | Stop-NlbClusterNode -Drain
$myNode | Suspend-NlbClusterNode

| Set-NlbClusterNode -RetainSuspended Strue

$SmyNode

SmyNode

2. Perform maintenance on the server.

3. Once the maintenance is complete, restart the node and add it into production:

SmyCluster = Get-NlbCluster webl

S$myNode = $myCluster | Get-NlbClusterNode -NodeName web2
$myNode | Resume-N1bClusterNode

$myNode | Start-NlbClusterNode

The first step starts by connecting to the NLB cluster, and then to the specific node that places
the node object into the SmyNode variable. The node is then stopped with the —~drain switch,
which tells the node to stop accepting new connections, but continue servicing existing
connections. This is used to ensure that active sessions are not dropped and active users
aren't affected, however this can result in the stop process to take several minutes, hours, or
in extreme cases, days.

Once the node is safely stopped, it is then suspended and configured to remain suspended.
This allows us to reboot the host if needed, and keeps the NLB service from unexpectedly
starting and servicing clients. At this point we can safely perform maintenance on the server.

The third step is essentially the opposite of the first. The script starts by connecting to the
cluster and node and placing the node object into the smyNode variable. The node is then
resumed, or unsuspended. Lastly, the node is started to begin servicing requests.

There's more...

If you execute Get -N1bClusterNode during the shutdown process, you will see that the
NLB node proceeds through multiple states before finally suspending. Each of these states
may remain for quite some time depending on the number of connections and lifetime of
those connections.
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Configuring a development/staging/

production site scheme

Many websites use a multi-tiered infrastructure to promote content between development
and production environments. One of the simplest is a three-tier development, staging,

and production configuration. In this scenario the website and code is developed on a
development instance. Once the code is ready, it is promoted to staging, where it is tested and
confirmed to be working properly. Finally, it is promoted to production for general use.

In this recipe we will set up a basic three-tier website scheme on a single website in an NLB
configuration. The same process can be performed for a non-NLB website by only providing
one computer name to the scripts.

Getting ready

This recipe assumes an NLB web server configuration as shown in the Configuring NLB across
multiple servers recipe in this chapter.

How to do it...

Carry out the following steps to configure this three-tier site scheme:

1. Create the folders on the web servers:

Invoke-Command -ComputerName webl, web2 -ScriptBlock ({
New-Item "C:\InetPub\wwwDev" -ItemType Directory
New-Item "C:\InetPub\wwwStage" -ItemType Directory
New-SmbShare -NamewwwDev -Path C:\InetPub\wwwDev
-FullAccess corpladministrator

}

2. Create the sites and configure them to use host headers:

Invoke-Command -ComputerName webl, web2 -ScriptBlock {
New-Website -Name "Development.corp.contoso.com"
-HostHeader "development" -PhysicalPath "C:\InetPub\wwwDev\"
New-Website -Name "Staging.corp.contoso.com"
-HostHeader "staging" -PhysicalPath "C:\InetPub\wwwStage\"

}
3. Register DNS for host headers:

Add-DnsServerResourceRecord -CName -HostNameAlias www.corp.
contoso.com

-Name development -ZoneName corp.contoso.com
-ComputerName corpdcl.corp.contoso.com
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Add-DnsServerResourceRecord -CName -HostNameAlias www.corp.
contoso.com ~

-Name staging -ZoneName corp.contoso.com ~
-ComputerName corpdcl.corp.contoso.com

In the first step we are creating directories on our web servers to hold our development and
staging environments. We create two directories, C: \ InetPub\wwwDev and C:\InetPub\
wwwStage, to hold the development and staging environments. The production environment
will remain at C: \InetPub\wwwRoot.

In addition to creating the necessary folders, the script also calls New-SmbShare to create
a Windows share for the C: \InetPub\wwwDev directory on both servers. This directory is
shared so that code can be synchronized between the servers.

The second step calls New-Website to configure two new websites for the development and
staging folders. These websites are configured to use the host headers of development and
staging, leaving the default website to service production requests.

Lastly, Add-DnsServerResourceRecord is used to register the CName records. The CName
records are used to register additional names to the same Alias record. These records point
to www.corp.contoso.com, which returns the IP address of the production website.

Promoting content in websites

Once our three-tier website scheme is set up, the next step is to configure the content promotion
method. This recipe shows how to promote content between the various environments.

Getting ready

This recipe assumes the development/staging/production website configuration created in
the prior recipe.

How to do it...

Carry out the following steps to promote content in websites:

1. Copy the content between the web servers:

Copy-Item -Path \\webl\wwwDev -Destination \\web2\wwwDev -Verbose
-Recurse -Force
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2. Copy the files from development to staging:

Invoke-Command -ComputerName webl, web2 -ScriptBlock ({
Copy-Item -Path C:\inetpub\wwwDev -Destination C:\inetpub)\
wwwStage -Verbose -Force -Recurse

}

3. Copy files from staging to production:

Invoke-Command -ComputerName webl, web2 -ScriptBlock ({

Copy-Item -Path C:\inetpub\wwwStage -Destination C:\inetpub\
wwwRoot -Verbose -Force -Recurse

}

The first step copies files between the web servers in order to synchronize the content.

The assumption here is that development has occurred solely on Web1, so Web2 needs to be
updated with the latest version of code. If necessary, this script can also be reversed to copy
content from Web2 into Web1.

The second step promotes content from development into staging. Similar to the prior
example, this script uses Copy-Item to copy content from one folder to the other, but in this
case, the content does not traverse servers; instead, it is promoted within each server.

The last step promotes content from staging into production. This step is the same as the
previous one, only changes are the source and destination folders.

There are a couple of extensions that can be added to these scripts to improve their
functionality. The first command would be to execute Remove-Item on the target location
prior to the Copy-Item command. An example of what the code would look like is as follows:

Invoke-Command -ComputerName webl, web2 -ScriptBlock ({

Remove-Item -Path C:\inetpub\wwwStage -Force -Recurse
-Confirm:$false

Copy-Item -Path C:\inetpub\wwwDev -Destination C:\inetpub\wwwStage
-Verbose -Force -Recurse

}

This will cause the folders and files in the target location to be removed entirely prior to
being promoted. If your environment is highly dynamic and files are being removed or moved
consistently, this may be needed to ensure the content is correct.
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The second extension would be to copy the files to a temporary target, and then rename the
folders when the copying is finished. For instance, instead of wwwStage, the Copy-Item
command is changed to copy to a wwwStageTmp folder. Once the data is copied to the
wwwStagetmp folder, Rename-Item is called to rename the original folder and the new folder.

Invoke-Command -ComputerName webl, web2 -ScriptBlock {

Copy-Item -Path C:\inetpub\wwwDev -Destination C:\inetpub)\
wwwStageTmp -Verbose -Force -Recurse

Rename-Item -Path C:\inetpub\wwwStage -NewName wwwStageOld -Force
-Confirm:$false

Rename-Item -Path C:\inetpub\wwwStageTmp -NewName wwwStage -Force
-Confirm:S$false

}

This will result in the promotion of the code to not occur until the very end of the script, but
will have the added benefit of limiting the amount of time that the content is in an unknown
state. This script also has the benefit of ensuring no old content is retained once the
promotion occurs.

This script could be separated into two components, allowing the copying of content to occur
separately from the ultimate promotion. For instance, if the website is very large in size, and
you have a minimal amount of time to promote the content, the data can be copied to the
temporary location ahead of time. Then, during your change window, the folders are quickly
renamed, resulting in minimal downtime of the site.

Lastly, this script also has the benefit of providing a rollback method. If a change is made
to the site and it is promoted, but then an issue is found, the content can be rolled back
by simply renaming the folders. In the example shown, we could delete the wwwStage
folder (because it exists in wwwDev, there is no need to keep the contents) and rename
wwwStage0ld back to wwwStage and the site will be the same as before the promotion.

Reporting on website access and errors

After a website has been active for some time, you will likely want to review the logs to see
which content is popular and which is not. Assuming you have kept the default logging method
of W3C, and the default sections, the script explained in this recipe should give a high-level
view of your website.

How to do it...

Here, we are using a PowerShell script to parse the IIS log files and generate a report:

Function Parse-IISLogs

{

# Identify the IIS logging directory
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Import-Module WebAdministration

$logFile = Get-ItemProperty 'IIS:\Sites\Default Web Site’
-Name logFile.directory.value

$logFile = [Environment] ::ExpandEnvironmentVariables ($SlogFile)

# Export log files to a temporary CSV file

$logFile += "\*\*.log"

(Get-Content S$logfile | Where-Object {$ -notlike "#[S,V,Dl*"}) °
-replace "#Fields: ","" | Out-File $env:temp\webLog.csv

# Import the CSV file to memory
SwebLog = Import-Csv $env:temp\webLog.csv -Delimiter " "

# Parse the CSV file for the top files

Write-Host "Top 3 files™n"

$webLog | Group-Object -property 'cs-uri-stem' | Sort-Object
-Property Count -Descending | Select-Object Count, Name
-First 3 | Out-String

# Parse the CSV file for the top 3 referers

Write-Host "Top 3 referers ™ n"

$webLog | Group-Object -property 'cs(Referer)' | Sort-Object
-Property Count -Descending | Select-Object Count, Name
-First 3 | Out-String

# Parse the CSV file for the top 3 useragent

Write-Host "Top 3 agents ™ n"

$webLog | Group-Object -property 'cs(User-Agent)' | Sort-Object °
-Property Count -Descending | Select-Object Count, Name

-First 3 | Out-String

# Parse the CSV file for the top 3 404 errors
Write-Host "Top 3 File Not Found (404) "n"

$webLog | Where-Object sc-status -eq 404 | Group-Object

-Property 'cs-uri-stem' | Sort-Object -Property Count -Descending|

Select-Object Count, Name -First 3 | Out-String

# Clean up
Remove-Item $env:temp\webLog.csv
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This script begins by importing the WebAdministration module in order to make the II1S:\
PSDrive available. The script then finds the location of the log files for the default website.

We want to open the log files themselves, so we append \ *\ * . 1log to the $1ogFile variable.
This adds wildcards that will include all log files one directory below the folder initially listed.
Get-Content is called to read the log files and the contents are then piped to Where-Object
to filter out the first three lines of the log which contain information about the log itself.

The new first line of the log file should now contain the column names for the file. We remove
the initial #Fields content and then export the information to a CSV file. Once exported, we
import the CSV file in a format that can be easily searched and filtered.

Once the CSV file has been imported, finding the data is matter of selecting and filtering for
the data we need. To find the most accessed files or pages, we use Group-0Object on the
cs-uri-stem column to find the number of times an object is referenced. The column is
then sorted based on the number of times a file has been accessed, and then limited to the
first three. This combination of grouping, sorting, and selecting the first three items allows us
to identify the most popular content.

The next two blocks perform the same tasks: grouping, sorting, and filtering, each on

different columns. First we group by the cs(referer) column to report on where traffic is coming
from. Then we group by the cs(user-agent) column to report on the type of clients accessing
our website.

Lastly, we filter on the sc-status column to return all web requests that resulted in a 404,
or file not found error. We then group by the cs-uri-stem column to report the top files that
resulted in the 404 error.
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A sample report of the website report is shown in the following screenshot:

Parse-II5Logs
1les

Count Name

and. png
b-brand. png

Top 3 referers

Count Name

36 http://10.10.10.241/
12 http://10.10.10.240/

Count Name

. O+ (compatible; tMSIE+10. 0;+. . .
r-Agent)

Top 3 File Not Found (404)

Count Name

J/favicon.co

There's more...

This script is far from complete and can easily be extended to return information on different
areas of network. For example, the report can be configured to report on which clients
generate the most traffic, which IP blocks are requesting the most data, and even which
content is taking the longest to return.
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In this chapter we are going to cover the following recipes:

Installing and configuring Hyper-V

Configuring NUMA

Securing Hyper-V

Hyper-V networking

Creating virtual machines

Managing VM state

Configuring VM networking

Configuring VM hardware

Quickly deploying VMs using a template
Managing and reporting on VM snapshots
Monitoring Hyper-V utilization and performance
Synchronizing networks between Hyper-V hosts
Hyper-V replication

Migrating VMs between hosts

Migrating VM storage between hosts

Using failover clustering to make VMs highly available
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Introduction

Microsoft Hyper-V is a hardware virtualization platform by Microsoft that allows a single
physical machine to host multiple virtual operating systems. Hyper-V allows for more efficient
utilization of physical resources by sharing disk, network, memory, and CPU among multiple
virtual computers. Microsoft released Hyper-V 2012 in two versions: as a feature of the
standard 0S, and as a free standalone Hyper-V Server. The commands in this chapter can be
performed in both environments.

In addition to basic management of Hyper-V, this chapter also covers how to automate the
deployment and management of guest virtual machines (VMs), manage VM snapshots,
migrate VMs between hosts and preparing a host for maintenance, and how to utilize
clustering to make highly available VMs. This chapter should cover everything necessary to set
up and manage an enterprise Hyper-V farm; including reporting, performing maintenance, and
monitoring performance.

Installing and configuring Hyper-V

To begin virtualizing with Hyper-V Server, the first thing we need to do is install and configure
the Hyper-V Server feature. In this recipe we will configure the physical drives used by Hyper-V.
The steps in this recipe can be used to configure the Server 2012 Standard and Datacenter
editions, as well as the free Hyper-V Server edition.

Getting ready

In this recipe we will set up and configure Hyper-V on our first server named HVO1.
The operating system should already be installed on the C: \ drive and configured with
a network address. A separate disk, E: \, will be used to hold our VM and VHDx files.

To simplify management of the Hyper-V Server, the system is joined to a domain:

HVO1
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How to do it...

Carry out the following steps to install and configure Hyper-V:

1.

Create the folders for the vM and VHDx files.

New-Item E:\VM -ItemType Directory
New-Item E:\VHD -ItemType Directory

If you are not using the free Hyper-V Server, install Hyper-V role. The server will reboot
to enable the Hyper-V role:

Install-WindowsFeature Hyper-V -IncludeManagementTools -Restart

+ This step is only necessary if you are using a Windows Server 2012
Standard and Datacenter edition. If you are using the free Hyper-V Server
2012, the role is already installed.

A

If you are administering the server remotely, install the Hyper-V management tools on
another system. This will install both the GUI and PowerShell administration tools:

Install-WindowsFeature RSAT-Hyper-V-Tools

Configure Hyper-V to use the target folders:

Set-VMHost -ComputerName HV0l -VirtualHardDiskPath E:\vhd °
-VirtualMachinePath E:\vm

Confirm the settings by executing the following:

Get-VMHost -ComputerName HVO01l| Format-List *

When executed, you will see a screen similar to the following screenshot:

ComputerName

[ArtualHardDiskPath

firtualMachinePath

FullyQualifiedDomainName

Name :

MacAddressMinimum : 00155D0AB500
cAddre imum : 00155D0A6B5FF

M &3¢ 7 mLm eMigrations 3

Administrator: Windows PowerShell
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In the first step we create the target folders that will host the vM and VHDx files. By default,
Windows stores these files at C: \ProgrambData\Microsoft\Windows\Hyper-V and
C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks respectively. For
performance reasons, these files should be stored separately from the OS disk. Depending
on the number of virtual machines being hosted, and the disk utilization of those VMs, a disk
array or SAN should be used.

In the second step we use Install-WindowsFeature to install the Hyper-V role on the
server and instruct it to reboot when finished. When finished, the server will automatically reboot
to complete the installation. This step is not necessary for the free Hyper-V Server edition.

In the third step we are installing the Hyper-V management tools on a remote system. This will
allow management of our Hyper-V Server without requiring us to log onto the server console.
In a production environment this is often preferred as it minimizes the overhead needed to
manage the system, and the server can be dedicated to running virtual machines.

In the fourth step we execute Set -VMhost to configure the target folders for Hyper-V. This
command uses the -ComputerName switch to reference the system HvV01. This allows the
command to be executed on the Hyper-V Server remotely and non-interactively. To execute the
command locally, simply remove the switch and the task will affect the local server.

Lastly, we call Get -VMHost to confirm the configuration of the Hyper-V Server. Here we see
VirtualHardDiskPath and VirtualMachinePath are located in our new directories on
the E: \ drive.

There's more...

In this example we are using a different drive as the default location for our VMs. We are
doing this for two primary reasons: ease of management, and performance. Management is
improved by keeping all of the VM configurations and hard disks on a separate drive, and we
do not have to worry as much about day-to-day server management. Tasks such as deleting
old user profiles or old files on the OS drive, should not affect the virtual machines.

Additionally, moving the virtual disks to separate physical drives results in improved
performance by increasing the total disk capability. Additional disk spindles means more IOPs,
more throughput, and potentially faster response time. Once there are more than a few VMs
operating on the server, you will begin to see the difference multiple disks provide.

130




Chapter 4

When sizing the disks for a large VM, such as a busy SQL server, it is best
practice to begin by identifying the requirements as if it was a physical

server. Once the number, size, and performance needed for the physical
’ environment are identified, the same numbers can often be applied to the
virtual environment.

Configuring NUMA

In older multiprocessor systems, multiple processor clustering methods were used to provide
access to the computer resources to all processors. Most resources were easily accessed by
multiple processors, with the exception of memory.

In newer multiprocessor systems the use of Non-Uniform Memory Architecture (NUMA)
has become standard. NUMA allows for the system memory to be split between the available
processors, creating NUMA zones, with each zone owning its memory.

NUMA Zone 2

When a processor needs to access memory that is owned by another processor, the first
processor asks the second processor to perform the request. When this memory request
occurs, it takes slightly longer to be fulfilled because of the hand-off to the second processor.
Because the timing to fulfill memory requests changed, it is referred to as being non-uniform.

By default, NUMA spanning is enabled on Hyper-V. There are multiple reasons for disabling
NUMA and for leaving NUMA enabled. Enabling NUMA allows for operating large VMs that
require more memory than a single NUMA zone contains. Additionally, it can allow for
operating of more VMs on the system at a time.

Enabling NUMA however results in a performance impact for any VMs shared across zones.
Because accessing memory owned by a different zone takes longer than accessing local
memory, this can cause the VM performance to degrade.
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Getting Ready

For this recipe we will be working with a server with the Hyper-V feature installed. This server
needs to have at least two physical processors for NUMA spanning to operate.

How to do it...

Execute the following commands to change the NUMA configuration:

1. Disable NUMA spanning:

Invoke-Command -ComputerName HVO01l -ScriptBlock ({
Set-VMHost -NumaSpanningEnabled S$false
Restart-Service vmms

}

2. View the NUMA status:
Get-VMHost -ComputerName HVO0l | Format-List *

When executed, you will see a screen similar to the following screenshot:

Select Administrator; Windows PowerShell

: COO3FFO000FEFFO0

: COD3FF2Fed440FFFF
FibreChannell um : COO3FF2Fe4400000
Logi C :

icalProc 3
ryCapacit 1 2146947072
urceMeterings : 01:00:00

. =

InternalNetw 5
ExternalNe Adapters

3. Re-enable NUMA spanning;:

Invoke-Command -ComputerName HV01l -ScriptBlock {
Set-VMHost -NumaSpanningEnabled S$true
Restart-Service vmms
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In the first step we disable NUMA spanning on our server. In this instance we are managing a
remote Hyper-V Server, so we are using Invoke-Command to execute the steps on the server
HVO1. First, we use Set -VMHost with the -NumaSpanningEnabled switch setto Sfalse.
Next, we restart the Virtual Machine Management Service (VMMS) of Hyper-V for the change
to take effect.

X Restarting the Virtual Machine Management Service of Hyper-V will
% cause all running VMs on the server to be stopped. Depending on
s your environment this may cause a service outage and should only be
performed while the system is in maintenance.

In the second step we call Get -VMHost to view the server configuration. As we can see,
the NumaSpanningEnabled switch is set to False, this confirms that our change has
taken effect.

Lastly, we re-enable NUMA spanning on our server. This process is the same as the first
step, however this time we set the -NumaSpanningEnalbed switch to Strue.

More information about the Non-Uniform Memory Access architecture can be found at
http://en.wikipedia.org/wiki/Non-Uniform Memory Access

Securing Hyper-V

Because a Hyper-V Server may host dozens of virtual machines, properly securing the Hyper-V
Server itself is critical. In a Hyper-V Server there are two primary groups used for managing
the system: the Administrators group and the Hyper-V Administrators group that is created
when the Hyper-V feature is installed. These two groups provide full access to the Hyper-V
Server, and potentially, access to all virtual machines operating on the server.

In addition to managing the Hyper-V Server itself, administrators can use the Virtual Machine
Connection tool of Hyper-V to access the virtual machines. This tool provides the virtual
equivalent of physically accessing the system. Administrators can access the keyboard, video,
and mouse of the system, change the power state, modify the virtual hardware, and boot from
CD/DVD.

In this recipe we will cover securing the administrative functions on the Hyper-V Server and
individual virtual machines.
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Getting ready

In this example we are securing a single Hyper-V Server in a domain environment. Following
standard Windows security practices, we will be using security groups to grant access to the
resources on the Hyper-V Server:

o VM Connect Access
CORP\AccountingAdmins
CORP\SalesAdmins
HVO1 o
Accounting01

In this recipe we are securing our Hyper-V Server, Hv01. We will add a domain group named
CORP\HyperVAdmins to the local Hyper-V Administrators group. Additionally, we will grant
VM Connect Access to the CORP\Accounting01 group.

Because we are changing permissions on the Hyper-V Server, these steps
s must be executed using an account with administrative level rights.

How to do it...

Execute the following steps to secure hyper-V:

1. Add users to the Hyper-V Administrators group:

SuserGroup = [ADSI] ("WinNT://CORP/HyperVAdmins")

ShvComp = [ADSI] ("WinNT://HVO01l, computer")

ShvGroup = $hvComp.PSBase.Children.Find ("Hyper-V Administrators")
ShvGroup.PSBase. Invoke ("Add", SuserGroup.PSBase.Path)

2. View the current list of Hyper-V Administrators:

[ADSI] SuserGroup = "WinNT://HVO0l/Hyper-V Administrators,group"
SgroupMembers = S$userGroup.PSBase.Invoke ("Members")
$groupMembers | ForEach-Object ({

$_ .GetType () .InvokeMember ("Name", 'GetProperty', $null, $ ,
$null)
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3. Grant remote connect access:

Grant-VMConnectAccess -ComputerName HV01l -VMName Accounting0l ~
-UserName AccountingAdmins

4. Review who has remote connect access:
Get-VMConnectAccess -ComputerName HV01l -VMName Accounting0l

After executing the command, you should see something similar to the
following screenshot:

C:h= Get-VWMConnectAccess -ComputerName HVO1 -VMName AccountingOl

VM Name ComputerName

lesAdmins Accounting0l HVO1
countingAdmins Accountingll HVO1

5. Revoke remote connect access:

Revoke-VMConnectAccess -ComputerName HV01l -VMName Accounting0l ~
-UserName CORP\SalesAdmins

In the first step we are using PowerShell to add a domain group to a local group on the
Hyper-V Server. The script starts by searching Active Directory for a domain group named
Corp\HyperVAdmins. This group was created to contain the administrators for all of

the Hyper-V Servers in our environment. Next, the script searches Active Directory for the
computer named HVO01, and then searches within the server for a local group named Hyper-V
Administrators. Lastly, the script adds the Corp\HyperVAdmins group into the HV0O1\
Hyper-V Administrator group.

_ The default permissions restrict this task from running remotely. To

% execute this function, the firewall needs to be reconfigured, or the
= commands must be executed locally by logging onto the server or by

using a PSSession.

In the second step we review who has been added to the Hyper-V Administrator group on the
local server. This will allow us to confirm that the correct users have been granted permission
to our servers.

In the third step we use Grant -VMConnectAccess to grant access to the

Accounting01 virtual machine. In this situation we have a group of administrators named
AccountingAdmins, who are responsible for managing this server, and we need to provide
them access to the virtual machine.
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In the fourth step we use Get -VMConnectAccess to query the Hyper-V Server to review who
has access to the Accounting01 virtual machine. In this situation we find that there are two
groups with connect access: SalesAdmins and AccountingAdmins. Because this server is
used by the Accounting department, we need to remove the Sales group from the server.

In the last step we use Revoke-VMConnectAccess to remove the SalesAdmins group
from the Accounting01 virtual machine.

There's more...

VMConnectAccess allows for a user to remotely connect to a virtual machine using the
Hyper-V administration tools. This allows the user to use the VM as if they were at a physical
computer. They can open the computer console, reboot the server, and load/unload ISO
media. Administrators will initially use this feature when first setting up a virtual machine
(installing the OS, configuring IP address, joining to domain, and so on) and it can be useful
for several other tasks.

Standard Windows security still applies, and the users must have
accounts to access the server. However, the ability to restart the VM
g into safe mode or booting from ISOs may allow escalation of privileges.

Additionally, vMConnectAccess is not viewable or configurable via the Hyper-V administrative
console. To grant, revoke, or view access, PowerShell must be used.

Hyper-V networking

In Hyper-V there are three types of network switches available: external, internal, and private.
External network switches are tied to physical network adapters on the Hyper-V Server and
they allow systems on the network to access remote systems and services. Internal network
switches allow VMs on the Hyper-V Server to communicate with each other, and the Hyper-V
Server itself. Private network switches allow VMs on the Hyper-V Server to communicate with
each other, but not to the Hyper-V Server or outside of the Hyper-V server.

Getting ready

In this recipe we will be setting up the networks for an NLB cluster on our Hyper-V Server.

To accomplish this, we will be creating three networks: production, management, and NLB
Comm. The production network is an external network attached to a physical network adapter
on the Hyper-V Server and it provides access to the Corp environment. The NLB Comm
network is a private network used for intra-NLB communication. Lastly, the management
network is an internal network that will be used for out-of-band management of the VMs on
the server.
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[N

HVO1

For this recipe we need a Hyper-V Server configured similar to the Installing and configuring
Hyper-V recipe.

How to do it...

Carry out the following steps to set up the Hyper-V networks:

1. List the adapters on the Hyper-V Server and identify the name of the interface to
connect the external network:

Scim = New-CimSession -ComputerName HVO01l
Get-NetAdapter -CimSession S$cim

When completed, the physical interfaces will be listed as shown in the
following screenshot:

fcim= New-Cims 7
Get-MetAdapter on Scim

InterfaceDescription ifIndex 5

Ethernet 3 i 4L Gigabit Metw
Ethernet Intel(R) 82574L Gigabit Metwork

2. Create the external network on the Hyper-V Server and attach it to the
Ethernet interface:

New-VMSwitch -ComputerName HV01l -Name "Production"
-NetAdapterName "Ethernet"

3. Create the internal network on the Hyper-V Server for management of the VMs:

New-VMSwitch -ComputerName HV01l -SwitchType Internal -Name
Management
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4. Create the private network on the Hyper-V Server:
New-VMSwitch -ComputerName HVO01l -SwitchType Private -Name "NLB
Comm"

5. View all of the networks on the Hyper-V Server:
Get-VMSwitch -ComputerName HVO01l

When executed, the virtual switches will be displayed as shown in the
following screenshot:

PS C:%>= Get-WSwitch -ComputerName HVO1

Name SwitchType NetAdapterInterftaceDescription

Production External Intel({R) 82574L Gigabit Network Connection
Management Internal
NLE Comm Private

The first step in creating our Hyper-V networks is to identify which network interfaces exist on
the Hyper-V Server and their names. In this example, we use New-CimSession to connect
remotely to our Hyper-V Server and then call Get -NetAdapter to list the network adapters.
In this example, we have two interfaces available: Ethernet and Ethernet 3.

Once we have identified the physical network adapters, we use New-VMSwitch to create
our first Hyper-V network. The first network we create is our production network, which is
our external network. We use the -NetAdapterName switch with the name of our desired
physical adapter to provide access to the external network.

In third and fourth step we create the internal and private networks by using the -
SwitchType switch.

The -SwitchType switch is only used when creating internal or private
networks. If this switch is not included, the switch is assumed to be an
g external switch.

In the last step we use Get -VMSwitch to list out the switches that have been created on the
Hyper-V Server.

External and internal switches have an additional option to allow or disallow the Hyper-V
Server from using a network. For instance, with this setting on an external switch, both the
VMs and Hyper-V Server can use the same network interface. To enable or disable the setting,
use the set -vMSwitch command and specify the -Al1lowManagement0S switch:
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Set-VMSwitch -ComputerName HVO01l -name Production -AllowManagementOS
sfalse

By default, A1 1lowManagementOS is enabled for external switches
o and disabled for internal switches

Creating virtual machines

Once our Hyper-V Server environment is built and configured, we can begin hosting virtual
machines on it. Creating VMs using the Hyper-V admin console is quick and easy if you only
need to create two or three VMs. However, if you need to create more, or need to ensure the
configurations remain the same, then PowerShell is the ideal tool.

In this recipe we will create and configure a new virtual machine on our Hyper-V Server.

Getting ready

For this recipe we need a functioning Hyper-V Server similar to the Hyper-V networking recipe
in this chapter.

How to do it...

Carry out the following steps to create a new virtual machine:

1. Create the new virtual machine:
New-VM -ComputerName HV01l -Name Accounting02 -MemoryStartupBytes
512MB ~
-NewVHDPath "e:\VM\Virtual Hard Disks\Accounting02.vhdx"
-NewVHDSizeBytes 100GB -SwitchName Production

2. Configure the system for dynamic memory:
Set-VMMemory -ComputerName HVO01l -VMName Accounting02
-DynamicMemoryEnabled Strue -MaximumBytes 2GB

3. Review the virtual machine configuration:

Get-VM -ComputerName HV0l -Name Accounting02 | Format-List *




Managing Hyper-V with PowerShell

When executed, the virtual machine configuration is displayed similar to the
following screenshot:

ol

ey Administrator: Windows PowerShel|

- Get-VM -ComputerName HVO1l -MName Accounting02 | Format-List *

: Accounting02
7da-ac3l-ccofcolid
7da-ac3l-ccofcolog

: {Operating normally}
ription : Operating normally
: scription :
atu : Operating normally

HeartEeat
Replications

The first step uses the New-VM command to create a virtual machine on the Hyper-V Server
HVO01. Here we create a new VM named Accounting02. Multiple switches are used to define
the various aspects of the virtual machine:

» MemoryStartupBytes defines the guaranteed minimum memory resources when
the system is switched on

» NewVHDPath defines the name and location Hyper-V should create in the VHDx file
for the VM

» NewVHDSizeBytes defines the size of the hard disk for the VM
» SwitchName defines the networking switch for the VM

Some PowerShell switches, such as MemoryStartupBytes, accept

values presented as Bytes. However, PowerShell is capable of

automatically calculating the Byte equivalent when a value is passed as
% KB, MB, GB, or TB.

For instance, here we specify MemoryStartupBytes as 512 MB,
which is shorthand for 536,870,912 bytes.
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Once the virtual machine is created, we then use Set -VMMemory to configure the virtual
machine to use dynamic memory. Dynamic memory allows Hyper-V to increase or decrease
the memory used by a VM as needed. In this instance we enable dynamic memory and specify
the maximum amount of memory to allocate is 2 GB.

Lastly, we execute Get -VM to list the VM properties. Here, we can view the memory
configuration to confirm that DynamicMemoryEnabled is set to true, the MemoryMinimum
is configured to guarantee a minimum of 512 MB of RAM, and that MemoryMaximum allows
the VM to burst up to 2 GB of RAM if needed.

Managing VM state

Scripting the state of virtual machines allows us to quickly and easily manage all of the

virtual machines in your environment. This will allow us to power systems on or off individually,
as a group, or as a job that occurs automatically based on the time of day, or triggered by
external processes.

Getting ready

In this recipe we will be working with the Accounting02 virtual machine created in the
Creating virtual machines recipe.

How to do it...

Carry out the following steps to manage VM state:

1. View the current virtual machine state:

Get-VM -ComputerName HVO1l -Name Accounting02

When executed, you should see a screen similar to the following screenshot:

BEES

ey Administrator: Windows PowerShell
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2. Power on the virtual machine:

Start-VM -ComputerName HV01l -Name Accounting02

When executed, you can call Get -VM again to confirm the change:

ey Administrator: Windows PowerShell

2 ComputerMame HVO1l -Mame Accounting(2
Get-VM -ComputerMame HWV01l -Name Accounting02

State CPU %, ! ig Uptime

Accounting02 Running 44 ? :00:04 Operating normally

3. Suspend the virtual machine:

Save-VM -ComputerName HVO1l -Name Accounting02

When executed, you can call Get -VM again to confirm the change:

e Administrator: Windows PowerShell

S5ave-VW -ComputerName HV01l -Name Accounting0d2
Get-WM -ComputerName HVOL -Mame Accounting02

Saved 0O 00:00:00 Operating normally

4. Resume the virtual machine:

Start-VM -ComputerName HVO01l -Name Accounting02

5. Shut down the virtual machine:

Stop-VM -ComputerName HV01l -Name Accounting02

6. Power off the virtual machine:

Stop-VM -ComputerName HV01l -Name Accounting02 -TurnOff

Managing the state of virtual machines in Hyper-V is relatively easy.

In the first step we are using Get - VM to view the state of the Accounting02 virtual machine
on the Hyper-V Server Hv01. The results confirm that the VM is currently powered off and not
consuming any resources.
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In the second step we call Start-VvM to power on the virtual machine. This is the virtual
equivalent of powering on a physical server. When started, our VM will power on, progress
through the BIOS, boot from the defined media, and load the operating system. We can then
call Get-VM again to confirm the VM is powered on and consuming CPU and memory.

In the third step we are using Save-VM to suspend our virtual machine. Saving the VM is
similar to suspending or hibernating a laptop computer. When this occurs, all activity on the
computer is suspended, and the contents of memory are written to disk to be accessed later.
When we call Get -VM, we see that the state of the VM is Saved, meaning we can resume it at
a later time without losing information.

In the fourth step we are using Start-VvM to resume our VM from its saved state. Because
the system state and contents of memory are saved on disk, the VM is quickly resumed to an
operational state, instead of performing the full boot and startup process.

Next, we use Stop-VM to shut down the virtual machine. This process will attempt to use the
Hyper-V integration tools to perform a clean shutdown and switch off from within the guest
OS. If the tools are not available for some reason, the command will prompt you to forcibly
switch off the server.

Lastly, we use Stop-VM with the —Turnof £ switch to switch off the virtual machine. This

is the virtual equivalent of removing the power cord from the system and all processing will
cease. This should only be performed as a last step as an unclean shutdown may cause loss
of data or corruption of files.

There's more...

Using save-VM and Start-VM is a great method to allow for maintenance tasks on Hyper-V
Servers. For instance, let's assume we need to install a new network adapter in your Hyper-V
Server and we need to accomplish this with minimal downtime to the guest VMs. Because
we are changing the hardware of the Hyper-V Server, we will need to switch off the server,
however with these tools, we don't have to shut down the VMs.

In this scenario we can use Save-VM to pause the running VMs and save their state to disk.
Once all the VMs are saved, we can shutdown the host and perform the necessary work.
When finished, call Start-vM to return the VMs to their prior state. No shutdown of the VM
is needed and the running configuration should be the same as before.

. Some applications do not work well when they are paused in this
% manner. Additionally, some applications are picky about resource
s availability, and the save/start order is important for the process to
work properly.
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Configuring VM networking

One of the many features that virtualization provides is the ability to easily change the
configuration of a virtual machine. Changes to physical servers often require purchases of
additional hardware, downtime of the server to install and reconfigure the hardware, and
possibly running of new cables to provide networking, fiber channel, or additional capabilities
to the server.

The flexibility of Hyper-V networking minimizes the amount of effort needed to make many

of these changes. With Hyper-V, virtual NICs can be added or removed, network destinations
can be changed, and Virtual LANs (VLANs) can be configured. These abilities allow for a more
agile environment that can change as business needs change, security requirements update,
or troubleshooting requires.

Getting ready

In this recipe we will add a new virtual NIC to our Accounting02 VM from the Creating virtual
machines recipe and configure it to operate on an additional network. This new network
uses a virtual switch named Extranet and will utilize a VLAN to separate the traffic for the

systems of the accounting department.
K« .
L—C

n

STl 1‘|E=II=I"
HvVO1
How to do it...

Carry out the following steps to configure VM networking:

1. Open PowerShell and add a new virtual NIC to the VM:

Add-VMNetworkAdapter -ComputerName HV01l -VMName Accounting02 ~
-SwitchName Extranet

The target virtual machine must be switched off to add a
i networker adapter.
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2. Change the VLAN on the new virtual NIC:

Get-VMNetworkAdapter -ComputerName HV0l -VMName Accounting02 |
Where-Object SwitchName -eq 'Extranet' | Set-VMNetworkAdapterVlan

-Access -VlanId 9

3. Review the virtual NIC configuration:
Get-VMNetworkAdapter -ComputerName HV01l -VMName Accounting02
Get-VMNetworkAdapter -ComputerName HV0l -VMName Accounting02 |
Get-VMNetworkAdapterVlan

When executed, you should see something similar to the following screenshot:

BEES

)

e Administrator: Windows PowerShell

ranet
Get-VMNetworkAdapter -ComputerMame HV01l -VMMame Accounting02 | where Swi
"Extr
- Get-VMNetworkAdapter -ComputerName HVO1l -VMName Accounting02

I=Management0s WMMame SwitchMame MacAddress Status

Accounting02 P uction 00155D0AG501
Accounting02 Extranet 000000000000

Get-VMNetworkAdapter -ComputerMame HVO1 -VMMame Accounting0Z |
aptervlan

Untagged
Access

In the first step we use Add-VMNetworkAdapter to create a new virtual adapter on our
virtual machine. Here, we configure the adapter to be attached to the virtual switch named
Extranet.

In the second step we query our virtual machine to list the current network adapters. We filter
this list for an adapter attached to the Extranet switch to find the NIC we just created. Finally,
we use Set -VMNetworkAdapterVLAN to configure the adapter to use VLAN number 9.
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In the third step we call Get -VMNetworkAdapter to review our configuration. We call
this command twice. First to view our adapters and confirm they are attached to the
correct switches. We call Get -VMNetworkAdapter again to pipe the results into
Get-NetworkAdapterVlan to confirm the VLAN configuration for the new NIC is correct.

There's more...

It is also possible to reassign the switch a network adapter is attached to. If instead of
creating a second adapter, we simply wanted to reassign the adapter, the following commands
would have worked:

Get-VMNetworkAdapter -ComputerName HV01l -VMName Accounting0l
-Name "Network Adapter" | Connect-VMNetworkAdapter
-SwitchName Extranet

Get-VMNetworkAdapter -ComputerName HV0l -VMName Accounting02 |
Where-Object SwitchName -eq 'Extranet' | Set-VMNetworkAdapterVlan °

-Access -VlanId 9

In this example we begin by getting a reference to the adapter object on our virtual machine.
Once we have the adapter, we call Connect-VMNetworkAdapter to reassign the adapter to
the extranet switch. We then also call Set -VMNetworkAdapterVLAN to assign the correct
VLAN to our adapter.

Configuring VM hardware

Occasionally, you will find that the initial configuration for a virtual machine needs to change
to continue to support its role. Sometimes this is because the hardware is undersized and
needs to be increased to meet the needs. Other times this is because the hardware is too big
and needs to be decreased to free up resources for other VMs.

Getting ready

In this example we will be reconfiguring the hardware of our Accounting02 virtual machine
from the Creating virtual machines recipe. Specifically, we will be changing the memory
configuration, adding additional hard drives, and changing the number of virtual CPUs on
the VM.

Most of these commands can only be performed while
i the VM is switched off.
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How to do it...

Carry out the following steps to update the virtual hardware:

1. Change the memory configuration to increase the available RAM:

Set-VMMemory -ComputerName HVO01l -VMName Accounting02 -StartupBytes
1GB

2. Enable dynamic memory on the VM:

Set-VMMemory -ComputerName HVO01l -VMName Accounting02
-DynamicMemoryEnabled S$true -MaximumBytes 2GB -MinimumBytes 128MB

-StartupBytes 1GB

3. Add an additional IDE hard disk:

New-VHD -ComputerName HVO1l
-Path "E:\vm\Virtual Hard Disks\Accounting02 1.vhdx"
-SizeBytes 50GB -Dynamic

Add-VMHardDiskDrive -ComputerName HVO01l -VMName Accounting02
-Path "E:\vm\virtual hard disks\Accounting02 1.vhdx"

4. Change the number of virtual CPUs:
Set-VMProcessor -ComputerName HV0O1l -VMName Accounting02 -Count 4

In this recipe we begin by configuring the memory on our virtual machine. In the first step we
are using Set -VMMemory to change the amount of RAM available to the VM and setting it to
1 GB.

In the second step we use Set -VMMemory again to change the memory configuration and
enable dynamic memory. Dynamic memory allows Hyper-V to add and remove memory to a
running VM based on the current need and available resources on the server. In this situation
we also configure the MinimumBytes and MaximumBytes memory values for use with
dynamic memory, as well as the guaranteed amount of memory available when the VM is
switched on.

In the third step we are creating a new hard disk and attaching it to our virtual machine. We
start by calling New-VHD to create a new VHDx file on the Hyper-V Server. Next, we use Add-
VMHardDiskDrive to attach the disk as an IDE drive to the VM.
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i In addition to IDE drives, we can also attach the disk as a SCSI
% drive. To accomplish this, we use the -ControllerType and
i —-ControllerNumber switches to define the disk as SCSI and
which controller to use.

In the fourth step we are using Set -VMProcessor to change the number of virtual
processors on the virtual machine.

Quickly deploying VMs using a template

Creating new virtual machines in Hyper-V is a relatively simple and automatable process,
however the installation of an operating system on the VM can still take an extended period of
time. Existing automated deployment tools help in the installation process, but most are slow
and can be improved in a virtual environment.

Getting ready

In this recipe we will be using a VM with a basic installation of Server 2012 named
Server2012_ template:

Create a new VM using the steps in the Creating virtual machines recipe.
Install the Windows operating system on the new VM.

Execute C: \Windows\System32\Sysprep\Sysprep.exe.

P NP

Select Enter System Out-of-Box Experience (OOBE), Generalize, and Shutdown:

System Preparation Tool 3.14 -

System Preparation Tool (Sysprep) prepares the machine for
hardware independence and deanup.

System Cleanup Action
|Enter System Cut-of-Box Experience (QOBE) v |
Generalize

Shutdown Options
|5hub:|0wn v |

| oK | | Cancel |

5. Click on OK to reconfigure and switch off the VM.
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How to do it...

Complete the following steps to deploy a VM from the template:

1. Open PowerShell and create the new VHDx file:

New-VHD -ComputerName HVO1l
-ParentPath 'E:\vm\Virtual Hard Disks\Server8 template.vhdx' ~
-Path 'E:\vm\Virtual Hard Disks\Test01l.vhdx'

2. Create the new VM and attach the VHDx file:

New-VM -ComputerName HV01l -Name TestOl

-VHDPath 'E:\vm\Virtual Hard Disks\Test01l.vhdx' -SwitchName
Production

3. Configure the VM memory as dynamic:

Set-VMMemory -ComputerName HVO1l -VMName TestOl
-DynamicMemoryEnabled $true -MaximumBytes 2GB

4. Startthe VM:

Start-VM -ComputerName HVOl -Name TestO0l

The recipe starts by using New-VHD to create a new virtual hard disk. Specifically, we are
using the -ParentPath switch to create a differencing hard disk. This disk configuration
is unique in the virtual machine. It will initially perform all reads from the parent disk and
the child/destination disk will be empty. All writes or changes will be sent to the child disk,
and then any reads for the new or changed blocks will come from the child disk.

In the second step we call New-VM to create a new VM named Test01. While creating the
VM we use the —-VHDPath switch to use the virtual hard disk we just created.

In the third step we use Set -VMMemory to configure the memory on our VM. In this instance
we are configuring the VM for dynamic memory and a maximum value of 2 GB.

Lastly, we call Start-VM to start the virtual machine on the Hyper-V host. The VM will switch
on, finalize the system preparation process, and prompt you for the administrator password,
and then be available for logon.
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There's more...

This type of VM deployment is ideal for a test lab or virtual desktop environment. This
allows for quickly deploying multiple similar systems and having them operational with
minimal user impact. Because the environment is quick and easy to deploy, you can
also delete the systems when no longer using them, and redeploy them when needed.
Assuming your environment uses network storage for user data, there should not be any
possibility of losing information between rebuilds.

One thing to note in this configuration is that the template disk is used by all VMs that were
deployed from the template. This single VHDx file can result in a performance bottleneck if
the backend disks are not sized properly. If performance issues appear, you should look at
the utilization of the template disk and potentially move it to a faster disk subsystem.

See also

More information about using SysPrep can be found at http://technet .microsoft.
com/en-us/video/creating-an-install-image-with-sysprep-in-windows-
server-2012.

More information about Hyper-V disk types can be found at http://blogs.technet.
com/b/yungchou/archive/2013/01/23/hyper-v-virtual-hard-disk-vhd-
operations-explained.aspx.

Managing and reporting on VM snapshots

One of the greatest features when using virtualization is the ability to use snapshots.
Snapshots allow for a virtual machine state and configuration to be captured and then
later, rolled back to undo any changes. This is a great method to test our changes on virtual
machines, by snapshotting the VM prior to making the change, it can be rolled back if the
result is undesired.

Getting ready

In this recipe we will be working with our Accounting02 virtual machine created in the
Creating virtual machines recipe.

In this fictional scenario we have an application team that is planning to make two different
sets of changes to our VM. In order to facilitate troubleshooting and recovery, we will be
creating several snapshots of the VM before and during the activity. If needed, we will rollback
the snapshots to a working condition.
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How to do it...

Complete the following steps to manage and report on VM snapshots:

1. Create a snapshot prior to any work occurring on the VM:

Checkpoint-VM -ComputerName HVO0l -VMName Accounting02
-SnapshotName "First Snap"
2. Allow the application team to perform their first set of changes.

Once the application team is done with the first set of changes, create
another snapshot:

Checkpoint-VM -ComputerName HV0l -VMName Accounting02
-SnapshotName "Second Snap"

4. When finished, review the snapshots for the VM:
Get-VMSnapshot -ComputerName HV01l -VMName Accounting02

When executed, we will see an output similar to the following screenshot:

Name

Accounting02 First Snap andard
Accounting0? Second Snap Standard

5. Allow the application team to perform their second set of changes.
The application team requests to rollback the last change:
Restore-VMSnapshot -ComputerName HV01l -VMName Accounting02
-Name "Second Snap" -Confirm:s$false
7. Remove all snapshots for the VM:
Remove-VMSnapshot -ComputerName HV01l -VMName Accounting02 -Name *

Prior to any work being performed on our virtual machine, we use Checkpoint-VM to
create a snapshot of the virtual machine. This captures the state of the virtual machine as a
snapshot named First Snap and will allow for a rollback to a known working state.
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In the second step we alert the application team the snapshot is complete and they can
proceed with their changes. Once the first set of changes is complete, we then create another
snapshot named Second Snap. This provides for a second rollback point, allowing us to later
choose between no changes and some changes.

In the fourth step we use Get -VMSnapshot to list the snapshots for the virtual machine. As
we can see from the output we have our two snapshots. If you notice the column on the right,
ParentSnapshotName, you will see that the snapshots use a parent-child relationship to
minimize the resources each snapshot requires.

In the sixth step we use Restore-VMSnapshot to rollback the last set of changes
performed. This rollback process not only rolls back any file changes to the system, but also
any changes to memory contents and power state.

When restoring a snapshot, the snapshots still remain, only the contents
of the running VM are reset. Once finished working with the snapshots,
e we will still need to remove the snapshots.

In the last step we use Remove-VMSnapshot to delete all of the snapshots for this virtual
machine. This process merges all of the changes that occurred between the snapshots and
the current state into the source hard disk. If a large number of changes occurred, the merge
process may take a while to complete.

There's more...

It is possible to export the contents of a VM snapshot from Hyper-V. This export can then be
reimported later or imported onto another Hyper-V Server and then operate as a new system.

Export-VMSnapshot -ComputerName HV0l -VMName Accounting02 ~
-Name "First Snap" "E:\vm\export\"

This command creates a temporary merged copy of the original VM and the snapshot is
changed. The merged copy is then exported to the target folder. The export can then be
imported into Hyper-V to replace the current VM or as a new VM.
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Monitoring Hyper-V utilization and

performance

Monitoring the performance and utilization of Hyper-V Server is a key component of ensuring
your virtual environment is running properly. By monitoring you Hyper-V environment, you can
identify VMs that are using more resources than expected, and when your environment needs
additional resources.

Getting ready

This recipe will utilize the built-in Hyper-V performance counters to report on system
utilization. This will report on the resources being used by each virtual machine and allow
easy identification of problem systems. In this recipe we will be reporting on the CPU
resources being used by the individual virtual machines.

For this example we will only be monitoring four performance counters related to the Hyper-V
virtual CPUs shown as follows. Additional counters can be added to track memory, disk, and
network utilization as well:

» Hyper-V HyperVisor Virtual Processor\% Guest Run Time

» Hyper-V HyperVisor Virtual Processor\% Hypervisor Run Time

» Hyper-V HyperVisor Virtual Processor\% Remote Run Time

» Hyper-V HyperVisor Virtual Processor\% Total Run Time

4 In this example we are requesting the data from a remote system.
% Appropriate firewall rules must be applied to allow remote
T~ performance monitoring.
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How to do it...

Carry out the following steps to manage the Hyper-V utilization and performance:

1. Open Performance Monitor by going to the Start menu and typing Perfmon.

2. Onthe Performance Monitor tab click on the green + button to select
additional counters:

) Performance Maonitor = | = -
(%) File Action View Window Help
o« 2E B =
Performance __' B~ EE; x ‘j By H D 1] E
@ Monitoring Tools —
B8 Performance Monitor
— Data Collector Sets L
[ Reports
Sﬁ_
. p e n Jk
3:20:06 PM 3:20:40 PM 3:21:10 PM 3:21:44 PM
Last 0.009  Average 6.033
Minimum 0,000 Maximum 100,000
Duration 1:40
Show Color Scale Counter Inst
< m >
£ m ¥

3. Under Select counters from computer, enter the name of your Hyper-V server
and hit Enter.
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4. Onthe Add-Counters page browse the Hyper-V counters and identify the counters
to report on:

Available counters

Select counters from computer:

| Hvo1 W | | Ergwse.” |
Hyper-V Hypervisor Root Virtual Processor v A
Hyper-V Hypervisor Virtual Processor -

% Guest Run Time .

% Hypervisor Run Time

% Remote Run Time

% Total Run Time

Address Domain Flushes fsec
Address Space Evictions/sec
Address Space Flushes/sec hd

5. Create the counter array and query the Hyper-V Server:
$myNodes = "HVO1", "HVO2"
SmyCounter = $myNodes | ForEach-Object {
"\\$_\Hyper-V Hypervisor Virtual Processor (*)\% Guest Run

Time"

"\\$_\Hyper-V Hypervisor Virtual Processor (*)\% Hypervisor Run
Time"

"\\$_\Hyper-V Hypervisor Virtual Processor (*)\% Remote Run
Time"

"\\$_\Hyper-V Hypervisor Virtual Processor (*)\% Total Run
Time"

}

Get-Counter -Counter $myCounter

6. Select and format the data into a usable form:

ScounterResults = Get-Counter -Counter S$myCounter
$counterResults.CounterSamples | °
select @f
Name="VM"; Expression={
if ($_.InstanceName.Contains (":")) {

$ .InstanceName.Substring(0,$ .InstanceName.
IndexOf (":"))

} else {
$ .InstanceName
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}, InstanceName, @{ Name="Counter"; Expression={ $ .Path.
Substring(

$ .Path.LastIndexOf ("\")+1 ) } }, Cookedvalue |

Sort-Object VM, Counter, InstanceName |

Format-Table -Property VM, Counter, InstanceName, CookedValue

When executed, you should see a performance report similar to the
following screenshot:

Counter InstanceName

run time
ruf. ..
remote run time
total run time
n time
int1ngll f run... accountingOl:
int1ngll remote run time  accountingll
int1ngll total run time accounting0l:
intingl2 run time accounting02:
intingl2 g run time accounting0
intingl2 g run time accounting0
intingl2 g run time accounting0
intingl2 /D run... accounting0 e
intingl2 run... accounting0 vo. 0.01123
intingl2 f run... accounting0 ... 0.00893884122390
intingl2 f run... accounting0 ... 0.010987118523
intingl2 remote time  accounting0
intingl2 remote run time  accountingd
intingl2 remote run time  accountingd
intingl2 remote run time  accountingd e
intingl2 total run time accounting0 e 2.7853
intingl2 total run time accounting0 ... 0.011 i
intingl2 total run time accounting0 ... 0.00893884122390
accounting0d2 % total run time accounting02: ... 0.010987118523

In the first few steps we are using Windows Performance Monitor to review the available
performance counters on our Hyper-V Server. The Hyper-V role installs dozens of performance
counters providing information on the Hyper-V Server, the guest operating systems, CPU,
memory, networking, and even remote connections. In the fourth step we identify the Virtual
CPU counters we wish to monitor.

In the fifth step we start by creating an array of our Hyper-V Server named $myNodes. This
can be a single server, or an array of multiple servers. We pipe the server names into a
ForEach-Object loop to assign our server names to our identified counters. These counters
are then saved as an array named $myCounter. Lastly, we call Get -Counter to query our
Hyper-V Server.
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Lastly, we sort the data to a format that is more easily viewed. We start by calling
Get-Counter to query the performance counters and save the output into a variable
$counterResults. We then pipe $counterResults into a Select-0bject statement
that returns the name of the VM, the counter and instance information, and the value. This
information is then passed into Sort-Object and Format-Table to order the information
and make it more usable.

As we can see from the results, the commands report on the CPU resources used by each
virtual CPU on the system, as well as the total resources used for the entire system.

There's more...

In this example we have reported only on the CPU resources of a virtual machine, but this
script can be expanded to monitor other components as well. Each virtual machine also
has performance counters for memory utilization, disk access, and network utilization.
Additionally, the Hyper-V Server itself can be monitored for total CPU, disk, network, and
memory utilization to ensure the system is not running out of resources.

Synchronizing networks between

Hyper-V hosts

When managing multiple Hyper-V Servers simultaneously, it is often best to keep the server
configurations similar. This allows for easier management of the servers, as well as enabling
portability of the virtual machines between the Hyper-V Servers. In this recipe we will
synchronize the networking configuration between Hyper-V Servers.

Getting ready

To perform this recipe we will need two Hyper-V Servers with similar hardware configurations.
We are assuming that the physical servers are configured similarly, specifically, with respect to
the number, naming, and purpose of the network adapters.

How to do it...

Carry out the following steps to synchronize networks between Hyper-V hosts:

1. Open PowerShell and collect information on the Private and Internal switches:

SHVO1lSwitch = Get-VMSwitch -ComputerName HVO1l -SwitchType Private,
Internal
SHVO02Switch = Get-VMSwitch -ComputerName HVO02 -SwitchType Private,
Internal
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2. Compare the switches and create new switches wherever necessary:
$HVO1lSwitch | Where-Object {$HVO2Switch.Name -NotContains $_.Name}

ForEach-Object{ New-VMSwitch -ComputerName HV02 -Name $ .Name
-SwitchType $_.SwitchType }

$HV02Switch | Where-Object {$HVOlSwitch.Name -NotContains $_.Name}
ForEach-Object{ New-VMSwitch -ComputerName HVOl -Name $ .Name
-SwitchType $_.SwitchType }

3. Compare and create External switches wherever necessary:

SHVO1lSwitch = Get-VMSwitch -ComputerName HVO1l
SHV02Switch = Get-VMSwitch -ComputerName HVO02
$HVO1lSwitch | Where-Object {$HVO2Switch.Name -NotContains $_.Name}

| ~

ForEach-Object{
IF(S_.SwitchType -eq "External") {
New-VMSwitch -ComputerName HV02 -Name $_.Name
-NetAdapterName
(Get-NetAdapter -CimSession (New-CimSession -ComputerName
Hvol) | °
Where-Object InterfaceDescription -eq ~
$_.NetAdapterInterfaceDescription) .Name
}
}
$HV02Switch | Where-Object {$HVOlSwitch.Name -NotContains $_.Name}
|
ForEach-Object{
IF(S_.SwitchType -eq "External") {
New-VMSwitch -ComputerName HVO01l -Name $_.Name
-NetAdapterName
(Get-NetAdapter -CimSession (New-CimSession -ComputerName
Hvo2) | °
Where-Object InterfaceDescription -eq ~
$_.NetAdapterInterfaceDescription) .Name

In the first step we are using Get -vVMSwitch to retrieve the switch configurations on the
Hyper-V Servers. This is retrieving the Private and Internal switches on both Hyper-V
hosts and placing them into arrays.

In the second step we are comparing the two arrays with each other. We start by comparing
the virtual switches on HEv01 against HvV02. For each virtual switch that exists on the first
server, but not the second, we call New-VMSwitch to create the switch on the host. We then
reverse the process and create switches on HVO1.




Chapter 4

In the third step we requery the Hyper-V servers for all switches. We start by comparing the
virtual switches on HV01 against Hv02. If a switch exists on Hv01 but not on HV02, it is
created and attached the external interface based on the interface description. The process is
then reversed to synchronize the virtual switches on the initial Hyper-V host.

Hyper-V replication

Hyper-V Server provides a built-in replication technology for dealing with planned and
unplanned system failures. The replica technology allows for a virtual machine to be
replicated from a source Hyper-V Server to a target Hyper-V Server and constantly kept up-
to-date. In case of an outage the target VM can be switched on with minimal data loss. This
replication works well within the same datacenter, as well as between different datacenters.

In this recipe we will set up a VM to be replicated between Hyper-V hosts and test failover.

Getting ready

To perform this recipe we will need a minimum of two Hyper-V Servers, each with their own
storage. A virtual machine will operate on the first Hyper-V Server and it will be replicated to
the second server as shown in the following diagram. We will perform failover tests to confirm
the failover process operates as expected:

HvO1 Hv02

VM1 VM1

How to do it...

Carry out the following steps to configure replication:

1. Open Active Directory Users and Computers (dsa.msc) and open the computer
properties of the Hyper-V Server HVO1.
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2. 0On the Delegation tab, select Trust this computer for delegation to any service and
click on OK:

HV01 Properties (2 [ x ]

| General I Operating System | Member Of | Delegation | Location I Managed By I Dial4n |

Deleqgation is a security-sensitive operation, which allows services to act on
behalf of another user.

() Do nat trust this computer for delegation

Trust this computer for delegation to any service (Kerberos onby
(_) Trust this computer for delegation to specfied services only

Use Kerberos only

Use any authentication protocaol

Service Type  User or Computer Port Service Mi

[] Expanded

(]
4]
Q2
i

|1
o

OK || Camcel || Moply || Hep

3. Reboot the server HV01 for the changes to take effect.
4. Configure the server HV02 as a Hyper-V replica server:

Invoke-Command -ComputerName HV02 -ScriptBlock({
Enable-Netfirewallrule °
-DisplayName "Hyper-V Replica HTTP Listener (TCP-In)"
Set-VMReplicationServer -ReplicationEnabled $true °
-AllowedAuthenticationType Kerberos °
-KerberosAuthenticationPort 10000 ~
-DefaultStoragelocation "E:\vm" °
-ReplicationAllowedFromAnyServer S$true
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5. Configure the virtual machine vM01 on HVO01 as a replica source:

Invoke-Command -ComputerName HVO1l -ScriptBlock({
Enable-VMReplication -VMName "VM1" °
-ReplicaServerName "HVO02.corp.contoso.com"
-ReplicaServerPort 10000 -AuthenticationType Kerberos
-CompressionEnabled $true -RecoveryHistory 5

}
6. Begin replication:

Invoke-Command -ComputerName HVO1l -ScriptBlock({
$PrimaryVMl = "VM1"
Start-VMInitialReplication -VMName $PrimaryVM1

}

7. Monitor replication status:

Measure-VMReplication -ComputerName HVO1l

When executed, the results will be returned similar to the following screenshot:

» Measure-VMReplication -ComputerName HWOL

Health LReplTime PReplSize(M) AvglLatency AwvgR

2,716.00 0. 00

8. Once the replication is finished, we can perform a failover test:

Invoke-Command -ComputerName HV02 -ScriptBlock({
$TestReplicaVMl = Start-VMFailover -AsTest -VMName "VM1" ~
—Confirm:$false
Start-VM $TestReplicaVMl

}

9. Stop the failover test:

Invoke-Command -ComputerName HV02 -ScriptBlock({
Stop-VMFailover -VMName "VM1"

}

10. Perform a planned failover:

Invoke-Command -ComputerName HVO1l -ScriptBlock({
Stop-VM "VM1"
Start-VMFailover -VMName "VM1" -Prepare -Confirm:S$false

}

Invoke-Command -ComputerName HV02 -ScriptBlock({
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Start-VMFailover -VMName "VM1"
Set-VMReplication -Reverse -VMName "VM1"
Start-VvM "VM1"

}

In the first three steps we enable delegation on server HV01. When performing activities on a
system, normally Kerberos authentication restricts how many systems, or hops, can be used. By
enabling delegation, we are allowing the Hyper-V Server to use our credentials when accessing
remote systems. This will allow the server to securely replicate with the target server.

In the fourth step we use Invoke-Command to connect to server HV02 in order to configure
it as the replica target. We begin by calling Enable-NetFirewallRule to allow Hyper-V
replication via HTTP. Then we use Set-VMReplicationServer to configure the server as
the replication target. Authentication between the Hyper-V Servers is Kerberos operating over
port 10000 (any port can be configured here). We configure the replica target location as E : \
VM and allow replication from any source server.

In the fifth step we connect to the server HV01 to configure our VM as the replica source. We
call Enable-VMReplication and identify VM1 as our source virtual machine and HVO02 as
the target Hyper-V Server. Authentication is configured and network compression is enabled.
Lastly, replication is configured to keep the last five copies on the target server.

In the sixth and seventh steps we initiate and monitor the replication. The initial replication
process is started by calling Start-VMIninitialReplication and copies the entire
source virtual machine to the target Hyper-V Server. Depending on the size of the virtual
machine and the speed of the connection between the servers, this initial synchronization can
take a while. We then use Measure-VMReplication to monitor the replication status.

In the eighth step we use Start-VMFailover with the -AsTest switch to perform a test

of the failover process on the replica server. The failover test creates a copy of the VM on the
replica server. This test VM is renamed and disconnected from the network. We then start the
failover virtual machine and can access it via the Hyper-V console, or attach it to a network.
When finished, we call Stop-VMFailover to stop the failover test and remove the copy of
the VM.

Lastly, we perform a full failover of the VM to the target Hyper-V Server. This process starts by
calling Sstop-VM to stop the virtual machine on Hv01 and then Start-VMFailover begins
the failover process. By starting the failover process on the source server, we ensure that all
changes are replicated to the target server before additional steps are performed. On the
target server we call Start-VMFailover to finish the failover process and start the VM.

In addition to failing over the virtual machine, we also call Set -VMReplication in order to
configure VM replication to occur in reverse, or from HV02 to HVO01. This will then allow us to
fail back to the initial server in the future.
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To fail back, we will need to repeat the first and second
s steps on the alternate server.

More information about Kerberos Delegation and Hyper-V can be found at http://blogs.
technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-
constrained-delegation-for-hyper-v-management .aspx.

Migrating VMs between hosts

Hyper-V uses a process known as Live-Migration to migrate virtual machines between Hyper-V
Servers without requiring downtime. The process utilizes shared storage (fiber channel, iSCSI,
or CIFS) to host the virtual machines, and then copies the running VM process from one
server to the other.

Getting ready

In this recipe we will be using a CIFS share to host our virtual machines. This allows us
to keep a centralized store of virtual machines and easily share between the hosts.
Additionally, this works using traditional Ethernet technology and doesn't require an
expensive storage infrastructure:

HVO1 Hv02

. Due to Kerberos Delegation restrictions, you must be actively logged on
% to the server initiating the VM migration tasks. Otherwise, an error will be
s returned regarding insufficient permissions on the CIFS share or Hyper-V
Server.



http://blogs.technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-constrained-delegation-for-hyper-v-management.aspx
http://blogs.technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-constrained-delegation-for-hyper-v-management.aspx
http://blogs.technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-constrained-delegation-for-hyper-v-management.aspx

Managing Hyper-V with PowerShell

How to do it...

Carry out the following steps to migrate VMs between hosts:
1. Create an SMB share on your file server. Ensure the Hyper-V Servers have full control
access to the share and filesystem:
New-SmbShare -Name VMs -Path E:\Shares\VMs -FullAccess Everyone
2. Open Active Directory Users and Computers (dsa.msc) and open the computer
properties of the Hyper-V Server HVO1.

3. Onthe Delegation tab, select Trust this computer for delegation to any service and
click on OK:

General | Operating Systom | Member Of | Delegaten | Location | Monaged By | Dot |

Delagation is o securty serasive cperation, which allows services o act on
Dol o mrvesthoess Lo

() Dig ok trust this computer for delegation
®) [Trust irve computer for Gafegation to any senvcs (Rameros onky)
2 st thea computer for delegation to speciied services only
% Use Nerherpa orly
L a0y Bheriticadion profocsl

Service Type | Lhser or Computer

4. Reboot the server HV01 for the changes to take effect.
5. Repeat steps 2-4 for server HV02.
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6. LogontoHV01 and create a virtual machine on the CIFS share:
New-VM -Name VM1l -MemoryStartupBytes 512MB -Path "\\CIFS1\VMs\VM1"

<~

<~

-NewVHDPath "\\CIFS1\VMs\VM1.vhdx" -NewVHDSizeBytes 100GB
-SwitchName Production

7. Switch on and configure the new virtual machine.

Enable the Hyper-V Servers for live migration:

Set-VMHost -ComputerName HV01l,HV02 -UseAnyNetworkForMigration
Strue °

-VirtualMachineMigrationAuthenticationType Kerberos
Enable-VMMigration -ComputerName HVO01,HV02

9. Review the Hyper-V Server settings:

Get-VMHost -ComputerName HVO01l | Format-List *

When executed, you will see output similar to the following screenshot:

ey Administrator: Windows PowerShell

Get-VWHost -ComputerName HVO1l | Format-List *

FullyQualifiedDomainName
Name
MacAddre

grations

4

/ E ; True
[irtualMachineMigrationsuthenticationType : Kerberos

10. Migrate the VM to HVO02:

Move-VM -Name VM1l -DestinationHost HVO02

We start the process by configuring the environment to support live migration. First, we use
New-SMBShare to create a share on our file server and enable full control access to the
Everyone group. This will provide sufficient permissions to our Hyper-V Servers.

Next, we enable delegation for both of our Hyper-V Servers. This delegation is needed to pass
our credentials between the servers and enable the VMs to be shared between servers.
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Next, we log onto the first Hyper-V Server Hv01 and use New-VM to create our virtual machine.
We have to log on to the server directly so that the Kerberos Delegation will allow the Hyper-V
server to place the VHDx file on the network share. We then create and install a virtual
machine on the network share.

Next, we call Set -VMHost and Enable-VMMigration to enable live migration for both
Hyper-V hosts. We configure the servers to use any available network for migration and to use
Kerberos authentication for migration between servers.

We then call Get -VMHost to confirm our migration settings. As we can see from
the output, VirtualMachineMigrationEnabled is set to True. Additionally,
VirtualMachineMigrationAuthenticationType is setto Kerberos.

Lastly, we call Move-VM to migrate the VM between the Hyper-V Servers:

More information about Kerberos Delegation and Hyper-V can be found at http://blogs.
technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-
constrained-delegation-for-hyper-v-management .aspx.

Migrating VM storage between hosts

In environments without shared storage, Hyper-V operates using local storage on each server
to hold the virtual machines. Hyper-V allows for migration of virtual machines and their virtual
hard disks between Hyper-V Servers using local storage. This allows for VM portability between
hosts without the additional cost of shared storage.

Getting ready

In this recipe we will be using two Hyper-V Servers, each with locally attached storage. The
virtual machines reside on locally attached storage on the Hyper-V Servers and we will move
the VM and its disk contents between the hosts. This process will occur without any downtime
on the virtual machine:
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HVO1 Hv02

VM1 VM1

Due to Kerberos restrictions, you must be logged on to the source
s server to properly authenticate to the target server.

How to do it...

Complete the following steps to migrate VM storage:

1. Log onto server HVO1 and open a PowerShell console.
2. Execute the following to initiate the migration:

Move-VM -Name VM1 -DestinationHost HV02 ~
-DestinationStoragePath E:\vm -IncludeStorage

To move the virtual machines between hosts, we first log on to the server that currently
hosts the virtual machine that is being migrated. Next, we use Move-VM to move the virtual
machine and virtual hard disks to the target server.

% Depending on the size of the VM and the speed of the storage and
Lo networking, this process may take an extended period of time.
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Using failover clustering to make VMs highly

available

One of the more proven methods to make virtual machines highly available is to configure
multiple Hyper-V Servers into a failover cluster. The virtual machines are then placed on the
cluster nodes instead of the individual servers. The cluster is configured to migrate VMs from
one host to another when instructed, when a host is placed into maintenance, or when a host
unexpectedly fails.

Getting ready

For Hyper-V clustering to work properly, we will need two Hyper-V Servers with shared storage
to host the virtual machines. In this example we are using a CIFS file share to host the virtual
machines as shown in the recipe Migrating VMs between hosts.

This recipe will cover only one method of configuring a simple Hyper-V

cluster. Additional options and configurations exist and may be more
’ appropriate for your environment.

How to do it...

Carry out the following steps to set up failover clustering for Hyper-V:

1. Open Active Directory Users and Computers (dsa.msc) and open the computer
properties of the Hyper-V Server HVO1.
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2. Onthe Delegation tab, select Trust this computer for delegation to any service and
click on OK:

[ General | Operating System | Member OF | Delegation | Location | Mansged By | Distin |
Delogation i o securtysenstive operation, which allows sarvices to act on
el of arother Lser

() D oot trust this computer for delegation
) [Trust thes computer for dasgation 1o any sarics (Kerberos only)
() Tygst thes compuber for delegation fo speciied senvices only
® Lise Kasberoa oriy
Line axppy mshertication protocsl

i i g k. saart detecsled

Service Type  User or Computer Port

3. Reboot the server HV01 for the changes to take effect.
Repeat steps 1-3 for server HV02.
5. Install failover clustering on the Hyper-V Servers:

Invoke-Command -ComputerName HVO1l, HV02 -ScriptBlock {

Install-WindowsFeature Failover-Clustering
-IncludeManagementTools

}

6. Configure the server as a cluster:
New-Cluster -Name HVCluster -Node "HVO1l", "HVO2"
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7. Create the new virtual machine on the shared storage:
New-VM -Name VM1l -MemoryStartupBytes 512MB -Path "\\CIFS1\VMs\VM1"

<~

-NewVHDPath "\\CIFS1\VMs\VM1.vhdx" -NewVHDSizeBytes 100GB
-SwitchName Production

8. Import the virtual machines to the cluster:

Add-VMToCluster -VMName VM1l -Cluster HVCluster

9. Move the virtual machine to a different node in the cluster:

Get-Cluster HVCluster | Move-ClusterVirtualMachineRole
-MigrationType Live -Name VM1 -Node HVO02

10. Place HV host into maintenance:

Suspend-ClusterNode -Cluster HVCluster -Name HV0l -Drain

11. Remove the HV cost from maintenance:

Resume-ClusterNode -Cluster HVCluster -Name HVO0O1l

We start the process by configuring the Hyper-V Servers for delegation. Delegation is
needed for the Hyper-V Servers to access the VMs on the network share. Once configured
for delegation, we reboot the servers for the change to take effect.

Next, we use Invoke-Command to install the Failover-Clustering feature on our
servers. Once installed, we use New-Cluster to create a new failover cluster named
HVCluster with both nodes included.

Next, we create a new virtual machine on the shared storage. This step shows creating a new
virtual machine with the New-vM command, but existing VMs can also be migrated onto the
shared storage. To achieve this, the Move-VMStorage command is used and executed from
the Hyper-V Server hosting the VM.

Once one VM is hosted on shared storage, we use Add-VMToCluster to import the VM as
a cluster role. When called, this command automatically searches the nodes in the Hyper-V
Server environment to find the VM by name. Once found, the VM is imported to the cluster
and managed as a cluster resource.

Now that the cluster is configured and VMs are imported, we can migrate VMs between
the hosts. In the ninth step, we use Move-ClusterVirtualMachineRole to perform
a Live-Migration of vM1 to the second Hyper-V Server. This occurs without requiring
downtime of the virtual machine.
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After we have proven that migration works between the nodes, we can then place one of
the nodes into maintenance. By calling Suspend-ClusterNode, we are telling the failover
cluster to stop processing on the node. We suspend the node with the Drain switch, which
tells the cluster to migrate all running roles to other hosts in the cluster prior to suspending.
When all roles have been migrated, the host is suspended to allow for maintenance tasks.

Finally, we call Resume-ClusterNode to resume our cluster node and enable it to
host resources.

When creating a VM cluster, there is often a question of how big to make the cluster.

By having a minimum of resources, there is no waste of unused CPU or memory on the
hosts. By having excess resources, it provides for flexibility in maintenance and expansion
of the virtual environment.

| have found that sizing the environment into an N + 2 configuration optimal allows for a
single host to be in maintenance mode, while still providing resources for an unplanned
failover. Additionally, if the resource demands increase (such as adding additional VMs),
the environment will only drop to an N + 1 configuration. At this point we can easily prove
the need for additional compute resources without limiting our ability to perform failover or
maintenance tasks.

More information about Kerberos Delegation and Hyper-V can be found at http://blogs.
technet.com/b/matthts/archive/2012/06/10/configuring-kerberos-
constrained-delegation-for-hyper-v-management .aspx.
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Managing Storage with
PowerShell

This chapter covers the following topics:

» Managing NTFS file permissions

» Managing NTFS alternate streams
» Configuring NTFS deduplication

» Monitoring NTFS deduplication

» Configuring storage pools

» Reporting on storage pools

» Managing file quotas

Introduction

This chapter covers how to configure and manage storage using traditional disk, storage
pools, and the new deduplication feature in Windows Server 2012.

Managing NTFS file permissions

NTFS file permissions are one of the cornerstones of Windows security. By managing the file
permissions, we can decide who has access to which files or directories, and what kind of
access they have: read, write, change permissions, and so on.

In this recipe we will cover basic management of file permissions using PowerShell.
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Getting ready

All of the steps in this recipe are being performed on a single domain joined server acting
as a file server. In this recipe we will be performing four tasks:

» Editing the permissions on an Excel spreadsheet

» Cloning permissions for a new folder

» Taking ownership and reassigning permissions

» Enabling inheritance

These steps can be performed locally on the server, remotely using
i a PSSession, or remotely using file shares.

How to do it...

The tasks we are going to perform are as follows.

Editing the permissions on an Excel spreadsheet
The sales team has an Excel spreadsheet, M: \Sales\Goals.x1s, on our file server that
uses NTFS permissions to restrict access. The sales administrator has asked that the new
employee, Joe Smith, be given full control access to the file. Perform the following steps:
1. Identify the file to update and open a PowerShell console.
2. Read the permissions file and save them into a variable called $ac1:
Sacl = Get-Acl M:\Sales\goals.xls
3. Create new FileSystemAccessRule for the new user with the
appropriate permissions:
Sace = New-Object System.Security.AccessControl.
FileSystemAccessRule "joe.smith","FullControl", "Allow"
4. Append the permissions:

Sacl.SetAccessRule (Sace)

5. Apply the permissions to the file:
$acl | Set-Acl M:\Sales\goals.xls
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Cloning permissions for a new folder

The marketing department has a folder on our file server named M: \Marketing and has
requested a new folder named M: \Market ing2. Additionally, they want the new folder to
have the same permissions as their current folder. Perform the following steps:

1. Open PowerShell and create the new folder

New-Item M:\Marketing2 -ItemType Directory

2. Get the existing folder permissions
$SrcAcl = Get-Acl M:\Marketing

3. Set the new permissions
Set-Acl -Path M:\Marketing2 $SrcAcl

Taking ownership and reassigning permissions

The user, Ricardo Cuello, is on vacation and Joe Smith, their manager, needs access to
files they were working on. All of the files are stored on our file server under M: \Groups\
Projections, however, the user was the only person with access to the files. You have
been asked to provide access for the manager. Perform the following steps:

1. Open PowerShell and take ownership of the folder:

$folder = "M:\Groups\Projections"
takeown /f $folder /a /r /d Y

2. Add permission for the manager:

Sacl = Get-Acl $folder

Sace = New-Object System.Security.AccessControl.
FileSystemAccessRule ~

"joe.smith", "FullControl", "Allow"
Sacl.SetAccessRule (Sace)
Set-Acl $folder Sacl

3. Recursively overwrite permissions:

Get-ChildItem $folder -Recurse -Force |~
ForEach {
Get-Acl $Sacl | Set-Acl -Path $ .FullName
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Enabling and disabling inheritance
A team has created a folder named Imaging under M: \Groups and asked that the
default file permissions not be applied to their folder on the file server. Instead of inheriting
permissions from the parent folder, they want to selectively choose who has access to the
files. Perform the following steps:

1. Open PowerShell and gather the current permissions:

Sacl = Get-Acl M:\Groups\Imaging

2. Enable or disable inheritance:

Sacl.SetAccessRuleProtection ($True, $False)
#first option is to disable inheritance - true=disable
#isecond option is to keep inherited permissions - false=discard

3. Commit the change:

Set-Acl M:\Groups\Imaging Sacl

In the first step we are using Get -Acl and Set-Ac1l to add permissions to a file. We start by
getting the current Access Control List (ACL) on the file and placing it into the variable $acl.

We then create new System.Security.AccessControlFileSystemAccessRule to
create an Access Control Entry (ACE) named $ace. We then assign the FullControl
permission to our user Joe Smith.

Lastly, we call $acl.SetAccesRule in order to add the new permissions. We then call
Set-ACL to assign the updated permissions to our Excel document.

If we view the file properties, we can confirm that the new user has access to the file.
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] Goals.xls Properties -

| General | Security | Details I Previous Versions |

Object name:  M:zalesGoals =

Group or user names:

52, SYSTEM
53J SalesAdmins (CORPSalesAdmins)

- YUoe Smih o smith@corp cortoso.com) |

53_, Administrators {COR P Administrators)

To change pemmissions, click Edit.

Pemissions for Joe Smith Allow Deny
Full cortrol v
Medify v
Read & execute v
Read v
Write v

Special permissions

For special permissions or advanced settings,
click Advanced. =

Leam about access control and permissions

[ ok || Cancel || eph

In the second step we start by calling New-Item to create the new directory for the
Marketing department.

We then call Get -Ac1 against M: \Market ing to get the permissions on the existing folder.
These permissions are saved in the variable $srcacl.

Lastly, we use Set-2Acl to apply the copied permissions to the new M: \Marketing2
folder. This step overwrites any existing permissions on the new folder, leaving only the
copied permissions.

In the third step we start by administratively seizing the ownership of the folder using the
takeown command. Takeown is hot a PowerShell command, but instead a tool included
with Windows Server 2012 that allows an administrator to take ownership of a file or folder.

Once we have seized ownership of the folder, we create an access rule for the manager to
access the folder. This process is the same as in the first step by reading the current file
permissions, adding an ACE granting, and applying the permissions to the folder.

Lastly, we use Get -ChildItem to recursively move through the folders and files. For each
file or folder, we use Set -ACL to set permissions.
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Seizing permissions requires the commands to be executed in an
administrative session. Ensure PowerShell is running as an administrator
’ when executing the commands.

In the last step we use the SetAccessRuleProtection command to configure permission
inheritance. We begin by using Get - ACL to read the credentials of the current folder and
storing the results in the variable $acl. We then use $acl.SetAccessRuleProtection to
disable inheritance and discard any inherited permissions. Lastly, we use Set-2Ac1 to apply
the permissions to the folder.

The SetAccessRuleProtection command takes two inputs: the first to enable or disable
inheritance, and the second to keep or discard inherited permissions. In this scenario we
are disabling permission inheritance and discarding all inherited permissions. Only those
permissions applied directly to the file will remain.

Managing NTFS alternate streams

In addition to NTFS permissions, Windows also tracks what is known as alternate streams
regarding files. These alternate streams help identify where a file is originally from and what
type of additional security to place on it.

In this recipe we will view the data streams on a file and unblock the file to allow full access.

Getting ready

One of the most common uses of alternate streams is when downloading files from the
Internet. Windows will automatically tag these files and apply additional security when they
are accessed. To access the files normally, you have to unblock the file.

For this recipe we will be downloading the WMF 3.0 Release Notes.docx file from
http://download.microsoft.com. We will then use this file to review and change
the data streams. Any other file downloaded from the Internet will work here as well.

How to do it...

Perform the following steps to manage NTFS alternate streams:

1. Open Internet Explorer and browse to http://download.microsoft.com.

2. Search for Windows Management Framework 3.0, and download the WMF 3
Release Notes.docx file:
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By default, Windows will download the file to the Downloads
VS folder in your user profile.

3. View the file and stream information on the downloaded files:
Get-Item C:\Users\Ed\Downloads\*.* -Stream *

When executed, we will see the list of streams similar to the following screenshot:

ey Windows PowerShell

-5tream =

FileName: C:%lUs A 0 WMF 3 Release Motes

Stream

4. View the contents of the Zone.Identifier stream:

Get-Content 'C:\Users\Ed\Downloads\WMF 3 Release Notes.docx:Zone.
Identifier'

When executed, we will see the contents of the stream:

M

Windows PowerShell

(:Zone. Identif

Ps C
1_&r"

ZoneTransTer]

5. Unblock the file and confirm the Zone . Information stream is removed:

Unblock-File 'C:\Users\Ed\Downloads\WMF 3 Release Notes.docx'
Get-Item 'C:\Users\Ed\Downloads\*.*' -Stream *
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When executed, we will see the original SDATA stream only:

) Windows PowerShell

Unblock-File "C:\Us WEdYD 3 Release Motes.docx'
Get-Item C:%\Use =

FileName: C:%Users\Ed'Downloads'WMF 3 Release Notes.docx

Length

We start by browsing to http://download.microsoft.comand searching for the WMF 3
Release Notes, which includes the release notes for PowerShell 3.0.

Next, we call Get - Ttem to view the files in our Downloads folder. Here, we use the -Stream
switch to return both the files and all streams attached to the files. As we can see from the
result, there are two streams for our file. The : SDATA stream is the content of the file itself.
The Zone.Identifier stream identifies where the file originated.

We then use Get -Content to view the contents of the Zone . Identifier stream. To
view the stream, we reference the filename, plus : Zone . Identifier. As we can see from
the output, this stream contains a small amount of text that identifies the file as being from
ZoneId 3, which means the file is from the Internet.

In the last step we use Unblock-File to remove the alternate stream. This is equivalent

to pressing the Unblock button on the file properties as shown in the following screenshot.
Once the file has been unblocked, we review the stream information and confirm that only the
: SDATA stream remains. Because the additional stream has been removed, Windows now
trusts the file.
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B WMF 3 Release Notes Properties ﬂ

General | Securty | Details

m_g WMF 3 Release Notes

Type of file:  Microsoft Word Document {docx)
Cpens with: m Word (desktop) Change...

Location: ClUsers\Ed"Downloads
Size: 52.7 KB (53,973 bytes)
Size ondisk:  56.0 KB (57 344 bytes)

Created: Today, February 12, 2013, 15 minutes ago
Maodified: Today, February 12, 2013, 2:51:16 PM

Accessed: Today, February 12, 2013, 19 minutes ago

Attributes:

[[] Hidden Advanced...

Security: This file came from anaother
computer and might be blocked to fghincic
help protect this computer.

NTFS alternate streams are actually hidden text files in the filesystem. They are seen by the
operating system as additional file information and so aren't shown when listing the contents
of a file.

We can also create our own alternate streams using a text editor. By following the same
naming scheme shown previously, filename.exe: Zone.Identifier, we can add or
edit the zone information for other files. There are six possible zones:

» NoZone=-1

» MyComputer =0

» Intranet=1

» Trusted =2

» Internet=3

» Untrusted =4
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Configuring NTFS deduplication

In previous versions of Windows Server, there was an option for Single Instance Storage. This
allowed users to store the same file multiple times on a system, but the system only kept a
single instance of the file. This was often used for Remote Installation Services (RIS), which
required multiple copies of the Windows installation disk, one for each installation source.

New in Server 2012 is the data deduplication feature. This feature allows for block-level
deduplication of files, comparison and deduplication of smaller pieces or chunks of files.
This allows for more storage savings between both similar and dissimilar files.

Getting ready

In this recipe we will be working with a new file server with minimal information on it.
Specifically, we will be working with our M: \ drive. We know that usage of the server will
increase, so we are configuring deduplication early.

How to do it...

Perform the following steps to enable deduplication:

1. Install the deduplication feature on the server:

Add-WindowsFeature FS-Data-Deduplication

2. Use DDPEval to report on the estimated savings:
ddpeval.exe M:\

When completed, you will see the estimated results similar to the
following screenshot:

ddpeval.exe M: i
duplicati gs Evaluation Tool
i ft Corporation. A1l Rights Reserved.

Evaluated folder:
Evaluated folder

Files in evaluated T

d Fil
rings (
savings per‘cent

: excluded by
1 files
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3. Configure the disk for deduplication:

Enable-DedupVolume M:\

4. Set the deduplication age to 0 days to test deduplication process:
Set-DedupVolume M: -MinimumFileAgeDays 0

5. Start the deduplication job:
Start-DedupJdob M: -type Optimization

In the first step we are installing the FS-Data-Deduplication feature on the file server.
Included with the deduplication feature is a tool named DDPEval that estimates the potential
storage savings using deduplication. Once the feature is installed, we execute DDPEval to
report on potential savings. In this scenario the tool reports that we can reclaim up to 80
percent of the currently used storage.

Next, we use Enable-DedupVolume to enable deduplication on the target drive. Enabling
the volume includes it in the scheduled optimization jobs. Once the optimization job executes,
duplicate data on the disk will be consolidated and free space will begin to be reclaimed.

In the fourth step we are calling Set -DedupVolume with the -MinimumFileAgeDays
switch. This setting identifies how long a file should remain unchanged before deduplicating
it. Because the deduplication/reduplication process slows access to the files on the server, it
is normally best to deduplicate only on files that are infrequently accessed. In this case we are
setting it to 0 days so we can test the deduplication process.

Lastly, we call Start-DedupJdob to manually start the Optimization (deduplication) job
on the target drive. Depending on the amount of data on the drive, the process can take an
extensive amount of time.

Historically, a common use for data deduplication is for storing backup information. When a
system is backed up, the information is stored on a remote share and deduplicated against
itself. When the next system is backed up, the information is deduplicated against itself, and
also against the data from the other systems. This results in the backup system being able to
perform full backups of multiple systems, and yet only store the unique data between

the backups.
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For more information about data deduplication in Server 2012, refer the following websites:

» http://blogs.technet.com/b/filecab/archive/2012/05/21/
introduction-to-data-deduplication-in-windows-server-2012.aspx

» http://technet.microsoft.com/en-us/library/hh831602.aspx

Monitoring NTFS deduplication

Once data deduplication is configured on a server, we can monitor the processing to ensure it
is operating properly. Additionally, we will need to routinely review the amount of savings and
schedules of the deduplication process.

Getting ready

In this recipe we are moving forward with the configuration of the prior recipe. Most
deduplication settings are left to the defaults, except for the minimum file age which is set to 0.

How to do it...

Perform the following tasks to monitor deduplication:

1. Get the status of the deduplication process:
Get -DedupJob

When executed, we will see the status of any current deduplication processes:

PS C:%\> Get-Deduplob

vpe ScheduleType StartTime Progress

Optimization Manual 4:43 PM 50 % Running

2. Report on deduplication savings:
Get-DedupStatus
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When executed, we will see a brief report of deduplication status and current savings:

PS5 C:%» Get-DedupStatus

FreeSpace SavedSpace OptimizedFiles InPolicyFiles Volume

3. View the deduplication jobs schedules:
Get -DedupSchedule

When executed, we will see the current deduplication job schedules:

PS C:h Get-DedupSchedule

Enabled Type startTime Days
Optimization
GarbageCollection 2:45 2 Saturday

scrubbing 145 f saturday

We start by viewing the status of any active deduplication jobs. We execute Get -DedupJdob
to report on all active deduplication jobs and their current status. One item to note here is
StartTime of the job to confirm the job is still active.

Next, we use Get -DedupStatus to view the optimization statistics. This command returns
information about how much data is being deduplicated and how much filesystem space is
being saved because of deduplication.

Lastly, we call Get -DedupSchedule to view the schedule for the deduplication jobs.
The optimization job runs hourly to continually deduplicate new data and update statistics.
The other jobs run every week during expectedly slow times.

% Depending on your environment, the default schedules may not be optimal.
S They can be changed by using Set -DedupSchedule.
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There's more...

There are three scheduled deduplication jobs: Optimization, GarbageCollection,
and Scrubbing. The Optimization job is responsible for identifying duplicate data on
the filesystem and freeing up the storage. Additionally, for data that cannot be deduplicated,
the optimization job will compress. This job runs hourly, and once the initial job is complete,
subsequent passes finish quickly as they only process new data.

The remaining jobs are responsible for reclaiming and maintaining the freed storage.

The GarbageCollection job is responsible for removing deleted information from the
deduplication store. The Scrubbing job performs maintenance on the deduplication store
and repairs data if needed.

Configuring storage pools

New in Server 2012 is a feature to create and use storage pools. Storage pools work in a
similar way to the Redundant Array of Independent Disks (RAID) configurations, but provide
additional flexibility not available in traditional RAID. With storage pools, additional disks

can be added and data will be automatically balanced between the disk, and we can

also change the data protection type dynamically.

Getting ready

In this recipe we will be using three 100 GB drives in addition to our OS drive. Once joined
into a storage pool, we will create a small virtual disk to hold test data.

How to do it...

Perform the following steps to set up storage pools:

1. List disks capable of pooling:
Get-PhysicalDisk -CanPool S$Strue

After completing the command, we will see a list of disks available for pooling:

PS C:h\> Get-PhysicalDisk -CanPool $true

FriendlyMame CanPool Operationals HealthStatus Usage Size

oK Healthy Av 5 100 GB
oK Healthy AL 100 GB
oK Healthy A 100 GB
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2. Using the available disks, create a storage pool:

$poolDisks = Get-PhysicalDisk -CanPool S$true

New-StoragePool -FriendlyName "MyPool" -PhysicalDisks $poolDisks
-ProvisioningTypeDefault Thin °

-StorageSubSystemFriendlyName "Storage Spaces*"

3. Using the newly created storage pool, create a virtual disk:

Get-StoragePool -FriendlyName MyPool |
New-VirtualDisk -FriendlyName "TestData" -Size 10GB ~
-ProvisioningType Thin

After completing the command, we will receive confirmation that the virtual disk
is created:

1endlyName MyPool | New-VirtualDisk -FriendlyName "T
oningType Thin

FriendlyName ResiliencySet Oper
tingName

4. Initialize, partition, and format the virtual disk:

Get-VirtualDisk -FriendlyName TestData | Initialize-Disk -PassThru
New-Partition -AssignDrivelLetter -UseMaximumSize |
Format-Volume -Confirm:S$false

We start the process by calling Get - PhysicalDisk with the —-CanPool switch to identify
which disks are available and support pooling.

Not all disks are supported in storage pools. For instance, to create a
A storage pool we need at least two physical disks 4 GB or larger in size.

Next, we create a new storage pool named MyPool. We add all of the available disks and set
-ProvisioningType to Thin. The Thin provisioning allows us to present large disks to the
operating system, but they only require enough storage to house the data on the drives. This
is a common method to present large amounts of storage to users and applications, but only
consumes what is needed.
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Once the storage pool is created, we create a virtual disk on the storage pool. In this instance,
we create a 10 GB disk and identify it to use thin provisioning. Once created, the virtual disk is
presented to the operating system as a new drive. The disk is then initialized, partitioned, and
formatted as any other drive.

There's more...

As we saw in the third step, Windows defaulted to creating new virtual disks with a Mirror
configuration. We can confirm this by running Get - StoragePool and viewing the default
resiliency setting:

> Get-5toragePool | select FriendlyMame, ResiliencySettingMameDefault

FriendlyName Res111encysettingMameDefault

Mirror
Primordial Mirror

Because we are using more than two disks in our pool, we can change the default resiliency
setting by using the Sset -StoragePool command:

Get-5toragePool -FriendlyName MyPool | Set-5toragePool -ResiliencySettin
ault Parity ) . ) )
Get-5toragePool select FriendlyMName, ResiliencySettingNameDefault

FriendlyName Res111encySettingMameDefault

Parity
Primordial Mirror

Reporting on storage pools

Once created, we need to routinely review the storage pools to ensure they are functioning
properly. One item we need to pay attention to is the utilization of the thin pools and disks in
our environment. If the underlying disks in a thin pool fill up, we can have unexpected results
in the presented virtual disks.

Getting ready

In this recipe we will be working with the storage pool configuration created in the previous
recipe. We will be reporting on the utilization of the storage pools and the virtual disks in
the pools.
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How to do it...

Perform the following steps to report on storage pools:

1. Report on storage pool usage:

Get-StoragePool |
Format-Table FriendlyName,

@{Name="A11locGB" ;Expression={$ .AllocatedSize/1GB}}, °
@{Name="SizeGB" ;Expression={$ .Size/1GB}}

When executed, we will see a status similar to the following screenshot:

| £t FriendlyMame ocGB"; Expression={5_.Alloc

S1zeGR"; Expressio .5 Bl

299, 619140625

2. Getvirtual disk usage:

Get-VirtualDisk |

Format-Table FriendlyName,

@{Name="A11locGB" ;Expression={$ .AllocatedSize/1GB}}, °
@{Name="FootPrintGB" ;Expression={$_ .FootprintOnPool/1GB}}, °
@{Name="SizeGB" ;Expression={$ .Size/1GB}}

When executed, we will see a status similar to the following screenshot:

| £t FriendlyMame
PrintGE™ ; Expr
e/1GE11

AlloocGE

estData

We start by using Get -StoragePool to view the pools on the server and their properties.
Specifically, we are interested in the size of the pool (SizeGB) and the amount of space

consumed (A1locGB). This quickly allows us to see how much storage has been consumed
versus how much is available.

Next, we use Get -VirtualDisk to view the virtual disks and report on the utilization. In this
instance we are reporting on how much data is in the virtual disk (A11ocGB), how much raw
disk space is consumed (Foot PrintGB), and the maximum size of the virtual disk (SizeGB).
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The FootPrintGB size shown is double the A110cGB size. This is

because the virtual disk is provisioned as a mirror, meaning the data is
’ stored twice in the storage pool.

There's more...

With server virtualization becoming a common technology, it is tempting to use storage
pools inside of virtual machines. While this is possible, care needs to be taken on where
the underlying disks are physically located.

Storage pools mirror and stripe the data among multiple disks to provide redundancy and
improved performance. However, if a virtual machine's storage pool disks reside on the same
physical disk, all of these benefits are lost. In reality, the striping and mirroring will decrease
the performance of the storage pool.

Managing file quotas

Another great feature of Windows Server is the ability to place quotas on folders. Quotas allow
an administrator to restrict the amount of data users can place on a server. A common use for
guotas is with a user's home directory. By limiting the amount of data a user can place on the

server, it prevents one user from unfairly using all of the available storage.

There are two types of quotas available for Server 2012: hard and soft. Hard quotas restrict
how much data a user can store on the server and will block any usage above the defined quota
limit. Soft quotas track how much data a user is consuming and alert when the limit is reached.
Users will still be able to store additional information when soft quotas are exceeded.

Getting ready

In this recipe we will be working with our file server to create simple quotas for our users
and groups. We will be using a soft quota and configuring the e-mail settings to enable
alerts when quota thresholds are reached.

How to do it...

Perform the following steps to enable file quotas:

1. Install the File System Resource Manager:

Install-WindowsFeature FS-Resource-Manager -IncludeManagementTools

190




Chapter 5

2. Getthe current e-mail configuration, and configure e-mail alerting for the
soft/hard quotas:

Get-FsrmSetting

Set-FsrmSetting -SmtpServer mail.corp.contoso.com
-FromEmailAddress FSAdmin@corp.contoso.com

3. Create a template based on one of the built-in templates:

SmyQuota = Get-FsrmQuotaTemplate -Name "Monitor 500 MB Share"
$myQuota | New-FsrmQuotaTemplate -Name HomeFolders
Set-FsrmQuotaTemplate -Name HomeFolders -Threshold $myQuota.
Threshold

4. Create auto-apply quota:
New-FsrmAutoQuota -Path E:\Users -Template HomeFolders

5. Create quota:

New-FsrmQuota -Path E:\Groups -Template HomeFolders

6. Generate a quota usage report:

<~

New-FsrmStorageReport -Name "Quota Report" -Namespace "E:\"
-ReportTypeQuotaUsage -Interactive -MailTo fsadmin@corp.contoso.
com

In the first step we install the File Server Resource Manager feature on our server.
This feature allows our file server to implement quotas on disks and folders as well
as perform file classification.

In the second step we review the current configuration of the server, then update it to fit
our environment. We use Get -FsrmSetting to return to the current settings. Note the
SMTPServer, FromEmailAddress, and AdminEmailAddress settings. We configure the
SmtpServer and FromEmailAddress settings to enable e-mailing in our environment.

In the third step, we are using the built-in Monitor 500 MB Share template to create a new
template named HomeFolders. We start by calling Get -FsrmQuotaTemplate to save
the existing template settings into the SmyQuota variable. We then pipe the settings into
New-FsrmQuotaTemplate to create the new template. Finally, we use Set -
FsrmQuotaTemplate to assign the thresholds and actions. In this instance we are keeping
the same settings; however, we could also update the hard/soft thresholds, and the actions
that occur when the thresholds are met.
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In the fourth and fifth steps we are applying quotas to our folders. First, we call
New-FsrmAutoQuota in order to apply Auto Quota on the E:\Users folder.

This setting automatically applies quota policies on all folders included in the quota.
Next, we call New-FsrmQuota to apply a standard Quota on the E: \Groups folder.
This quota includes subfolders, but additional quotas can be applied at subfolders.

In the last step we are calling New-FsrmStorageReport to use the built-in reporting
features of the File Server Resource Manager. In this instance, we are generating a report
immediately, instead of scheduling it, and e-mailing it to the file server administrator.

Our template defaults to e-mailing the file server administrator when a user reaches 80
percent, 100 percent, and 120 percent of the quota limit. We can change these alerts to
additionally e-mail the user when the thresholds are reached.

SmyQuota = Get-FSRMQuotaTemplate HomeFolders
$myQuota.Threshold.Action | Where-Object Type -eq Email |

~

ForEach-Object {$ .MailTo = "[Admin Email]; [Source Io Owner Email]"}
Set-FsrmQuotaTemplate -Name S$myQuota.Name -Threshold S$myQuota.
Threshold

The preceding code updates all of the e-mail alerts in our template. The script starts by using
Get-FsrmQuotaTemplate to retrieve a reference to our quota template and placing it into
the SmyQuota variable. We filter SmyQuota based on the action performed when a threshold
is reached. For each of these actions, the MailTo attribute is updated to include the file
server administrator, as well as the identified owner of the files.
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When completed, we can review the settings in the File Server Resource Manager and confirm
that both the administrator, as well as the user checkboxes are selected. Open File Server
Resource Manager and go to Quota Management | Quota Templates. Right-click on the
quota and select Edit Template Properties. Select the Warning (100%) threshold and click on
Edit to view the properties as shown in the following screenshot:

100% Threshold Properties -

Generate notifications when usage reaches (%)
100

Send e-mail to the following administrators:
[1Admin Email) |

Format: account@domain. Use semicolons to separate accounts.

Send e-mail to the user who exceeded the threshald
E-mail message

Type the text to use forthe Subject line and message.

To identify the quota, limit, usage, or other information about the cument threshold, you
can use Insert Variable to insert a varable in your text.

Subject:
|Ouota limit exceeded |

Mezsage body:

The quata limit for quota on [Quota Path] on server [Server] has been exceeded. The | ~
quota limit is [Quota Limit MB] MB and the cument usage is [Quota Used ME] MB
([Quota Used Percent]% of limit).

[Admin Email]

| Addtional E-mail Headers...

gl o







Managing Network
Shares with PowerShell

In this chapter, we will cover the following recipes:

» Creating and securing CIFS shares

» Accessing CIFS shares from PowerShell
» Creating iSCSI target and virtual disk

» Using a iSCSI disk

» Configuring and using iSNS

» Creating an NFS export

» Mounting NFS exports

» Making CIFS shares highly available

» Configuring DFS and DFSR replication
» Configuring BranchCache

Introduction

This chapter covers creating, managing, securing, and using CIFS, NFS, and iSCSI shares.
This chapter will also cover how to use server clustering to create highly available network
shares, managing replication, and configuring BranchCache.
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Creating and securing CIFS shares

Common Internet File Services, or CIFS, is the traditional method for sharing files and
folders between Windows computers. These file shares are normally referenced with a
Universal Naming Convention (UNC) in the form of \\server\share.

Occasionally referred to as Server Message Block (SMB), CIFS shares have been the primary
method for sharing files, print jobs, and information. These shares can be created to provide
access to files and folders on a system, and then secured to restrict which users have access
to read, update, or manage permissions on the contents.

Windows Server automatically includes the necessary features to enable file sharing over
CIFS. As such, there is no need to install or configure the feature, instead we can begin
creating and managing shares.

In this recipe we will create two file shares. The first share will provide Read Only access to
the Everyone group, and later we will provide Full Control access for a domain user. The
second share will provide Read Only access to the Everyone group and Full Control
access to the Administrator account.

Getting ready

For this recipe we will be working with a Windows Server 2012 server joined to a domain.
This server will operate as a file server and contain a separate drive, E: \, to hold the
file shares.

How to do it...

Carry out the following steps in order to create and secure CIFS shares:

1. View the current shares on your server:
Get-SmbShare

When executed, a list of the current shares will be returned as shown in the
following screenshot:

Ps5 Y= Get-5SmbShare
Name ScopeName i Description

ADMTIMNE = Windows Remote Admin
c$ h Default share
= Remote IPC
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¢ Notice that a server will contain CIFS shares even if the administrator

hasn't created them. These are known as administrative shares and are
’ hidden from most users.

2. Create the first basic file share:

New-Item -Path E:\Sharel -ItemType Directory
New-SmbShare -Name Sharel -Path E:\sharel

When executed, PowerShell will return a window confirming the success as shown
in the following screenshot:

Description

3. Create a second share granting everyone read access:

New-Item -Path E:\Share2 -ItemType Directory
New-SmbShare -Name Share2 -Path E:\share2 -ReadAccess Everyone
-FullAccess Administrator -Description "Test share"

When executed, PowerShell will create the share and return a confirmation screen:

New-Smb am are? -ReadAccezs Everyone -FullAcc
ministrator 1

Dezcription

4. To confirm the shares and permissions from the prior steps, list the
share permissions:

Get-SmbShare | Get-SmbShareAccess
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When executed, PowerShell will return all shares and the assigned permissions as
shown in the following screenshot:

~ Get-SmbShare | Get-SmbShareAccess

ScopeMame AccountName

BUILTI
NT AUT
BUILTI
BUILTI
NT AUT

5. Grant Full Control access to the first share for user Joe Smith:

Grant-SmbShareAccess -Name Sharel -AccountName CORP\Joe.Smith
-AccessRight Full -Confirm:S$false

When completed, the new permissions for the share will be returned:
= Grant-SmbShareAccess —Name Sharel -AccountName CORPY,
1 -Confirm:$fal=ze

ScopeMame

Sharel > A Read

Sharel = C Y . ! Full

We start off by calling Get -SmbShare to view the shares already on the server. This is a new
server, so only the administrative shares exist. These administrative shares are hidden from
normal users because they end in a dollar sign (3).

+ By default, Windows Server 2012 includes the Storage Services feature

that provides basic file sharing. No additional feature is needed to
Y
support CIFS shares.

Next, in step 2, we use New-SmbShare to create a new file share on E: \sharel. When
executed without any additional switches, PowerShell creates the share with the default
permissions of the Everyone group having read access.
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In step 3, we use New-SmbShare to create another share at E: \share2. This time we the
use additional —-ReadAccess and -FullAccess switches to define permissions on the
share. Additionally, we include the -Description switch to assign a description to the share.
This description is seen by users when browsing shares on a server and are normally used

to help identify the purpose of the share.

Next, in step 4, we call Get -SmbShareAccess to report on the current permissions for each
share. As we can see in the results, PowerShell returns the shares, the user/group, if they are
allowed access, and the level of access granted.

Lastly, in step 5, we update the permissions on the first share that we created. Here we are
using Grant - SmbShareAccess in order to allow the domain user CORP\Joe . Smith access
to the share. We use the -AccessRight switch to define the access rights we want to grant
the target user or group. Once complete, PowerShell returns the new access list for the share.

. In addition to share permissions, Windows also utilizes NTFS

% permissions to determine a user's total access. When granting access to
s a share, we also need to review the file permissions to ensure access is

appropriate.

There's more...

In addition to granting access to Windows shares, PowerShell can also deny access.
Often referred to as an explicit deny, this revokes access for a user or group to the
designated share, regardless of other permissions. To manage this, PowerShell has
two built in commands: Block-SmbShareAccess and Unblock-SmbShareAccess.

For instance, if we need to block access for a user to a share, we can use the Block-
SmbShareAccess cmdlet.

~

Block-SmbShareAccess -Name Share2 -AccountName CORP\joe.smith

-Confirm:S$false

When executed, PowerShell returns the updated access list. Notice the first line for CORP\
Joe.Smith now has an AccessControlType of Deny:

» Block-SmbshareAccess -MName Share? -AccountName CORPMZjoe.smith -Confirm:§

ScopeName AccountName Access=ControlTy AccessRight

Share2 C : i Deny
Share2 = 5 ... Allow
Share? x Allo
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See also

For more information about CIFS shares and PowerShell, see http://blogs.technet.
com/b/josebda/archive/2012/06/27/the-basics-of-smb-powershell-a-
feature-of-windows-server-2012-and-smb-3-0.aspx.

Accessing CIFS shares from PowerShell

Once CIFS shares are provided by a server, we can access them remotely. We can
access these shares by using different methods to in order to access them temporarily
or permanently and to connect to them using different credentials.

Getting ready

For this recipe we will be using a Windows Server 2012 system to remotely access the file
shares created in the Creating and securing CIFS shares recipe.

How to do it...

Carry out the following steps to access a CIFS share:

1. Use Get-ChildItem to view the contents of a share:
Get-ChildItem \\serverl\share2

When completed, a listing of the contents of the share is returned as shown
in the following screenshot:

PS5 C:%» Get-ChildItem ‘\‘\serverl\Share2

Mirectory: “\serverl)Share2?

Mode LastWriteTime Length Mame

d-——- 2/15 /2013 4147 Users

2. Map the share as persistent:

New-PSDrive -Name S -Root \\serverl\sharel -Persist -PSProvider
FileSystem
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When completed, the share will appear in Windows File Explorer as a mapped drive:

CHNE Computer == -
“ Computer Wiew 9

:(-:. - 1 |;‘.i v Computer W [:,| | Search Computer P |
Ll - "
[ Favorites 4 Hard Disk Drives (1)
B Desktop al Local Disk ()
L] =
4 Downloads > I
S 153 GB free of 59.6 GB

UE;
= Recent places

+ Devices with Removable Storage (2)

3 Libraries 4 Network Location (1)
j Documents
i . sharel (Viserverl) (S:)
rJ- Music ——
=] Pictures . -.4! 59.7 GB free of 59.9 GB
B Videos

B Camniter
4 items 1= =

3. Map the share using alternative credentials:

$secPass = ConvertTo-SecureString 'P@S$sSwl0rdll' -AsPlainText -Force
SmyCred = New-Object -TypeName PSCredential ~
-ArgumentList "CORP\Administrator", $SsecPass
New-PSDrive -Name S -Root \\serverl\sharel -Persist

-PSProvider FileSystem -Credential $myCred

We start by accessing the CIFS share directly by using Get -ChildItem. This process
passes the credentials of the currently logged on user to the target file server and returns
the contents of the share. If the user has limited permissions to the share, the results will
be limited appropriately.

In step 2, we use New-PSDrive to map the remote share to the current user session.
The -Name switch specifies how to reference the remote drive, in this case as S:\.
The -Persist switch instructs PowerShell to create a persistent connection for the
current user, and re-establish the connection the next time the user logs in.

In step 3, we are connecting to the remote share by using different credentials. We start by
creating a PSCredential object that contains the the username and password of a user.
We then use the same command as in step 2, but we include the -Credential argument
to pass the PSCredential object.
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Creating iSCSI target and virtual disk

Internet Small Computer System Interface, or iSCSI, is a storage technology that uses TCP/
IP to link storage with computers. iSCSI is based on the proven SCSI technology that is used
in many servers and storage arrays, but is transmitted over TCP/IP instead of specialized
cables or interfaces.

A basic iSCSI connection consists of an iSCSI target and an iSCSI initiator. The target contains
the storage resources that are presented to clients. This can be a dedicated storage array, a
Windows 2012 Server, or another resource, such as a tape library. The initiator is the iSCSI
client that accesses data on the remote target.

Because iSCSI utilizes TCP/IP as a transport medium, it can be implemented wherever there is an
existing IP network with little to no cost. iSCSI can be used to transmit data within a datacenter,
within a Local Area Network (LAN), across a Wide Area Network (WAN), or even across the
Internet. Different layers of security can be implemented between the target and initiator in order
to secure and encrypt the connections depending on the needs of the environment.

Getting ready

In this recipe we will be installing the iSCSI target on our file server. We will then create a
virtual disk on the E: \ and share it to a client with the IP address of 10.10.10.10.

How to do it...

Perform the following steps to create an iSCSI target:

1. Install the iSCSI target feature as follows:

Install-WindowsFeature -Name FS-iSCSITarget-Server

2. ldentify the iSCSI initiators that are allowed access:

New-1SCSIServerTarget -Targetname ContosoServers
-InitiatorID IPAddress:10.10.10.10

3. Create a new virtual disk for iSCSI:
New-18CSIVirtualDisk "E:\i1SCSIVirtualDisks\Drivel.vhd" -Size 20GB

4. Map the virtual disk to the iSCSI initiators:

Add-iSCSIVirtualDiskTargetMapping -Targetname ContosoServers ~
-DevicePath "E:\iSCSIVirtualDisks\Drivel.vhd"

5. Review the iSCSI mappings:

<~

Get-IscsiServerTarget |
Select-Object TargetName, Status, InitiatorIds, LunMappings
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When completed, we will see the current iISCSI mappings presented by the server, as shown in
the following screenshot:

e Administrator; Windows PowerShell I;li-

Get-IscsiServerTarget | °
lect-Object TargetMName, Status, InmitiatorIds, LunMappings

argetName Status InmitiatorIds LunMappings
MotConnected {Ign:ign.1991-05... {TargetName
MotConnected {IPAddress:10.10... {}

In step 1, we install the FS-1SCSITarget-Server feature on our file server. This is the
feature that allows our server to operate as an iSCSI target and present virtual disks to clients.

In step 2, we call New-iSCSIServerTarget to create a new client group named
ContosoServers on the server. This allows us to add one or more initiator IDs to the
group to define which clients will be able to see the resources presented.

In this instance we are configuring the InitiatorID based on the

IP address of the initiator. Alternatively, we can use the DNS name,
s MAC address of the adapter, or iISCSI Qualified Name (IQN) to identify

the client.

Next, we use New-1iSCSIVirtualDisk to create a virtual hard disk (VHD) file.

In step 4 and step 5, we call Add-iSCSIVirtualDiskTargetMapping to map the virtual
disk to the iSCSI client group. This process links the recently created virtual disk to the client
group. When a system in the client group ContosoServers queries the iSCSI target for
available resources, the newly-created virtual disk will be presented.

Lastly, we use Get -IscsiServerTarget to query our server for all iISCSI targets. This
returns a list of all target groups, their connectivity status, initiator addresses and presented
disks. This is useful to review your configuration and quickly view or report on the status.
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There's more...

While iSCSI has the flexibility of being implemented over existing IP networks using existing
adapters, in busy environments it may be beneficial to dedicate resources to improve iSCSI
performance. For instance, using network cards with a TCP/IP Offload Engine (TOE) or

a dedicated iSCSI Host Bus Adapter (HBA) in the servers and clients will lessen the CPU
requirements on the systems and improve performance. Additionally, segmenting the traffic
onto a separate network with dedicated HBAs, cabling, and switches can also improve
performance.

See also

For more information about the iSCSI target feature in Windows Server 2012, see http://
blogs.technet.com/b/filecab/archive/2012/05/21/introduction-of-iscsi-
target-in-windows-server-2012.aspx.

Using a iSCSI disk

Once an iSCSI target has been configured and a virtual disk presented, we can configure
clients to access the storage presented. Unlike CIFS or NFS shares, which share files and
objects, iSCSI presents disks from a block level. This means that most applications and
services can utilize the iSCSI disks as if they are physically installed on the system.

Microsoft includes a software iSCSI initiator built into Windows Server 2012 that is capable
of connecting to the iSCSI target. To utilize this initiator, we enable the service, search for
available resources, and connect to the resources.

Getting ready

In this recipe, we are connecting a Windows Server 2012 system to the storage presented in
the Creating iSCSI target and virtual disk recipe.

How to do it...

Complete the following steps to access a remote iSCSI disk:

1. Start the iSCSI initiator and set it to automatic:
Start-Service MSiSCSI
Set-Service MSiSCSI -StartupType Automatic

2. Connect to the iSCSI portal:
New-IscsiTargetPortal -TargetPortalAddress 10.10.10.100



http://blogs.technet.com/b/filecab/archive/2012/05/21/introduction-of-iscsi-target-in-windows-server-2012.aspx
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3. ldentify the available targets:

Star = Get-Iscsilarget

4. Connect to the target:

Connect-IscsiTarget -NodeAddress S$tar.NodeAddress

5. Review the connection information:

Get-IscsiSession

When executed, we will see connection information for our iSCSI target:

BE |

e Administrator; Windows PowerShell

[hwol]: PS5 C Get-Isc

AuthenticationType
T

3 ft:hv0l. corp. conto
0.0.0.0
0001370001

eaderDigest
ent

t 1

: FHa8005cd402 0-4000013700000001

: 1gn.1991-05. com.microsoft:corpdcl-hvcluster-target
@ 0100

By default, Windows comes with the iSCSI initiator service installed, but the service is set to
manual start. We start the process of accessing the iSCSI disk by starting the Microsoft
iSCSI Initiator Service and setting it to start up automatically. This will allow any
drives presented to remain persistent between reboots.

In step 2, we connect the initiator to the iISCSI portal on the target server. The iSCSI
portal provides mapping and security between the client computers and the iSCSI disks.
This command adds the address of the iSCSI portal to the local iSCSI initiator to be used
in the future.

Next, we use Get -IscsiTarget to query the portal and return all targets accessible to the
client. The portal returns a list of resources available to the client based on the initiator ID and
stores the information in the variable star.

Lastly, we use Connect-IscsiTarget to connect to our available targets. At this point,
all iISCSI disks returned by the iSCSI server will be presented to the local system.
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There's more...

If this is the first time the client has connected to the iSCSI drive, it will appear as a new drive—
unformatted and unpartitioned. We can confirm this by opening Computer Management (Start
| compmgmt.msc) and viewing the Disk Management node as shown in the next screenshot.
Once the new disk has been partitioned, future connections will use the drive as normal.

A Computer Management = = -
Eile Action View Help

e 15 BE

Volume | Layout | Type | File System | Status | Capacit}tl Free Space | % Fre
w (C) Simple Basic NTFS Healthy (Boot, ...  59.66 GB  48.82 GB 82 %
o System .. Simple Basic  NTFS Healthy (Syste..  330MB 109 ME N %
< m ¥

|
~

CiDisk 0 -
Basic System Reserved (C)

60.00 GB 350 MB NTFS 59.66 GB NTFS =
Online Healthy (System, Acti || Healthy (Boot, Page File, Crash Dump, Prim ||~
“IDisk 1 |

Unknown

20.00 GB 20,00 GB

Offline i Unallocated

Help

W

B Unallocated Wl Primary partition

Configuring and using iSNS

The Internet Storage Name Service (iSNS) is a central directory of iSCSI targets and iSCSI
initiators. Similar to the idea of a DNS, clients and servers register to the iSNS server, and
then perform a lookup for resources available on the network. Once the list of resources

is returned, the clients can then log into the resources as needed.

In a small or highly-centralized environment, this type of configuration may not be needed.
If your environment has only one or two iSCSI targets, then the built-in target portals will
provide the required information. However, if your environment contains multiple iSCSI targets,

or will eventually grow to include multiple iSCSI targets, the iSNS server provides a central
lookup and registration tool.
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Getting ready

In this example, we will be setting up the simple configuration as shown in the next figure,
with three different systems: iSNS Server, iSCSI Target, and iSCSI Initiator. The iSCSI target
and initiators will both be configured to register with the iSNS server and automatically
access the directory information.

An iSCSI disk has already been created on the target computer and exported to the initiator.
However, no configuration has occurred on the initiator, and it currently does not have access
to the iSCSI LUN.

5 B

iSNS Server iISNS Target iSNS Initiator

How to do it...

Carry out the following steps to configure and use iSNS:

1. Install the iSNS server:
Add-WindowsFeature 1SNS

2. Configure the iSCSI targets to register with the iSNS server:

Set-WmiInstance -Namespace root\wmi -Class WT_ iSNSServer ~
-Arguments @{ServerName:"corpdcl.corp.contoso.com"}

3. Configure iSCSI initiators to register with the iISNS server:

Set-WmiInstance -Namespace root\wmi °
-Class MSiSCSIInitiator iSNSServerClass ~
-Arguments @{iSNSServerAddress="corpdcl.corp.contoso.com"}
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4. Discover and register the targets:

Start-Service MSiSCSI

Set-Service MSiSCSI -StartupType Automatic

Star = Get-IscsiIarget

$tar | ForEach-Object{ Connect-IscsiTarget -NodeAddress °
$ .NodeAddress -IsPersistent $true }

We start on the iSNS server and install the i SNS feature. In addition to the service, this
feature also includes a tool for managing the iSNS zones. The tool can be accessed from
Server Manager | Tools | iSNS Server.

In step 2, we use PowerShell to configure the Windows iSCSI targets to register with the
iISNS server. To accomplish this we access WMI on the server and add an instance in the
WT isNsSServer WMI class. For large or complicated environments, this command can be
repeated to register multiple iSNS servers simultaneously.

We then repeat the registration process on the iSCSI initiators. This time we are adding
an instance to the MSisCSIInitiator iSNSServerClass WMI class. Unlike when
configuring the target, this step can also be done manually by using the Microsoft iSCSI
initiator console.

In step 4, we start up and register the iSCSI initiator. This step is similar to the prior recipe;
however, when using iISNS we are executing Get - IscsiTarget against the iSNS server,
potentially returning results from multiple iSCSI targets. Once the targets are returned, the
script will cycle through the nodes and call Connect-IscsiTarget to attempt to connect
to them persistently.

A iISNS will return all available nodes in the current zone, including
% nodes that the client isn't authorized to access. When this Connect -
IscsiTarget command is executed, it is normal for some errors to be
returned.

As your iSCSI environment grows, the number of targets, LUNs, and initiators may become
difficult to manage. Additionally, attempting to connect to the targets may become slow due
to the large number of resource connections being attempted.
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To resolve this issue, the Microsoft iISNS server supports multiple Discovery Domains.

A discovery domain is a group that contains iSCSI targets and initiators. When a member

of a specific domain requests the available resources, only the resources included in the
member's domain are returned. Similar to Active Directory groups, both targets and initiators
can be included in multiple groups.

To manage the discovery domains, use the iISNS management tool from Server Manager |
Tools | iISNS Server, or call isnsui .exe. Using this tool, shown in the next screenshot, we
can create additional discovery domains and discovery domain sets that can be enabled
as needed:

ISNS Server Properties -
General Discovery Domains | Discovery Domain Sets
Registered iSCSI Initiators and Targets

iSCSI Mame Type Alias Entity
ign. 1991-05.com.mi... Initiator <=MSSWISC5... CORPDCl.cor...
ign. 1991-05.com.mi... Target FS1.corp.con...
ign. 1991-05.com.mi... Target F51.corp.con...
iqn. 1991-05.com.mi... Target F51.corp.con...
< m >

| Details. .. | | Refresh |

| oK | | Cancel |

For more information about the iSNS feature in Server 2012 see http://technet.
microsoft.com/en-us/library/cc772568.aspxX.

Creating an NFS export

Network File System, or NFS, is file sharing technology that is very common in Unix/Linux
environments. Initially used for sharing files similar to CIFS, the use of NFS has grown

to include high-performance environments such as Oracle databases and virtualization.
Features such as connection resiliency and the ability to use either UDP or TCP make NFS
versatile and powerful.
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For Unix/Linux environments, basic share access was traditionally based on IP addressing; file
level security was then used to further restrict access. Microsoft has expanded share security
in NFS to include Kerberos authentication. This allows clients to be fully authenticated and
access granted or restricted by using Active Directory.

NFS exports in Windows can still utilize IP-based security. This is useful

when working in heterogeneous environments with non-Windows
g systems.

Getting ready

In this recipe, we will be working in a simple Active Directory environment for authentication.
Our file server will create a share by using NFS and provide access to our clients.

How to do it...

Carry out the following steps to create an NFS export:

1. Install the NFS server service:

Add-WindowsFeature FS-NFS-Service -IncludeManagementTools

2. Create a new NFS share:

New-Item C:\shares\NFS1l -ItemType Directory
New-NfsShare -Name NFS1 -Path C:\shares\NFS1

When executed, PowerShell will display the new share information as shown in the
following screenshot:

X Administrator: Windows PowerShell

Mew-NfsShare -Mame NFS1 -Path C

AvailabiTity

Standard (not clustered) C

3. Grant access to a remote computer:

Grant-NfsSharePermission -Name NFS1 -ClientName Serverl
-ClientType host -Permission readwrite -AllowRootAccess S$true
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We start on our file server by installing the FS-NFS-Service feature service. This feature
includes everything necessary to present and secure NFS shares to clients.

Once installed, we use New-NfsShare to create the new NFS share. At its simplest, this
command requires a share path and a name. This command can also be used to identify
the type of authentication being used: Kerberos, IP address, or anonymous.

To view the authentication information, execute Get -NfsShare and PowerShell will return
the available authentication types as shown in the following screenshot:

Get-NfsShare -Name NFS1 | Format-List

e Administrator: Windows PowerShell I;li-

are -Name NFS1 | Format-List

: Enabled
i{= Krbs, EKrb5i}

Once the share is created, we call Grant -NfsSharePermission to provide access to the
share. By default, Windows creates a rule for the share of AL, MACHINES with No Access.
If no additional rules exist, access to the share will be restricted. To grant access, we add the
machine or network group and the appropriate type of access.
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To review the permissions for an NFS share, execute Get -NfsSharePremission. The
permissions assigned will be returned to the console as shown in the following screenshot:

Get-NfsSharePermigsion -Name NFS1

Administrator: Windows PowerShell

Serverl L | True
A1l Machines DENY ACCESS Fal=ze

There's more...

In addition to the PowerShell commands for creating shares and granting access, Windows
also includes a built-in tool named Nf sadmin. This tool exposes the dozens of advanced
settings and options in NFS such as configuring to use UDP or TCP, using hard or soft mounts,
timeout periods, and so on.

See also

For more information about NFS in Server 2012 and interoperability with Linux, see http://
blogs.technet.com/b/filecab/archive/2012/10/09/how-to-nfs-kerberos-
configuration-with-linux-client.aspx.

Mounting NFS exports

In addition to exporting shares using NFS, Windows can also mount NFS exports. Windows
can access NFS exports from other Windows servers, as well as from Unix/Linux systems,
making this an ideal technology for sharing files and data in heterogeneous environments.

Getting ready

In this recipe, we will be accessing the NFS export shared in the prior Creating an NFS export
recipe. We will be utilizing the default Kerberos authentication included with NFS.
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How to do it...

Carry out the following steps to mount the NFS export:

1. Install the NFS client:
Install-WindowsFeature NFS-Client

2. Mount the NFS share using the \\server\share naming scheme:
New-PSDrive N -PSProvider FileSystem -Root \\corpdcl\NFS1l

When executed, PowerShell confirms the connection was successful as shown in the
following screenshot:

Y Mew-P5Drive M -PSProwvider FileSystem -Root “\corpdcl MFS1

Uzed (GB) Free (GE) Prowvider Root

FileSystem Wicorpdolh NFS1

In this recipe we start by installing the NFS-C1ient feature on the client computer. By
default, this feature is not installed in Windows Server and must be installed in order to
use NFS mounts.

Next, we use New-PSDrive to map to the network share. This command is similar to the
command used when mounting remote CIFS shares on a system. When connecting to the
remote shares, PowerShell intelligently determines whether the connection is CIFS or NFS
and connects appropriately.

In addition to the PowerShell commands, there is a built-in tool, C: \Windows\System32\
Mount . exe, that can also be used to connect and manage NFS drives. In addition to
mounting NFS shares, it also allows for more advanced settings such as buffer sizes, locking,
and file access. For general use, the default options are sufficient; however, specialized
technologies often suggest changing these advanced options.
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Making CIFS shares highly available

Prior to Windows Server 2012, the only solutions for making file servers redundant was to
use Clustering Services. In that case, if the primary server went offline, the backup server
would take ownership of the cluster resources. This active/passive configuration provided
redundancy during a failure, but forced the connections to be reestablished and caused
issues with some applications. Additionally, the time necessary to identify the failure and
perform the failover could cause data loss or other problems.

In Windows Server 2012, we can now use Cluster Shared Volumes (CSV) to present highly
available file shares. CSV was originally created for hosting virtual machines and allows

for multiple nodes in a Windows cluster to access the same file system simultaneously.
This allows us to present a file share in an active/active configuration with multiple servers
providing the file share. If a server is taken offline for any reason, the client connections will
automatically reconnect to the alternate cluster node without data loss.

Getting ready

For this recipe, we will be using an iSCSI server to host the source drive. Two file servers will
then attach to the same iSCSI virtual disk, and present the clustered share to clients.

We will be using the environment shown in the next with the following addresses:

Role Address

iSCSI target 10.10.10.102
File server—FS1 10.10.10.103
File server—FS2 10.10.10.104
Cluster—CIFS1 10.10.10.106

lllo

FS1
.10.10.103

iSCI
10.10.10.102

lllo

FS2
10.10.10.104 Client
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How to do it...

Carry out the following steps:

1.

Set up iSCSI on the backend server:

Install-WindowsFeature -Name FS-iSCSITarget-Server, 1iSCSITarget-
VSS-VDS

New-1SCSIServerTarget -Targetname "FSCluster"
-InitiatorID "IPAddress:10.10.10.103","IPAddress:10.10.10.104"
New-Item e:\1SCSIVirtualDisks -ItemType Directory
New-18CSIVirtualDisk "e:\1SCSIVirtualDisks\Drivel.vhd" -Size 20GB
Add-iSCSIVirtualDiskTargetMapping -Targetname "FSCluster" ~
-DevicePath "e:\18CSIVirtualDisks\Drivel.vhd"

This is the same process as used in the Creating iSCS/
s target and virtual disk recipe.

Set up iSCSI clients on the file servers:

Invoke-Command -ComputerName FS1, FS2 -ScriptBlock({
Install-WindowsFeature -Name Failover-Clustering
-IncludeManagementTools

Start-service msiscsi

Set-service msiscsi -StartupType Automatic
New-IscsiTargetPortal -TargetPortalAddress 10.10.10.102
Star = Get-iscsitarget

Connect-iscsitarget -NodeAddress S$tar.NodeAddress

}

This is the same process as used in the Using a iSCSI
e disk recipe.

Create the failover cluster:

New-Cluster -Name FSCluster -Node "FS1","FS2" °
-StaticAddress 10.10.10.106

Add the Cluster Scale Out File Server role:

Get-Cluster FSCluster | Add-ClusterScaleOutFileServerRole -name
CIFs1
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5.

10.

Run the validation tests:
Get-Cluster FSCluster | Test-Cluster

List the available disks:
Get-Cluster FSCluster | Get-ClusterAvailableDisk

Add disks to the cluster:
Get-Cluster FSCluster | Get-ClusterAvailableDisk | Add-ClusterDisk

Convert disks to CSV:

Get-Cluster FSCluster | Add-ClusterSharedVolume -Name "Cluster
Disk 1"

Create the clustered share:

Invoke-Command -ComputerName FS1 -ScriptBlock({
New-Item "c:\clusterstorage\volumel\Sharel" -ItemType Directory
New-SmbShare -Name Sharel -Path "c:\clusterstorage\volumel\Sharel"

}

Connect to the cluster share the same as if it was a standard server share:
\\cifsl\Sharel

NI cfsl -[alx]
“ Home Share View W @
@O = @‘_"ﬁ v Metwork » cfsl » W G| ‘ Search cfs1 j o ‘

)
. Favorites Sharel

Deslt £ Sh
B Desktop - are
4 Downloads

=l Recent places

- Libraries
3 Documents
rJ“- Music
=/ Pictures

W
B vidzne
o

1 item 1 item selected 1 =
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In step 1, we start the process by creating an iSCSI target for our file server clients. We install
the iSCSI features on the server and then create a new target group named FSCluster that
is zoned with the IP addresses of our file servers. We then create a new iSCSI disk and map
the disk to the cluster.

In this example, we are using Windows iSCSI target and initiators. Instead
of hosting the storage on a Windows server, we can also use an iSCSI or
T~ Fibre Channel SAN instead.

In step 2, we set up the file servers. We start by installing the Failover-Clustering
feature on both of the servers. We then start the iSCSI initiators and configure them to
connect to the target configured in step 1. Finally, both file servers connect to the iSCSI target.

Next, we create the failover cluster. First, we create the cluster named FSCluster and assign
it a static IP address. We then add the Scale Out File Server role to this cluster. This
role enables the servers to use Cluster Shared Volumes across the nodes and present
file shares from the volumes.

Next, we call Test-Cluster to run validation tests on the cluster. The validation tests check
that the networking, shared storage, unshared storage, performance, and failover capabilities
are suitable for clustering. This process tests the cluster for all clustering features and some
errors will be expected. Review the generated report and specifically confirm that the CSV
tests completed successfully. In order to proceed, the test process must succeed.

In step 6, we query the cluster and return the available disks for clustering. In this example,
the command will return only one result. If no disks are returned, something is wrong with the
iSCSI or clustering configuration and needs to be resolved.

In step 7 we use Add-ClusterDisk to add the available disks into the cluster. Then in step
8, we call Add-ClsuterSharedvolume to add the disk as a CSV resource. This command
will mount the disk on our file servers under C: \ClusterStorage\Volumel.

Lastly, we create the clustered share and connect to the cluster name. We connect to the first
file server and create a directory in our ClusterStorage folder named Sharel. We then
use New-SmbShare to create a new CIFS share for the new folder; this share is automatically
included as a cluster resource.
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See also

More information about using failover clustering for highly available file shares can be
found at http://blogs.technet.com/b/clausjor/archive/2012/06/07/smb-
transparent-failover-making-file-shares-continuously-available.aspx.

Configuring DFS and DFSR replication

Distributed File System (DFS) and Distributed File System Replication (DFSR) allow for
information to be replicated and accessed using a common namespace. This namespace can
contain resources from multiple different systems and in different locations, yet users are
able to access the information using a common name.

The most common usage of these technologies is Windows Active Directory, which stores and
replicates user information among domain controllers.

Getting ready

In this recipe, we will be using our two file servers, namely FS1 and FS2, to configure
a DFS namespace. We will add folders to the DFS namespace and configure replication
between the servers.

Corp.contoso.com

E —>
meee- Public
- :_

bo----- Marketing

b Sales

How to do it...

Carry out the following steps to configure DFS and DFSR replication:

1. Create the shares for the DFS root:
Invoke-Command -ComputerName FS1, FS2 -scriptblock({
New-Item C:\Shares\Public -ItemType Directory
New-SmbShare -Name Public -Path C:\Shares\Public -FullAccess
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Everyone

}

Create the DFS root on both servers:

New-DfsnRoot -TargetPath \\FS1\Public -Type DomainV2
New-DfsnRootTarget -TargetPath \\FS2\Public

Create the shares for Marketing and Sales:

Invoke-Command -ComputerName FS1, FS2 -ScriptBlock({

New-Item C:\Shares\Marketing -ItemType Directory

New-Item C:\Shares\Sales -ItemType Directory

New-SmbShare -Name Marketing -Path C:\Shares\Marketing -FullAccess
Everyone

New-SmbShare -Name Sales -Path C:\Shares\Sales -FullAccess
Everyone

}

Add the new shares to the DFS root:

New-DfsnFolder -Path \\corp\Public\Marketing -TargetPath \\FS1\
Marketing

New-DfsnFolder -Path \\corp\Public\Sales -TargetPath \\FS1l\Sales
New-DfsnFolderTarget -Path \\corp\Public\Marketing -TargetPath \\
FS2\Marketing

New-DfsnFolderTarget -Path \\corp\Public\Sales -TargetPath \\FS2\
Sales

Create a DFSR replication group:

DfsrAdmin RG New /RgName:Public /Domain:corp.contoso.com

Add the file servers to the replication group:

DfsrAdmin Mem New /RgName:Public /MemName:FS1 /Domain:corp.
contoso.com
DfsrAdmin Mem New /RgName:Public /MemName:FS2 /Domain:corp.
contoso.com

Create replication folders:

DfsrAdmin Rf New /RgName:Public /RfName:Marketing /RfDfspath:\\
corp.contoso.com\Public\Marketing /force

DfsrAdmin Rf New /RgName:Public /RfName:Sales /RfDfspath:\\corp.
contoso.com\Public\Sales /force
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8.

Configure the replication folder paths:

DfsrAdmin Membership Set /RgName:Public /RfName:Marketing /
MemName: FS1 /LocalPath:C:\Shares\Marketing /MembershipEnabled:true
/IsPrimary:true /force

DfsrAdmin Membership Set /RgName:Public /RfName:Marketing /
MemName : FS2 /LocalPath:C:\Shares\Marketing /MembershipEnabled:true
/IsPrimary:false /force

DfsrAdmin Membership Set /RgName:Public /RfName:Sales /MemName:FS1
/LocalPath:C:\Shares\Sales /MembershipEnabled:true /IsPrimary:true
/force

DfsrAdmin Membership Set /RgName:Public /RfName:Sales /
MemName: FS2 /LocalPath:C:\Shares\Sales /MembershipEnabled:true /
IsPrimary:false /force

Create connections between the servers:
DfsrAdmin Conn New /RgName:Public /SendMem:corp\FS1 /Recvmem:corp\
FS2 /ConnEnabled:true

DfsrAdmin Conn New /RgName:Public /SendMem:corp\FS2 /Recvmem:corp\
FS1 /ConnEnabled:true

We start by configuring folders and CIFS shares for the DFS root. We use Invoke-Command to
execute the commands on both servers simultaneously.

In step 2, we create the DFS root. We start by creating the DFS root on server FS1 at \\FS1\
Public and configure it as a domain DFS root. This type of DFS root is more flexible and
allows for replication and other location-aware features. We then add \\FS2\Public as

an additional target for the root.

Now that the root is configured, in step 3 we set up additional shares to be added to the
DFS root. In this case, we are creating two folders and two CIFS shares: Marketing and
Sales. We default the permissions for these shares to full access for everyone, which is
not a preferred configuration in a production environment.

X It is possible to create folders directly inside the DFS root. This type
of configuration limits the scalability and functions of DFS. Instead,
s it is best practice to create additional file shares and add them to

the DFS tree.

In step 4, we add our new shares to the DFS tree. We first use New-Df snFolder to add the
share in the DFS, and then use New-Df snFolderTarget to add additional targets to the DFS
object. Here, we are only configuring two targets; however multiple targets can be configured for
each share across multiple servers. At this point our DFS configuration is complete.
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Once our DFS hierarchy is created, we can create our replication policies. To manage
replication we use the Df srAdmin . exe tool found in the Windows directory. Df srAdmin
includes built-in help that can be viewed by calling Df srAdmin.exe /?.

In step 5, we use df sradmin rg to create a new replication group named Public in our
corp.contoso.com domain. A replication group is used to contain the servers, shares,
and replication policies.

Next, we call df sradmin mem to add our file servers as members to the new replication group.

In step 7, we use df sradmin rf to add our DFS folders to the new replication group. This
command creates a replication folder that links the newly-created replication group to the
DFS folders on the file servers.

In step 8, we configure the replication folders. We call df sradmin membership set for
each server/share included in the replication group. This configures the replication folder
with the local folder on the file server. Additionally, the /IsPrimary: true switch configures
FS1 as the primary source of information for both shares. When replication begins, the
primary source will overwrite any conflicting items on the target servers.

Finally, we use df sradmin conn new to create replication connections between the file
servers. Here, we create two connections: the first from FS1 to FS2, and the second from
FsS2 to FS1. Additional servers and links can be configured, including cross-site links in
order to replicate data to other locations.

Configuring BranchCache

BranchCache is a technology designed by Microsoft to ease file and website access in remote
branch offices. These sites traditionally utilize slow WAN links, resulting in slow access to
centralized services.

Similar to a proxy server, BranchCache intelligently caches information requests across a WAN
link. Once in the cache, subsequent requests are fulfilled by the cache instead of resending
the information across the network.

There are two types of BranchCache: file servers and web servers. As the names suggest
BranchCache for file servers caches information accessed from CIFS shares, while
BranchCache for web servers caches information accessed from web sites. Windows clients
utilize group policies to define if they should use BranchCache and how to discover the
BranchCache resources.
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Getting ready

In this recipe, we will be working in an Active Directory environment with a remote site similar
to the one shown in the next figure. In the corporate office, there is a file server FS1, and at
the remote office, there is a BranchCache server named BC1. The two sites are joined by

a WAN link.

CORP FS1

We will also create a Group Policy (GPO) for the servers and clients in the branch office.
This group policy will set the following registry keys on the client:

Location Setting Value
HKLM\Software\Policies\Microsoft\ Enable 1
PeerDisk\Service

HKLM\Software\Policies\Microsoft\ Enable 1

PeerDisk\CooperativeCaching

HKLM\Software\Policies\Microsoft\ SCPDiscoveryEnabled 1
PeerDisk\HostedCache\Discovery

How to do it...

Carry out the following steps to configure BranchCache:

1. Create a Group Policy (GPO) for the clients in the remote office:

New-GPO -Name "BranchCache Client"

2. Add the appropriate registry values to the GPO:

Set-GPRegistryValue -Name "BranchCache Client"
-Key HKLM\SOFTWARE\Policies\Microsoft\PeerDist\Service ~
-Valuename Enable -Value 1 -Type DWord

Set-GPRegistryValue -Name "BranchCache Client"
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-Key HKLM\SOFTWARE\Policies\Microsoft\PeerDist\CooperativeCaching

-Valuename Enable -Value 1 -Type DWord

Set-GPRegistryValue -Name "BranchCache Client"

-Key HKLM\SOFTWARE\Policies\Microsoft\PeerDist\HostedCache\
Discovery °

-ValueName SCPDiscoveryEnabled -Value 1 -Type DWord

3. Apply GPO to the branch site as follows:
New-GPLink -Name "BranchCache Client" -Target Branch

4. Install BranchCache on all participating systems in the following way:

Invoke-Command -ComputerName FS1, BCl, Clientl -ScriptBlock {

Install-WindowsFeature BranchCache, FS-BranchCache
-IncludeManagementTools

}

»  This step is only needed if the client computers are running Windows
% Server 2012. Windows 8 has the BranchCache client installed
g automatically and it just needs to be enabled.

5. Publish the BranchCache web server:
Publish-BCWebContent -Path C:\InetPub\WWWRoot

6. Publish the BranchCache file server:
Publish-BCFileContent -Path C:\Shares\Sales

7. Configure the BranchCache host:
Enable-BCHostedServer -RegisterSCP

8. Update BranchCache clients:

GPUpdate /force
Restart-Service peerdistsvc

We start by creating a group policy named BranchCache Client for our clients and
servers in the remote branch. In this GPO, we add three settings: Service—which enables
the BranchCache server, CooperativeCaching—which specifies the caching type, and
Discovery—which enables discovery of the BranchCache servers via DNS. We then link the
new GPO to our remote branch site.
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In step 4, we install the BranchCache feature on all participating systems. This is performed
on the file and web servers that host the content, the BranchCache server, and the client

systems. In this scenario, there are three systems included: Fs1—the file server hosting the
content, BC1—the remote BranchCache server, and client1—our first BranchCache client.

In steps 5 and 6, we use PublishBCWebContent and PublishBCFileContent to
publish the content to be cached. This process configures the necessary information for
the BranchCache clients to identify when content has changed and the cached content is
out of date.

Lastly, we update the BranchCache clients. First, we execute GPUpdate to ensure the client
has the latest caching policies. Then; we restart the peerdistsvc service, which performs
the caching process on the clients and servers. This ensures that the clients have the
updated policy from the GPO.

When a file or web content is accessed from the remote site, it will be intelligently cached by
the BranchCache server. When a second client in the site accesses the same content, instead
of being accessed across the WAN link, the content will be provided by the caching server.

To confirm that the data is being cached, you can execute Get -BCStatus from the
BranchCache server BC1. The result will be similar to that shown in the following screenshot:

DataCache:

ectoryPath
erviceProfil
PercentageDf

zeAsNumberOfBytes
Current ) NumberOfBytes
CurrentActiveC ze

DataCacheExtensions:

The CurrentActiveCacheSize shows how much data is currently in the cache and ready
to service additional clients.

For more information about using BranchCache see http://technet .microsoft.
com/en-us/library/jj862369.aspxand http://www.microsoft.com/en-us/
download/details.aspx?id=30418.

224



http://technet.microsoft.com/en-us/library/jj862369.aspx
http://technet.microsoft.com/en-us/library/jj862369.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=30418
http://www.microsoft.com/en-us/download/details.aspx?id=30418

Managing Windows
Updates with
PowerShell

In this chapter, we will cover the following recipes:

» Installing Windows Server Update Services
» Configuring WSUS update synchronization
» Configuring the Windows update client

» Creating computer groups

» Configuring WSUS auto-approvals

» Reporting missing updates

» Installing updates

» Uninstalling updates

» Configuring WSUS to inventory clients

» Creating an update report

» Exporting WSUS data to Excel
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Introduction

Windows Server Update Services (WSUS) is a feature included in Windows Server 2012 that
allows administrators to manage the distribution of updates, hotfixes, and service packs to
clients. WSUS downloads updates from the public Microsoft Update servers, and clients then
connect to the WSUS server to download and install the updates. WSUS allows administrators
to control which updates are installed in their environment, enforce their installation, and
report on compliance.

This chapter details the installation and configuration of WSUS as well as the Windows Update
client. Additionally, this chapter will include methods to automate update installation, report
on installed updates, and report on hardware and software inventory.

Installing Windows Server Update Services

Microsoft Windows Server Update Services is a built-in feature of Server 2012 that can be
installed in any Server 2012 edition. The update service provides simplified, centralized
management of updates in your environment. This feature inventories the updates installed
on computers, downloads the updates, and then distributes them to clients as defined by
the administrator.

For WSUS to function, two steps are needed: install the Update Services feature, and perform
the initial configuration, which is referred to as the postinstall phase. This postinstall phase
finalizes the WSUS installation by configuring the database and location to store the updates.

Getting ready

To perform this recipe, we will be using a domain-joined server with access to the Internet.
Once the Update Services feature is installed, we will perform the initial configuration of
the system and perform the initial update synchronization. All of the tasks shown will be
performed locally on the update server.

_ Windows Server Update Services can be deployed in many different
% configurations, for example, a secure environment without Internet
A access, or a large corporation with multiple sites. In this recipe, we will be
deploying a simple, single server configuration.
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How to do it...

Carry out the following steps in order to install Windows Server Update Services:

1.

4.

Install the UpdateServices feature:

Install-WindowsFeature UpdateServices -IncludeManagementTools

Perform the initial configuration:

New-Item E:\MyContent -ItemType Directory
& 'C:\Program Files\Update Services\Tools\WsusUtil.exe'
postinstall contentdir=e:\Mycontent

Review the current synhronization settings:
SmyWsus = Get-WsuscServer

SmyWsus .GetSubscription ()

When executed, we will see the current configuration as shown in the
following screenshot:

1zeAutomatical lyTimeOfDay :
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000-01-01 00:00:01. 000

ationsPerDay 3
: False

If you are using a proxy server to access the internet, then configure for using a
proxy (optional) as follows:

SwuConfig = $myWsus.GetConfiguration ()

SwuConfig.ProxyName = "proxy.corp.contoso.com"
SwuConfig.ProxyServerPort = 8080

SwuConfig.UseProxy = S$true

SwuConfig.Save ()

Perform the initial synchronization (only syncs categories):

SmySubs = SmyWsus.GetSubscription()
SmySubs.StartSynchronizationForCategoryOnly ()
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6. Get a report on the synchronization status as follows:

SmySubs.GetSynchronizationProgress ()
SmySubs.GetSynchronizationStatus ()
SmySubs.GetLastSynchronizationInfo ()

When completed, we will see the synchronization results as shown in the
following screenshot:

= T= |

) Administrator: Windows PowerShell

. GetSynchroniza

ime
StartedManually
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We start by installing and configuring the UpdateServices feature on our server. To install,
we simply use Install-WindowsFeature. Once installed, there is an initial configuration
that needs to take place. At its simplest, we use the contentdir switch to define the
directory for the downloaded content to be placed. Additionally, if you have an existing SQL
server on which you would like to host the WSUS database, you can specify it by using the
SQL Instance Name switch.

. The & symbol used in step 2 at the beginning of the postinstall
% command signals PowerShell to execute a remote command and not return
s to the Command Prompt until the command is finished. We then use this
as a signal the system is ready to continue with the configuration.

Next, we create a connection to the WSUS server and review the current synchronization
settings. By default, SynchronizeAutomatically is setto False. This tells

us that the system is configured to not synchronize automatically. In addition, the
LastSynchronizationTime shows 1/1/0001 12:00:00 AM because no synchronization
has occurred yet. In step 4, if a proxy server is used to access the Internet, we configure
Windows Update to use the proxy server. This is accomplished by first retrieving the WSUS server
configuration. Then, we update the configuration with the ProxyName, ProxyServerPort,
and UseProxy values. Finally, we call the Save () method to save the configuration to the
server. If no proxy server is required in your environment, this step can be skipped.
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In order to further configure WSUS, we need to perform an initial synchronization. We start
by calling the GetSubscription () method to load the current subscription information.
We then call StartSynchronizationForCategoryOnly () method to perform the initial
synchronization. The initial synchronization does not download any updates; however, it
contacts Microsoft's update servers and downloads the update category information. This
includes information about the currently supported products and types of updates available
for download.

Finally, we report on the synchronization status. Depending on the speed of your network
connection and the number of updates being synchronized, the synchronization process
can take a while to complete. Here we are executing three different commands: the first
command, Get-SynchronizationProgres (), returns the current synchronization
progress including the number of items to process and items currently processed.

The second command, GetSynchronizationStatus (), returns the current status
(Processing or NotProcessing) of the synchronization process. The last command,
GetLastSynchronizationInfo (), returns information about the last synchronization
that occurred.

There's more...

As Windows Update uses the HTTP and BITS protocols, it is possible to load balance clients
among multiple update servers. To accomplish this, we can configure Network Load Balancing
among the update servers, similar to balancing an IIS site. Information on configuring a web
server for load balancing can be found in the Monitoring load balancing across NLB nodes
recipe in Chapter 3, Managing IIS with PowerShell.

See also

For more information on the available PowerShell cmdlets for WSUS, see http://technet.
microsoft.com/en-us/library/hh826166.aspx.

Configuring WSUS update synchronization

Once the initial synchronization is finished, we can configure what applications and types of
updates we want WSUS to scan and patch. Once identified, during the next synchronization
process, the server will download the scanning criteria for those updates. Additionally, we
can configure the synchronization process to occur automatically throughout the day, and
without intervention.
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Getting ready

For this recipe, we will be using our server that has just finished the initial synchronization,
similar to the prior recipe. In this recipe, we will only be synchronizing the information for the
following products:

» Forefront Client Security

» SQL Server 2008 R2

» Office

» Windows

Additionally, we will specify the following update types, or classifications, to synchronize:

» Update Rollups

» Security Updates
» Critical Updates

» Definition Updates
» Service Packs

» Updates

These steps can also be performed on an existing update server, but care should be taken as
this process will overwrite any existing configurations.

How to do it...

Carry out the following steps to configure WSUS update synchronization:

1. Define the product categories to include, as follows:

S$myProducts = Get-WsusProduct |
Where-Object {$_ .Product.Title -in ('Forefront Client Security', °
'SQL Server 2008 R2', 'Office', 'Windows')}

$myProducts | Set-WsusProduct

2. Define the update classifications to include, as follows:

S$myClass = Get-WsusClassification |
Where-Object { $_ .Classification.Title -in ('Update Rollups',
'Security Updates', 'Critical Updates', 'Definition Updates',

'Service Packs', 'Updates')}
$myClass | Set-WsusClassification
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3. Initiate synchronization:

SmySubs = SmyWsus.GetSubscription ()
SmySubs.StartSynchronization ()

4. Configure automatic synchronization:

Smysubs = SmyWsus.GetSubscription()
Smysubs.SynchronizeAutomatically = S$Strue
Smysubs .NumberOfSynchronizationsPerDay = 1
Smysubs.Save ()

We start our process by identifying the products that we want WSUS to patch. We do this by
calling Get -WsusProduct to return all available products and filtering based on the title. The
filtered contents are then piped into Set -WsusProduct to set the products to synchronize in
the future. In this instance, we are including in only four products: Forefront Client Security, SQL
Server 2008 R2, Office, and Windows. Different environments will include different products.

In most environments, not all products updated by WSUS exist, so this step helps to limit the
downloading and testing that is necessary. Additionally, there may be some products in your
environment that business requirements mandate that you patch manually. An example of
this is a mail server or other critical component that requires manually shutting down and
restarting of services when patching.

In step 2, we identify the types of updates to include. This time we call Get -
WsusClassification to return the available classifications, and filter based on the title
of the classification. The filtered list is then piped into Set -WsusClassification to set
the classification types to include in the synchronization.

In step 3, we call StartSynchronization () to initiate the update synchronization.
This downloads details about the updates and information on how WSUS will identify whether
the updates are needed or are already installed.

Lastly, we configure the synchronization to occur automatically during the day so

that manual effort is not required to update the WSUS server. First, we set
SynchronizeAutomatically to Strue to enable automatic synchronization,

then we set NumberOfSynchronizationsPerDay to 1. WSUS can be configured to
synchronize up to 24 times a day; however, normally one or two times per day is sufficient.
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There's more...

A full list of available products and update types can be viewed by executing the following
commands in PowerShell. This will help identify which products and categories are available
to include in steps 1 and 2 before .

» To list all available products for WSUS, use the Get -WsusProduct command.

» To list all available classifications, use the Get -WsusClassification command.

Configuring the Windows update client

The Windows update client on servers and workstations default to downloading updates from
Microsoft's public update servers. In a business environment, this is not always desirable due
to unpredictable installation schedules and potentially varied patch revisions.

Once the update server is configured, we can configure the Windows update client. At its most
simplistic configuration, the client configuration includes the address of the update server and
a setting instructing the client to use the update server.

Getting ready

The simplest way to configure the clients is to create one or more group policies that define
the address of the local update servers. This group policy can then be deployed to the entire
Active Directory (AD) environment, specific sites, or only a subset of computers.

Our group policy will define the following registry setting on our clients:

Path Name Value
HKLM\Software\Policies\ UseWUServer 1
Microsoft\Windows\

WindowsUpdate\AU

HKLM\Software\Policies\ AUOptions 2
Microsoft\Windows\

WindowsUpdate\AU

HKIM\Software\Policies\ WUServer http://update.corp.
Microsoft\Windows\ contoso.com: 8530
WindowsUpdate

HKLM\Software\Policies\ WUStatusServer http://update.corp.
Microsoft\Windows\ contoso.com: 8530
WindowsUpdate
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How to do it...

Carry out the following steps in order to configure the Windows Update client:

1. On the update server, confirm the WSUS address and port:

Get-WsusServer | Format-List *

2. Create the group policy:
New-GPO -Name "WSUS Client"

3. Link the group policy to a site:
New-GPLink -Name "WSUS Client" -Target "DC=Corp,DC=Contoso,DC=Com"

4. Add registry key settings to the group policy to assign the WSUS server:

$wuServer = "http://update.corp.contoso.com:8530"
Set-GPRegistryValue -Name "WSUS Client" ~

-Key "HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate\AU" °
-ValueName "UseWUServer" -Type DWORD -Value 1

Set-GPRegistryValue -Name "WSUS Client" ~

-Key "HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate\AU" °
-ValueName "AUOptions" -Type DWORD -Value 2

Set-GPRegistryValue -Name "WSUS Client" ~

-Key "HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate" ~
-ValueName "WUServer" -Type String -Value S$wuServer
Set-GPRegistryValue -Name "WSUS Client" ~

-Key "HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate" ~
-ValueName "WUStatusServer" -Type String -Value $wuServer

5. On the client, update the group policy to load the new settings (optional):
Gpupdate /force

6. Initiate a update scan on the client (optional):

Wuauclt /detectnow

We start by using Get -WsusServer to review the Windows update server configuration.
Specifically, we are looking for the values on the lines labeled PortNumber and
UseSecureConnection. This defines how clients will connect to the update server.
The results of these values will help define the connection in our group policy.
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In the second step, we use New-GPO to create a new group policy named WSUS Client. This
policy will house all the settings necessary for our clients to access our WSUS server. A best
practice for group policies is to create a new policy for each setting. By creating a separate
policy for the update server, we can easily change this or other settings in the future.

Next, in step 3, we use New-GPLink to link our new group policy to the root of our domain.
Because we are placing this policy at the root of the domain, all domain clients will receive
the policy. If instead we want to target a specific OU, we can change the -Target switch to
a specific OU such as ou=desktops, dc=corp, dc=contoso, Or dc=com

In step 4, we then add the appropriate values to the group policy. Here, we start by defining our
update server address by using HTTP or HTTPS and the port number identified in step 1. We
then call Set-GPRegistryValue to assign the attributes needed to use the update server.

Finally, we update the client and scan for updates. We can manually initiate the client update
by executing GPUpdate /force, which tells the client to download the latest group policies
and apply them. Then, we initiate a scan by executing Wwuaclt /detectnow. These steps
are not necessary for the clients to function properly as they will occur automatically during
the next GPO refresh and scanning cycle. However, it is useful to manually initiate the
scanning to confirm the systems are reporting properly.

There's more...

In a non-domain environment, or with non-domain joined computers, you can configure clients
to use the update server directly. To accomplish this, we can either use a local computer policy
or assign the registry keys directly. Following is an example of configuring the local registry
keys of the local client to use the update server:

New-ItemProperty -PropertyType String °

-Path HKLM:\Software\Policies\Microsoft\Windows\WindowsUpdate °
-Name WUServer -Value "http://update.corp.contoso.com:8530"
New-ItemProperty -PropertyType String °

-Path HKLM:\Software\Policies\Microsoft\Windows\WindowsUpdate °
-Name WUStatusServer -Value "http://update.corp.contoso.com:8530"
New-ItemProperty -PropertyType DWord °

-Path HKLM:\Software\Policies\Microsoft\Windows\WindowsUpdate\AU
-Name UseWUServer -Value 1

Here, we are calling New-ItemProperty to create/update registry values on the
local computer. These commands are setting the WuServer, WUStatusServer, and
UseWUServer values; these are the minimum settings needed to use a WSUS server.
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See also

» More information about the Group Policy PowerShell cmdlets can be found at
http://technet.microsoft.com/en-us/library/ee461027.aspx

» More information about the available WSUS client registry keys can be found at
http://technet.microsoft.com/en-us/library/dd939844 (v=ws.10) .
aspx

Creating computer groups

One of the great features of Windows Server Update Services is its ability to group computers.
Once a group is created, updates can be deployed and reporting can be performed on

a group-by-group basis. This allows for servers and clients to be grouped by application,
criticality, or business unit, each with different update policies applied to them.

In this recipe, we will be using an update server with multiple clients. We will be creating a
group for the domain controllers in our environment in order to maintain a consistent patch
level on the systems.

Getting ready

For this recipe we will be using a WSUS server configured as shown in the Configuring
WSUS update synchronization recipe with one or more clients configured as shown in
the Configuring the Windows update client recipe.

How to do it...

In order to create computer groups, carry out the following steps:

1. Create the computer group:

SmyWsus = Get-WsusServer
SmyWsus .CreateComputerTargetGroup ("Domain Controllers")

2. Add clients to the computer group:

Get-WsusComputer -NameIncludes corpdc |
Add-WsusComputer -TargetGroupName "Domain Controllers"

3. List the clients in the computer group:

$myGroup = $myWsus.GetComputerTargetGroups () |
Where-Object Name -eq "Domain Controllers"
Get-WsusComputer |

Where-Object ComputerTargetGroupIDs -Contains SmyGroup.Id
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When executed, the contents of the new computer group will be displayed as shown in the
following screenshot:

ey Administrator: Windows PowerShell

> SmyGroup = Smyd GetComputerTargetGroups ()
-0Object Mame -e omain Controllers”
Get-WsusComputer | °
Where-0bject ComputerTargetGroupIDs -Contains SmyGroup. Id

pdcl. corp. contos fe80::480d: Server 2012 2,

0. Com b: 8998 PM

We start by connecting to the WSUS server and calling CreateComputerTargetGroup to
create a computer group named Domain Controllers.

In step 2, we add our domain controller to the new group. We do this by first calling Get -
WsusComputer to search for clients of the update server with a name like corpdc. This
command allows us to search using the NetBIOS name of the server and return the object
even if it has been identified by using its fully-qualified name. The result is piped into Add-
WsusComputer to add the computers to our new group as shown in the preceding screenshot.

Lastly, we can use PowerShell to return the list of clients in the group. We start by calling
GetComputerTargetGroups to search for computer groups and filtering for our Domain
Controllers group. We then use Get -WsusComputer to return all of the computers, and
then filter this list based on the group membership to return the members of our group.

Configuring WSUS auto-approvals

Another great feature of Windows Server Update Services is the ability to automatically
approve updates. This allows the administrator to define specific application updates
or types of update to be automatically downloaded and installed on client computers.

Getting ready

It is not uncommon in some environments to create a rule that automatically approves all
critical security updates and enforces the automatic installation. In this recipe, we will create
a rule to automatically install all Critical Updates and all Definition Updates to our
newly created Domain Controllers group.
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How to do it...

WSUS auto-approvals can be configured by using the following steps:

1. Create the auto-approval rule:

SmyWsus = Get-WsusServer
SmyRule = SmyWsus.CreateInstallApprovalRule ("Critical Updates")

2. Define a deadline:

SmyDeadline = New-Object
Microsoft.UpdateServices.Administration.
AutomaticUpdateApprovalDeadline
$SmyDeadline.DayOffset = 3
$SmyDeadline.MinutesAfterMidnight = 180
$SmyRule.Deadline = $myDeadline

3. Add update classifications to the rule:

SmyClass = $myRule.GetUpdateClassifications()
SmyClass.Add ( ($myWsus.GetUpdateClassifications() | °
Where-Object Title -eq 'Critical Updates'))
$myClass.Add ( ($myWsus.GetUpdateClassifications() | °
Where-Object Title -eq 'Definition Updates'))
SmyRule.SetUpdateClassifications (SmyClass)

4. Assign the rule to a computer group:

SmyGroups = New-Object
Microsoft.UpdateServices.Administration.
ComputerTargetGroupCollection

$myGroups .Add ( ($myWsus.GetComputerTargetGroups () | °
Where-Object Name -eqg "Domain Controllers"))
SmyRule.SetComputerTargetGroups ($SmyGroups)

5. Enable and save the rule:

SmyRule.Enabled = S$Strue
$myRule.Save ()
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6. Review the rules and classifications to confirm the settings:

SmyWsus.GetInstallApprovalRules ()

$myApproval = $myWsus.GetInstallApprovalRules() |
Where-Object Name -eq 'Critical Updates'

$myApproval .GetUpdateClassifications() | Select-Object Title
SmyApproval .GetComputerTargetGroups ()

When completed, we will see the current rules and target groups as shown in the
following screenshot:
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We start off by connecting to the update server and calling CreateInstallApprovalRule
to create our approval rule. In this situation, we name the rule Critical Updates because
we are creating a rule that will automatically apply all updates classified as critical to a set

of computers.

In step 2, we create an installation deadline. The deadline provides a grace period

for users and administrators to install the updates manually. If the updates are not

installed by the deadline, they will be automatically installed. First, we create an
AutomaticUpdateApprovalDeadline object. Next, we define the DayOf fset to identify
how many days (3) after the update approval that the update will be forced. Then, we define
MinutesAfterMidnight, which identifies what time during the day (3 a.m. in our case) the
updates will be installed. Then, we apply our new deadline to our approval rule.
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Next, we identify what update types we want to be included in our deadline. First we call
GetUpdateClassifications to get a list of the current update types in our rule and
place them into the SmyClass object. Next, we call SmyClass.Add in order to add all

Critical Updates andDefinition Updates to the classifications. Finally, we use
SetUpdateClassifications to apply the update classifications to our approval rule.

In step 4, we assign our rule to our computer group. First, we create a
ComputerTargetGroupCollection object. Then, we use GetComputerTargetGroups
to list the computer groups and filter on the group name. Finally, we call
SetComputerTargetGroups to apply the computer groups to our approval rule.

Finally, we call Enable and Save () to enable and save the rule. Enabling the rule activates
it and allows computers to apply the included updates. Saving the rule commits the
configurations that we have applied.

When finished, we call GetInstallApprovalRules and GetComputerTargetGroups to
review the new automatic approval rule that we have created and the appropriate configuration.

Reporting missing updates

When managing updates, the first step Windows performs is scanning for reporting on the
applicable updates. This is performed automatically by the Windows update client randomly
during the day and reported to the update server. However, this process can be manually
initiated and the results viewed at the local client.

Getting ready

In this recipe, we will be working with a client that has already been configured with a local
update server.

How to do it...

Complete the following steps to report on missing updates:

1. Create the searcher object:

$searcher = New-Object -ComObject Microsoft.Update.Searcher
Ssearcher.Online = S$Strue
Ssearcher.ServerSelection = 1

2. Define the search criteria:

Sresults = S$searcher.Search('IsInstalled=0")
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3. Display the results:

$results.Updates |
Select-Object @{Name="UpdateID";
Expression={$_ .Identity.UpdateID}}, Title

When executed, the list of available updates will be returned as shown in the
following screenshot:
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PowerShell uses ComObject to access the local update client. For the most part, this
functions exactly the same way as the managed code objects used for the update server.
However, as shown here, they are accessed slightly differently. Once we create the
Microsoft.Update.Searcher object, we configure the object settings.

| In this example, we are configuring ServerSelection = 1, which
% tells the update client to use the local update server. If we change this
L to ServerSelection = 2,the update client will search against
Microsoft's public update servers.

Next, we define our search criteria and begin scanning by calling $Ssearcher.Search.

In this example we use the simple criteria of IsInstalled=0, to show updates that are
applicable to the system. The results of the searcher are saved to a $results variable.

This criteria can be modified to scan for specific updates, certain types of updates, or updates
for specific products.

Lastly, we call $Sresults.Updates to return a report of all applicable updates for the
system. Here we are returning the basic information about the updates; however, more
information can be returned, depending upon your needs.
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There's more...

All update client activity for a system is tracked in a central log file at C: \Windows\
WindowsUpdate. log. This log file is useful for viewing the activity of the update
client and confirming the functionality of the system.

There are several utilities that will allow you to view the log file live as it is updated.
An example of one such utility is shown in the following screenshot:

Log Text
2012-11-2014-50: 388381004 Scc A LTI HHHIHT
2012-11-2014:55:16: 732100462 0EPGat WSUS Client/Server URL: "hittp://update .com contoso .com: 85230/ ClientWeb Service /client asmx”
2012-11-2014:55:16: 732100462 0P TWARNING: Cached cookie has expired or new PID is available
2012-11-2014:55:16: 732100462 0EPGat WSUS Simple Targeting URL: "htp://update com.contoso.com:8530"
2012-11-2014:55:16:7321004620P Tinttizlizing simple targeting cockie, clientld = Dedef 7d3-96a2-4d12-59d14-eb0804c0d 1cf, target group =, DMNE
2012-11-2014:55:16:7321004620PT Server URL = http://update.com.contaso.com: 8530/ Simple AuthWeb Service /Simple Auth . asmx
2012-11-2014:55:17.0701004620EPGat WSUS Reporting URL: "http://update corp contoso com: 8530/ ReportingWeb Service /ReportingWeb S
2012-11-2014:55:17:0701004620Report Uploading & events using cached cookie, reporting URL = hitp.//update com.contoso.com:B530/Repal
2012-11-2014:55:17:6171004620Report Reporter successfully uploaded & events.
2012-11-2015:06:24. 756100462 0Repot WARNING: CSeralizationHelper:: Init Senzlize failed : (80070002
2012-11-2015:08:25: 7841004 Scc AL RS AU Uninttiglizing Automatic Updates HEHHHERTRT
2012-11-2015:08:26:8211004%ccWuTask Unint W Task Manager
2012-11-2015:08:27.08610045ccAgent Sending shutdown netification to client
2012-11-2015:08:27:0863360584COMAPIWARMNING: Received service shutdown/self-update notification.
2012-11-2015:08:27:11710049cc Service™
2012-11-2015:08:27:11710045%¢c Service™ END = Service: Service exit [Exit code = x240001]
2012-11-2015:08:27:11710049cc Servieg™

Installing updates

Once the applicable updates are identified, the next step for managing updates on the
client is to install the updates themselves. This process involves confirming the updates are
necessary, downloading the updates, and installing the updates.

Getting ready

This recipe is similar to the prior recipe in that it starts by searching for missing updates
on the local system. This list of missing updates is then used to initiate the download and
installation of these updates.
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How to do it...

The updates can be installed through the following steps:

1. Set up the necessary update client objects:

$searcher = New-Object -ComObject Microsoft.Update.Searcher

SupdateCollection = New-Object -ComObject Microsoft.Update.
UpdateColl

$session = New-Object -ComObject Microsoft.Update.Session
$installer = New-Object -ComObject Microsoft.Update.Installer

2. Search for missing updates:

Ssearcher.online=Strue
Ssearcher.ServerSelection=1
Sresults = S$searcher.Search("IsInstalled=0")

3. Create a collection of applicable updates:

Supdates=$results.Updates
ForEach ($update in $updates){ $updateCollection.Add ($update) }

4. Download the updates:

Sdownloader = S$session.CreateUpdateDownloader ()
$downloader.Updates = SupdateCollection
Sdownloader .Download ()

5. Install the updates:

$installer.Updates = SupdateCollection
Sinstaller.Install ()

We start by creating four objects to be used by the update client. The $searcher object is
the same as in the prior recipe and is responsible for searching for applicable updates. The
$updateCollection object will hold information about the applicable updates and their
install information. The $session object will handle the downloading of updates. And the
$installer object performs the installation of the updates.

In step 2, we search for the applicable updates. The search command is the same as in the
prior recipe.
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Sometimes it is only desired to install a specific update on a system. To
X accomplish this, we can use the Reporting missing updates recipe to
% identify the appropriate UpdateID. We then change the search command
e to the following using appropriate UpdateID as shown:
SResults = SSearcher.Search("UpdateID='6965f95b-2b79-
4a6e-b4d1-d500c30e8c8e'")

We then use a ForEach loop to cycle through each applicable update. These updates are
then added to the $updateCollection object in preparation for download and installation.

In step 4, we download all applicable updates to the system. We start by calling $session.
CreateUpdateDownloader to create our downloader. We then add $SupdateCollection
to our downloader to identify which updates to include. Lastly, we call Download () to begin
downloading the updates. This uses the same download process as the native update client,
and automatically utilizes the included bandwidth protection and dynamic downloads provided
by the client.

Lastly, we install the updates. This starts by loading SupateCollection into Sinstaller
object to identify the updates to install. We then call Install () to begin the update
installation. This will automatically install the updates in the appropriate order necessary to
ensure any dependencies are met. When finished installing, a return code and notification of
a pending reboot will be reported, as shown in the following screenshot:

RebootRequired RezultCode

True

In this result, we see that the update installation completed with RebootRequired set to
True. In order for the updates to complete the installation, we need to reboot our server.
Additionally, the installation returned a ResultCode of 3, meaning the installation
succeeded with errors. Following are the possible ResultCodes and their meanings:

Result Code Description
Not started
In progress

Succeeded
Succeeded with errors
Failed

Aborted

o &~ W N B O

243



Managing Windows Updates with PowerShell

There's more...

Sometimes Microsoft releases updates, such as Service Packs, that cannot be installed at the
same time as other updates. Because of this, the first set of updates must be installed, the
system rebooted, and then additional updates can be installed.

If you are unsure of the updates applicable to a system, and you are installing all applicable
updates, it is suggested that you run the install multiple times. The multiple executions, with
reboots in between, will ensure that all applicable updates are installed.

Uninstalling updates

In addition to installing updates, PowerShell and the Windows update client can also uninstall
updates. This is occasionally necessary when an installed update causes an unexpected
result or compatibility issue.

The uninstall process for updates is similar to the installation process. The main difference
here is that we are searching for only one update or a subset of updates, and then calling
the UnInstall command.

Getting ready

In this recipe, we are working with a Windows client that has installed updates. We have
already identified that we wish to uninstall the update titled Update for Office File Validation
2010 (KB2553065), 64-bit Edition.

How to do it...

Carry out the following steps to uninstall the updates:

1. List the installed updates to identify which update will be removed:

$searcher = New-Object -ComObject Microsoft.Update.Searcher
Ssearcher.Online = S$Strue

Ssearcher.ServerSelection = 1

Sresults = S$searcher.Search('IsInstalled=1")
$results.Updates | °
Select-Object @{Name="UpdateID";

Expression={$_ .Identity.UpdateID}}, Title
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When executed, the currently installed updates and update IDs are returned as
shown in the following screenshot:

ey Administrator: Windows PowerShell M

854f-4cdd-8aca-c272beTed455 .
b2c6-4b26-beef : cur1t} Update lft 0TT1C&...
1350-414a-82ca 3 curity Update 1 Ft 0?#1:&.“
5ef-44df-8f39 ; '- Update for Micr ce 2
Update Micr ft Office 2010
Update Micr Ft Office 2010 (
a- 415& b4bd 4“jjbbil 11d Update Micr ft Office 2000 (
dde-cech92c936as8 Update Micr ft OneMote 2010
Deaed*u-clbd Update Micr i i
Updat& Micro
curity Updite
. curity Update
—chlchecTHu curity Update
5ced00d0cezb curity Update
H4degb curity Update
curity Update
curity Update
7d955-5Tcb-4688- b&lb ; 7 5 ity Update
aebeb-dc88-4f5e-8916-0 a3 Update for Wind
foedd-113a-405-80cc-49596 F2 Update for Micr
646T386-21e7-4aea-bfbe-18d743482bci ; For Micr

2. Setup the necessary update client objects:

SupdateCollection = New-Object -ComObject Microsoft.Update.
UpdateColl

Sinstaller = New-Object -ComObject Microsoft.Update.Installer

3. Search for the appropriate update by UpdatelD:

$searcher.online = Strue
$Ssearcher.ServerSelection = 1
Sresults = S$searcher.Search("UpdateID='70cd87ec-854f-4cdd-8aca-

c272b6feds5f5' ")
4. Create a collection of applicable updates:

Supdates = Sresults.Updates

ForEach ($update in Supdates){ $updateCollection.Add ($update) }
5. Uninstall the updates:

Sinstaller.Updates = SupdateCollection
$installer.UnInstall ()
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We start by searching for the installed updates on our system. This is the same process as
the Reporting missing updates recipe, except this time the $searcher.Search string is
changedto 'IsInstalled = 1' to return the updates already installed. We then search
the results for Update ID matching the update "Update for Office File Validation 2010
(KB2553065), 64-bit Edition". In this case the first result in the list is the update that we
are interested in with UpdatelID of 70cd87ec-854f-4cdd-8aca-c272b6fe45f5.

We next create the additional objects to be used by the update client to uninstall the update.
The $UpdateCollection object will hold information about the applicable updates and
their install information. The $Installer object performs the uninstallation of the updates.

In step 3, we perform the search again, this time limiting our query to the appropriate Update
ID. We save the results of the search into our Sresults variable.

Lastly, we create a collection for the updates and initiate the installer with the Uninstall ()
command. This performs the uninstall of the update.

There's more...

In addition to the PowerShell commands shown here, we can also use the Windows Update
Standalone Installer command-line tool WUSA . exe included with Windows. The Windows
Update Standalone Installer is a stand-alone tool that can be used to install and uninstall
updates on a client.

To uninstall an update, open a command prompt with administrative credentials and execute
WUSA /Uninstall /KB:<kb numbers. For example:

wusa /uninstall /kb:2553065

Configuring WSUS to inventory clients

In addition to scanning and reporting on client updates, Windows Server Update Services can
also report on the hardware and software inventory included in a system. While this won't
provide a complete asset inventory of your environment, it does provide up-to-date information
of your systems.

The Windows update client uses multiple methods (WMI queries, registry keys, file versions)
to scan for applicable updates. Once scanned, the results are reported to the update server
for reporting purposes.

The Windows update server includes a set of additional WMI queries that can be enabled to
report on the hardware and software on client computers. This information is scanned by the
client and reported back to the server. There are no built-in reports to display this information,
but once enabled, we can query the database directly.
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Getting ready

In this recipe we will be using a WSUS server that is configured with one or more clients.

How to do it...

Perform the following to begin collecting the client inventory:

1. Configure the update server to collect the inventory:
SwuConfig = $myWsus.GetConfiguration ()
SwuConfig.CollectClientInventory = S$true
SwuConfig.Save ()

2. Initiate a scan on a client:

Wuauclt /detectnow

We start on the update server and configure it to collect the client inventory. We start by
getting the current server configuration and placing it in the SwuConf ig variable. Then, we
set the CollectClientInventory attribute to $true. Lastly, we commit the configuration
back to the server.

During a client's next polling cycle, it will automatically detect the updated configuration.
However, we can manually force a client to update by using Wuauclt .exe, in order to
confirm that the process is working properly.

WSUS instructs clients to inventory the following WMI classes:

» Win32 Processor

» Win32 BIOS

» Win32 PCMCIAController

» Win32 OperatingSystem

» Win32 DiskDrive

» Win32 LogicalDisk

» Win32 NetworkAdapterConfiguration
» Win32 NetworkAdapter

» Win32 SoundDevice

» Win32 VideoController

» Win32 DesktopMonitor
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» Win32 ComputerSystem
» Win32 Printer

» WsusInternal ARP

There's more...

Troubleshooting this inventory process can be difficult as it involves the Windows update
server, the update client, HTTP, WMI, and the system's registry. Following is an excerpt of the
WindowsUpdate. log file on a client, showing the start of the inventory collection process:

C=] SMS Trace - [CAWindows\WindowsUpdate.log] == -
i File Tools Window Help HEEBR

EEHEES Bdl

Log Text
2012-11-1513:31:44:237 5601 268InvHHHHIHHHH ~

2012-11-15123:31:44:237 5601 268InvEH START ## Inv: Inventory Collection

2012-11-1512:31:44:237 5601 268 Inv EREHEARHE

2012-11-1513:31:44:237 5601268Inv # Talking to WS5US server = hitp://update com.contoso .com:8530

2012-11-1513:31:44:237 5601268Inv # Downloading Rule file from = hitp://update comp.contoso .com:8530/Invertony/InventoryRules cab
2012-11-1513:31:44:265 5601 268MiscValidating signature for C:\Windows"Software DistributionInventon Inventory Rule InventaryRules cab:
2012-11-1513:31:44:285 5601 268Misc Microsoft signed: Yes

2012-11-1513:31:44:285 5601 268Misc Infrastructure signed: Yes

2012-11-1513:31:44:295 5601268Inv # Inventory Rule id = 8226C3A1-7004-4848-8441-1555ACE20423, version = 1.0

2012-11-1513:31:46:155 5601 268EPGot WSUS Client/Server URL: "http://update corp.contoso .com: 8530/ ClientWeb Service/client asmx”
2012-11-1513:31:46:155 5601 268P TWARNING: Cached cookie has expired or new P10 iz available

2012-11-1513:31:46:155 5601 268EPGot WSUS SimpleTargeting URL: “hitp://update corp contoso.com:8530"

2012-11-1513:31:46:155 5601 268P Tinitializing simple targeting cookie, clientld = d31efcfe-2327-4159-8de3-924 3306 1fba 3, target group =, DMS nam
2012-11-1513:31:46:155 BE01268PT Server URL = hitp://update corp contoso.com: 8530/ Simple AuthWeb Service./Simple Auth asmx
2012-11-15123:31:46:221 5601 268EPGot WSS Reporting URL: "Http://update comp.contoso .com:8530/ReportingWeb Service /ReportingWeb Servic
2012-11-1512:31:46:470 5601 268 Inv HHHHHHIHT

2012-11-15123:31:46:470 5601268InvEHE END ## Inv: Inventory Collection

2012-11-1512:31:46:470 5601 268 Inv AHHR T

As we can see from the screenshot, we can confirm that the inventory process started

and completed successfully. The client has contacted the server and downloaded the
InventoryRules. cab file, which contains the instructions on what to inventory. The client
performs the inventory process and identifies the WSUS reporting URL to send the results.
Later in the log file, we can see the results being sent to the WSUS system.

See also

» The Exporting WSUS data to Excel recipe
» The Creating an update report recipe
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Creating an update report

Windows update server contains multiple built-in reports that provide administrators with
many of the details needed to perform their jobs. However, rare cases do exist where the built-
in reports don't fit your specific needs and a custom report must be created.

One example of needing a custom report is searching for systems missing a certain update.
This report could then be automatically processed by a script that would initiate installation of
the updates on the clients. Using PowerShell, this process can be done in a single step.

In this recipe, we will be directly querying the WSUS database on the update server by using
PowerShell. We will be using a SQL query to generate our custom report and then returning
the information back to PowerShell as DataSet.

Getting ready

In this recipe, we will be working with a WSUS server with one or more clients. Specifically,
we will be querying the Windows Internal Database which is used by the default installation
of WSUS.

How to do it...

An update report can be created by using the following steps:

1. Define the server and database:

$serverInstance = '\\.\pipe\MICROSOFTH##WID\tsqgl\query'
Sdatabase = "SUSDB"
SconnectionTimeout = 30

SqueryTimeout = 120

X In this step, $serverInstance is referring to the Windows Internal
% Database location used by WSUS by default. If you chose to use a
e separate SQL database during installation of WSUS, change the variable
to the necessary connect string.

2. Define the query:

Squery= "select ct.FullDomainName, ct.IPAddress
, ic.Name, ici.KeyValue, ip.Name, ipi.Value
FROM tbComputerTarget ct

INNER JOIN tbInventoryClassInstance ici on ici.TargetID=ct.
TargetID

INNER JOIN tbInventoryClass ic on ic.ClassID=ici.ClassID
INNER JOIN tbInventoryPropertyInstance ipi on
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ipi.ClassInstanceID=ici.ClassInstanceID
INNER JOIN tbInventoryProperty ip on ip.PropertyID=ipi.PropertyID"

Connect to the server:

Sconn = New-Object System.Data.SglClient.SQLConnection

$connectionString = "Server={0};Database={1};Integrated
Security=True;Connect Timeout={2}" °

-f $serverInstance, S$database, S$SconnectionTimeout
S$conn.ConnectionString = $connectionString
$conn.Open ()

Query the database:
$cmd = New-Object System.Data.SglClient.SglCommand ($Squery, $conn)

$cmd . CommandTimeout=$queryTimeout
$da = New-Object System.Data.SglClient.SglDataAdapter ($cmd)

Display the results:

$ds = New-Object system.Data.DataSet
[void]l $da.fill ($ds)

Sconn.Close ()

$ds.Tables | Format-Table

When executed, the client inventory will be displayed as shown in the following screenshot:

corpdcl. fedl ... Win32_B 0 (BI... Ver=sion INTEL - ...
corpdcl. fesl ... Win32_B 0 (BI... Manufacturer Phoenix T...

corpdcl. fesl ... Win3 .. CORPDC1 Model
corpdcl. fes0 ... Win3 1. .. CORPDCL TotalPhys
corpdcl. fed0 ce. Wi 32_D . D ... DewvicelID

corpdcl. fed0 .:: Win32_D : ) :: e :Per:.
corpdcl. fedl ... Win32_D . D .. ScreenHeight
corpdcl. fesl ... Win32_D . D .. ScreenWidth

corpdcl. fedl e . PHYSI... Caption
corpdcl. fesl ... Win3 i . PHYSI... Manufacturer
corpdcl. fes0 ... Win3 . PHYSI... Model
corpdcl. fed0::480d... Win32_| . PHYSI... Interface..

Administrator: Windows PowerShel| |;‘i-

= 3conn.Clo

. §ds.Tables | Format-Table

KeyValue

fed0 ... Win32_B (BI... MNam PhoenixBI. ..

fedl ... Win32_B 0 (BI... ReleaseDate 2012-07-0...
fed0 . oo Name CORPDC1
fed0::480d... Win3 1. .. CORPDC1 Manufacturer V re, Inc.

fedl
=
fes0

fes0 A . PHYSI... DewvicelD
fed0 e 1] . PHYSI... Mame
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We start by logging on to the update server and defining our database connection. If you used
the default update server installation, then you are using the Windows Internal Database.
This database can only be accessed from the local server and it requires a specially-crafted
connection string as shown.

If you are using a full version of SQL, then the connection can be
performed remotely and you don't have to log on locally. Your DBA
’ should be able to help with the necessary connection string.

Next, we define our SQL query. The query shown is somewhat complex, but will return all of
the inventory information in the database (updates, hardware, and software) for all systems
managed by the update server. This is a good starting point to see what information is
available in your system.

In step 3, we connect to the SQL database. We start by creating a SQL.Connection
object named $conn that is capable of accessing a SQL server. We then define the
$connectionString, which is used to select which server, which database, and how to
authenticate to the system. We add $connectionString to our $conn object and call
Open () to open our connection.

Next, we execute our query in the database. We create a SQLCommand object named $cmd
that contains the SQL query that we had defined and connection object previously created.
Then, we create a SglDataAdapter object, $da, and execute the SQL query.

Finally, we return the results. First we create a DataSet object, $ds, and fill it with the results
from the SglDataAdapter object. The SQL connection is closed, and then the contents of
$ds is displayed on the screen.
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There's more...

One request that administrators often receive is for a report of the software installed in
the environment. If the update server is configured to inventory the clients, as shown in the
Configuring WSUS to inventory clients recipe, then this information can easily be retrieved.

To report on the installed software, we update the SQL query to the following:

Squery= "Select DISTINCT ct.FullDomainName

, (Select TOP 1 i2.Value FROM tbInventoryPropertyInstance i2 WHERE
i2.ClassInstanceID = il.ClassInstanceID AND i2.PropertyID = 98)
'DisplayName'

, (Select TOP 1 i2.Value FROM tbInventoryPropertyInstance i2 WHERE
i2.ClassInstancelID = il.ClassInstanceID AND i2.PropertyID = 99)
'DisplayVersion'

, (Select TOP 1 i2.Value FROM tbInventoryPropertyInstance i2 WHERE
i2.ClassInstanceID = il.ClassInstanceID AND i2.PropertyID = 101)
'Publisher’

FROM tbInventoryPropertyInstance il

INNER JOIN tbInventoryClassInstance ici on il.ClassInstancelD =
ici.ClassInstanceID

INNER JOIN tbComputerTarget ct on ici.TargetID = ct.TargetID

WHERE (Select TOP 1 i2.Value FROM tbInventoryPropertyInstance i2
WHERE i2.ClassInstanceID = il.ClassInstanceID AND i2.PropertyID =
98) is not null"

The following screenshot is an example of the query in my test lab:

= %ds.Tables | ft

Ful1DomainName ayNam M=splayVersion

corpdcl. corp. con. ..
corpdcl. corp. con. ..

corpdcl. corp. con. ..
.corp.cont. ..
. corp.cont... al...
.corp.cont. .. F al... 9.0.30729.4148 i oft Corpo
.corp.cont... ] .2.0.15626 VMware, Inc.
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See also

For more information about accessing the WSUS Windows Internal Database, see http://
blogs.technet.com/b/gborger/archive/2009/02/27/exploring-the-wsus-
windows-internal-database.aspx.

Exporting WSUS data to Excel

In addition to generating update reports in PowerShell, the results can also be exported
into Excel or other tools. By exporting the update or inventory reports to Excel, we can use a
familiar tool to view, filter, and display the information in ways that are useful to us.

Getting ready

In this recipe, we will be using the process in the prior recipe to query the update server
database. We will then return the resulting dataset and export it into a format that Excel
can utilize.

How to do it...

Carry out the following steps to export WSUS data to Excel:
1. Create the dataset object. This is the same process as the Creating an update
report recipe.
2. Export the dataset to an XML file:
$ds.Tables [0] .WriteXml ("C:\temp\inventory.xml")
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3. Open the XML file with Excel:

P ™ R e Sheetl - Microsoft Excel ‘ | =[O -

Home Insert Page Layout Formulas Data Review View Design [ e o = &R
E * Calibri -1 = ¢ General - A || Einsert bR
e Gz B T O~ | AW = $ - % tytes I Delete - | [@]~ -

M - A~ P~ %o 8 = il Format = | (2~
Clipboard Font Fl Alignment u Number u Cells Editing
Al - fx | FullDomainName ¥
B C D =

ﬂ Display\fersionn Publisher

ﬂRm

il FullDomainName ﬂ DisplayName

2 corpdcl.corp.contoso.com Microsoft Visual C++ 2008 Redi 9.0.30729.4148 Microsoft Corporatio

3 corpdcl.corp.contoso.com Microsoft Visual C++ 2008 Redi 9.0.30729.4148 Microsoft Corporatio

4 corpdcl.corp.contoso.com VMware Tools 9.2.0.15626 VMware, Inc.

5 update.corp.contoso.com Microsoft Visio Professional 2015.0.4420.1017 Microsoft Corporation
& update.corp.contoso.com Microsoft Visual C++ 2008 Redi 9.0.30729.4148 Microsoft Corporation

7 update.corp.contoso.com Microsoft Visual C++ 2008 Redi 9.0.30729.4148 Microsoft Corporation
8 update.corp.contoso.com VMware Tools 9.2.0.15626 VMware, Inc. i
i < ¥ ¥ Table %3 IEN I | 0
Ready | | (o @ 100 'E.:' L} ':.:'E.:'

We start by collecting the inventory information as in the prior recipe. Once the database
has been queried, it returns a dataset object, which is capable of hosting multiple tables.
We instruct PowerShell to return only the first table ($ds.Tables [0]) and then convert

the contents to an XML file.

Next, we open the XML file in Microsoft Excel. We can accomplish this by using File | Open on
the menu bar or simply drag-and-drop the XML file into Excel. You may be prompted regarding
how to open the XML file (shown in the following screenshot). Select As an XML table and
click on OK. Once opened, you can save the file as a standard Excel document.

Please select how you would like to open this file:

() As & read-only workbook
() Use the XML Source task pane

oK | |

| | Cancel Help

Open XML _
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There's more...

Another method of exporting the data to Excel is to use the Export-Excel.ps1 PowerShell
script from http://www.powershellcommunity.org/Forums/tabid/54/aft/8420/
Default.aspx. This script accepts a dataset object as a parameter and creates an Excel
document. Unlike the WriteXML method, this script is capable of handling datasets with
multiple tables. Each table in the dataset will be displayed as a separate sheet in Excel.

To use this script, download the script on the page and save it as a PS1 file. Query the
database and reference the dataset object as shown in the following command:

Export-Excel.psl $ds

This command functions similar to the XML method; however, it interacts directly with Excel.
Because of this, the script requires Excel to be installed on the local computer, which may not
be ideal in a production environment.
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Managing Printers
with PowerShell

This chapter covers the following recipes:

» Setting up and sharing printers

» Changing printer drivers

» Reporting on printer security

» Adding and removing printer security
» Mapping clients to printers

» Enabling Branch Office Direct Printing

» Reporting on printer usage

Introduction

From an architectural standpoint, there have been major changes in Server 2012. New in
Server 2012 is the inclusion of Version 4 drivers, which greatly improves the installation and
support of printers and removes the need for cross-platform drivers. There are now two types
of printer drivers available: printer class and model-specific. Printer class drivers support a
wide range of devices with a single driver. Model-specific drivers are often distributed by the
printer manufacturer and support features specific to the printer.

Additionally in Server 2012, the print server no longer is used to distribute print drivers to
clients. Instead, clients use a point and print feature to send print jobs to the server. If print
drivers are desired on the clients, administrators can use software distribution methods to
install the driver on these clients.
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This chapter covers installing, managing, and updating printers on print servers. This includes
using PowerShell to map clients to printers, and generating usage reports for the printers.

Setting up and sharing printers

When setting up a print environment, often one of the first steps is to set up a print server.
The print server allows for a centralized location to configure and manage printers, change
configurations, and distribute print drivers. Additionally, a print server provides end users
with a single location in which to look for available printers, and automatically apply drivers
and administrative changes.

In this recipe, we will be setting up a print server to manage several network-based printers.
We will configure the server to share the printers to clients.

Getting ready

In this recipe, we will be using a Windows Server 2012 server to function as our print
server. Additionally, we will be accessing and sharing an HP LaserJet 9000 printer. The
printer is already assigned the IP of 10.0.0.200.

How to do it...

Carry out the following steps to install and share a printer:

1. Install the print server:

Add-WindowsFeature Print-Server -IncludeManagementTools

2. Create the printer port:

Add-PrinterPort -Name Accounting HP -PrinterHostAddress
"10.0.0.200"

3. Add the print driver:

Add-PrinterDriver -Name "HP LaserJet 9000 PCL6 Class Driver"

4. Add the printer:

Add-Printer -Name "Accounting HP" -DriverName "HP LaserJet 9000
PCL6 Class Driver" -PortName Accounting HP

5. Share the printer:

Set-Printer -Name "Accounting HP" -Shared $true -Published S$true
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6. Review the printers to confirm the process:
Get-Printer | Format-Table -AutoSize

When executed, the currently installed printers will be displayed as shown in the
following screenshot:

ey Administrator; Windows PowerShell I;‘i-

C:%» Get-Printer | Format-Table -AutoSize

ComputerName Type DriverName PortMName

We start by adding the Print -Server feature to our print server. Along with the print server
role, this includes the Print Management tool and PowerShell cmdlets.

In step 2, we use Add-PrinterPort to create a port for the printer. Here, we are targeting
an IP-based network printer at 10.0.0.200. We provide the name Accounting HP as an
easily recognizable name so that we can easily find it later.

Next, we call Add-PrinterDriver to install the driver. This process installs the driver onto
the server, however, the driver won't be used until it is configured for a printer.

It is best practice to only use the print drivers built-in to Windows or

provided via Windows Update. Custom drivers provided by vendors may
e provide more functionality, but in environments with many different
types of printers they can cause conflicts.

In step 4, we use Add-Printer to add the printer to the print server. This process pairs
the printer port, Accounting HP, with the print driver, and defines the printer name of
Accounting HP. At this point, the printer is functional; however, print jobs can only be

sent from the print server.

Lastly, we use Set-Printer in order to share the printer. By setting the —Shared switch to
Strue, the other users on the network will be able to send print jobs to the printer. By setting
the -Published switch to $true, the printer is published in Active Directory for clients to
more easily find the printer.
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Changing printer drivers

Occasionally, print drivers need to be upgraded or changed for some reason. When using
a print server, this is significantly simpler because the print server holds the printer driver,
which means that we do not need to install the driver on all of the client machines.

In this example, we will be changing the print driver from a PCLé driver to a PS driver for
the same model printer as used in the previous recipe.

Getting ready

In this recipe, we will update the driver of the printer created in the preceding Setting up
and sharing printers recipe.

How to do it...

To change the print driver, perform the following steps.

1. Install the print driver:

Add-PrinterDriver -name "HP LaserJet 9000 PS Class Driver"
2. List the installed printers to determine the name needed:
Get-Printer

When executed, the currently installed printers will be displayed as shown in the
following screenshot:

BE T

] Administrator: Windows PowerShell

> Get-Printer

ComputerName Type DriverName

Accounting HP Local HP Laserlet 9000..

P5 Ci'\»

1. Change the driver:

Get-Printer -Name "Accounting HP" | Set-Printer -DriverName "HP
LaserJet 9000 PS Class Driver"

2. Confirm the printer is using the new driver:

Get-Printer | Format-Table -AutoSize
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When executed, the currently installed printers will be displayed as shown in the
following screenshot:

ey Administrator: Windows PowerShell

We start by using Add-PrinterDriver to install our new print driver. This process is the
same as we used in the Setting up and sharing printers recipe when installing the printer
and simply adds the printer driver to the print server.

In step 2, we use Get-Printer to find our target printer and change the driver. This
command lists all of the installed printers on the system and helps confirm the name
of the printer that we need to change to change.

Next, we call Get -Printer and select our printer by name. We then use the Set-Printer
command with the -DriverName switch to define the new driver for our printer.

Lastly, we call Get-Printer again to review the new configuration. As we can see in the
image, the printer is now using the "HP LaserJet 9000 PS Class" driver.

The next time clients connect to the print server, the printer configuration on the client will
be updated and the clients will utilize the features of the new driver.

Reporting on printer security

When sharing printers, the default configuration is to allow all domain users to print to all
printers. Occasionally this is not a desired configuration as there may be special-purpose
printers or printers in restricted areas.

To manage this need, we can apply security on the printers themselves to limit which users
can perform various functions. We can use permissions to restrict who can print to specific
printers, or delegate administrative permissions to certain users.

In this recipe we will report on the printer security on the print server. This will iterate
through each printer on the server and return the security attributes assigned to each user.
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Getting ready

For this recipe we will be accessing a Server 2012 print server with one or more printers
installed and shared.

How to do it...

Perform the following steps to view the printer security:

1. Create a hash table containing printer permissions:
$pace = DATA (
ConvertFrom-StringData -StringData @'
131072 = ReadPermissions
131080 = Print
262144 = ChangePermissions
524288 = TakeOwnership
983052 = ManagePrinters
983088 = ManageDocuments
'@

}

2. Create an array of available permissions:
$flags = @(131072,131080,262144,524288,983052,983088)

3. Return a list of all printers:
$myPrinters = Get-WmiObject -Class Win32 Printer
ForEach ($printer in $myPrinters) {

Write-Host ""nPrinter: $($Sprinter.DeviceId)"

4. Get the Security Descriptor and Discretionary Access Control Lists (DACL)
for each printer:

$sd = Sprinter.GetSecurityDescriptor ()
SmyDACLs = $sd.Descriptor.DACL
ForEach ($dacl in $myDACLs) {

5. Iterate through each DACL and return:

Write-Host ""n$ ($dacl.Trustee.Domain)\$ ($dacl.Trustee.Name)"
ForEach ($flag in $flags) {

If ($dacl.AccessMask -cge $flag) {

Write-Host S$pace["$ ($flag) "]
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}
}
}
}

When executed, the security permissions will be returned as shown in the following screenshot:

e Administrator: Windows PowerShell \;‘i-

"CREATOR O
ReadPermissi

We start in the first two steps by creating a hash table and array. The $Space hash table
allows us to perform lookups between the decimal permissions used by the server and the
human-readable text. The $flags array provides a lookup method to compare permissions.

In step 3, we call Get -WmiObject to query WMI and return a list of all printers on the local
system. We store the printers into the SmyPrinters variable and use a ForEach loop to
cycle through each printer. We start the loop by calling Wwrite-Host to write the printer name
to the console.

Next, we retrieve the security objects from each printer. We start by executing the
GetSecurityDescriptor on the printer object and store the security descriptor in the
variable $sd. We then extract the DACLs from the descriptor and use a ForEach loop to cycle
through them.

Lastly, in step 5, we return the assigned permissions. We start by writing out the user domain
and name from the DACL. We then use another ForEach loop to iterate through our $flags
array and perform a binary comparison between the DACL permissions and the values in the
array. If a comparison is successful, we return the human-readable permission to the console.
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Adding and removing printer security

Printer security allows for access to a printer to be restricted or for management of the printer
to be delegated. By restricting access, only specific users or groups can be allowed to view or
print to a specific printer. By delegating access, management of the printer can be provied

to local administrators or power users to manage the printer and print jobs.

For applying permissions to a shared printer on a print server, Server 2012 uses the
Security Definition Description Language (SDDL). The SDDL allows an administrator
to define or review the Access Control Lists (ACL) placed on an object in the form of a
string, instead of different objects.

In this recipe we will update the security for a previously created printer. In this situation

we will be restricting access to the printer to only the Domain Administrators and the users
included in a specific security group. The Domain Admins will retain Full Control of
the printer object, while the security group Accounting Users will only be allowed Print
permission to the printer.

Getting ready

In this recipe, we will be working with the print server and printer created in the Setting up
and sharing printers recipe.

How to do it...

Perform the following steps to change the security on a printer:

1. Retrieve the SID for the user/group being granted permissions:
$User = "CORP\Accounting Users"
$UserSID = (new-object security.principal.ntaccount $User) .
Translate ([security.principal.securityidentifier]) .Value
2. Construct the Security Descriptor Definition Language (SDDL):
SSDDL = "O:BAG:DUD:PAI (A;OICI;FA;;;DA) (A;O0ICI;O0x3D8F8;;;SUserSID)"

3. Retrieve the printer object:

SmyPrinter = Get-Printer -Name "Accounting HP"

4. Setthe permissions:
SmyPrinter | Set-Printer -PermissionSDDL S$SDDL

5. Use the script in the recipe Reporting on printer security to confirm the new
printer permissions.
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When executed, the new permissions will be displayed as shown in the following screenshot:

B )

ey Administrator: Windows PowerShell

We start by retrieving the Security ID, or SID, of the user or group being granted permissions.
We first create a Security.Principal .NtAccount object for our target user. We then
translate the account object into a Security.Principal.SecurityIdentifier object.
Lastly, we return the SID value and store it in the SuserSID variable.

Next, we construct our SDDL. An SDDL is a Security Descriptor Definition Language that
allows us to describe our security settings in a string form. The permissions are stored inside
the braces -"("and ")" -and in this instance we are defining two sets of permissions: the first
provides full control tothe Domain Administrators, and the second provides Print
and Read permissions to our group CORP\Accounting Users.

Next we get our printer object. Finally, we use Set-Printer to apply the permissions.

*  This method replaces all existing permissions on the printer.

Care should be taken whenever using this script in a production
T~ environment.

There's more...

More information about the makeup of SDDLs can be found at http://blogs.technet.
com/b/askds/archive/2008/05/07/the-security-descriptor-definition-
language-of-love-part-2.aspx.
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Mapping clients to printers

With Server 2012, there are two automated methods of mapping clients to printers: logon
script and Group Policy. Logon scripts are the traditional deployment method for printers and
have been used since the early days of Windows NT. The scripts can be customized based on
users, groups, AD sites, and more. Group Policies are a newer method of configuring printers
and utilize the existing OU infrastructure in your organization.

In this recipe, we will cover the various built-in methods of configuring printers via a logon
script. Each method has benefits and drawbacks, and your choice will likely depend on your
environment. We will show how to map printers using the following methods:

» Printui.dll

»  WMI

» WScript

Getting ready

For this recipe we will be working on a client system, mapping to a shared printer on our
print server. In this recipe we will be referencing the print server PrntSrv and the printer
Accounting HP.

How to do it...

Perform the following steps to begin mapping printers:

1. Map a printer by using Printui.d11:
$PrinterPath = "\\PrntSrv\Accounting HP"

rundll32.exe printui.dll,PrintUIEntry /g /in /nS$PrinterPath

2. Set the default printer by using Printui.dl1:
$PrinterPath = "\\PrntSrv\Accounting HP"

rundll132 printui.dll,PrintUIEntry /y /n$PrinterPath

3. Delete a printer by using Printui.dl1:
$PrinterPath = "\\PrntSrv\Accounting HP"

rundll32.exe printui.dll,PrintUIEntry /g /dn /nS$SPrinterPath

4. Map a printer by using WMI:
$PrinterPath = "\\PrntSrv\Accounting HP"

([wmiclass] "Win32 Printer") .AddPrinterConnection ($PrinterPath)
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5. Set the default printer by using WMI:

$PrinterPath = "\\PrntSrv\Accounting HP"
$filter = "DeviceID='$ ($PrinterPath.Replace('\','\\'))"'"
(Get-WmiObject -Class Win32 Printer -Filter $filter).
SetDefaultPrinter ()

6. Remove a printer by using WMI:
$PrinterPath = "\\PrntSrv\Accounting HP"
$filter = "DevicelID='$ ($PrinterPath.Replace('\','\\'))"'"

(Get-WmiObject -Class Win32 Printer -Filter $filter) .Delete()

7. Map a printer by using WScript
$PrinterPath = "\\PrntSrv\Accounting HP"
(New-Object -ComObject WScript.Network) .AddWindowsPrinterConnectio
n (SPrinterPath)
8. Set the default printer by using WScript:
$PrinterPath = "\\PrntSrv\Accounting HP"
(New-Object -ComObject WScript.Network) .
SetDefaultPrinter ($PrinterPath)

9. Remove a printer by using WScript:

$PrinterPath = "\\PrntSrv\Accounting HP"

(New-Object -ComObject WScript.Network) .RemovePrinterConnection ($P
rinterPath)

We start by using Printui.d11 to map and manage network printers. Printui.dl1 is the
library used by Windows to manage printers and view the print server properties; with this dll
we can view the printers and drivers, add and remove printers, start the add printer wizard,
and do many other tasks. We access the dll functions by using rund1132.exe.

In step 1, we map a network printer. We start by defining the UNC path to the target printer
as \\PrntSrv\Accounting HP. Next we call rund1132.exe printui.dll withthe /q,
/in, and /n switches. The /g switch tells the system to perform the task quietly and not to
show an interface. The /in switch tells the system to add a network printer. And the /n
switch identifies the UNC path of the target printer.

Next, we define our printer as the default printer. Again we call rund1132.exe printui.dll,
but this time using the /y and /n switches. The /vy switch tells the system to define a printer
as the default, and the /n switch identifies the UNC path of the target printer.
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In step 3, we delete a network printer. We call rund1132.exe printui.dll withthe /q,
/dn, and /n switches. The /g switch tells the system to perform the task quietly and not to
show an interface. The /dn switch tells the system to delete a network printer. The /n switch
identifies the UNC path of the target printer.

There are many additional options for using PrintUI.d11 that can be
found by opening a Command Prompt and executing rundl1132.exe
g printui.dll, PrintUIEntry.

Next, starting with step 4, we perform the same tasks, but this time using WMI. We map a
new printer by first defining the UNC path to the target printer. Next, we create a wmiclass
reference to the win32 Printer class. With the WMI reference, we can execute the
AddPrinterConnection method and pass the printer UNC path as a parameter.

In step 5, we define our printer as the default printer. We start by defining the UNC path to
the target printer. Next, we create a WMI filter based on the DeviceID of the WMI object.
The DeviceID is essentially the same as the UNC path. However, because WMI uses the \
character as an escape character, we have to replace every backslash with two backslashes.
We then call Get -WmiObject to query the Win32 Printer class using our filter to return
the printer object. Lastly, we execute the SetDefaultPrinter method to set our printer
as the default.

In step 6, we delete the printer. This process starts the same as when we set a printer as the
default printer. However, in this case, we execute the Delete method to remove the network
printer from our client.

In steps 7 through 9 we perform the same tasks again, but this time using WScript.

In step 7 we start mapping a printer by defining the UNC path of the target printer.

Next we create a WScript .Network ComObject. Using this object, we execute the
AddwindowsPrinterConnection method and pass the printer UNC path as an attribute.

In steps 8 and 9, we set our printer as the default printer and remove printers. These
methods are the same as mapping a printer except they use the SetDefaultPrinter
and RemovePrinterConnection methods respectively.

There's more...

Printers can also be mapped to users and computers by using Group Policies. Depending on
your environment this may be a preferred method for deploying printers; however, much of
the deployment process is manual and cannot currently be managed via PowerShell.
1. Create a new group policy and link it to the domain, site, or appropriate OU:
New-GPO -Name "Accounting Print"

New-GPLink -Name "Accounting Print" -Target corp
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2. Open the Print Management console.

File  Action View Help

e« HE o=z BHE

% Print Management
b 7| Custom Filters
A i Print Servers

P i Printer (local)
I 2| Drivers
b o Forms

Printer Narme Queue Status
[ Fan:3 Ready
== Microsoft XPS Document Writer  Ready
== Microsoft XPS Document Write... Ready

=1 5end To OneMote 20131 Ready

I ﬂ] Ports
= Printers
= Deployed Printers

3. Right-click on the printer and select Deploy with Group Policy... as shown in the
following screenshot:

File Action View Help

e« nE X2 HE

'@ Print Management
p 7| Custem Filters
4 i Print Servers

A i Printer (local)
I @ Drivers

Printer Mame
o= Microsd Open Printer Queue...
= Microsg
== 5end T

Pause Printing

I oo Forms
b O Ports
= Printers
= Deployed Printers

List in Directory

Deploy with Group Policy...

3 -

Deploy or remove printer connection(s) to/from

Set Printing Defaults...
Manage Sharing...

Print Test Page

Enable Branch Office Direct Printing

Properties...
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4. Click Browse and select the target GPO.

5. Select per User and/or per Machine as appropriate for the environment, and then
click on Add.

Deploy with Group Policy -

Printer Name:

| \\Printer\Fax#:3 |

Group Policy Object
GPO name:

| | | Browse... |

Deploy this printer connection to the following:

Printer Name GPO Connection Type
VWPrinter'\Fax#:3 Accounting Print Per Machine
Ok ‘ | Cancel | | Apply | | Help
6. Click on OK.

The next time the group policy is refreshed for the user or target computer, the new printer
will be mapped.

Enabling Branch Office Direct Printing

Prior to Windows Server 2012, for clients to print, they would send all print traffic to the print
server, which then sent the data to the appropriate printer. In main office environments, or
environments with local print servers, this worked well since the print server was readily
accessible to the clients and printers via high speed connections.

However, this model caused problems in branch offices, which traditionally utilized slower
WAN links to the main office. When printing, the client would often send a print job to the
print server at the main office, which would then process and send the job to the printer
back at the branch office.
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To resolve the bandwidth issues in branch offices, many solutions could be implemented.
For example, the WAN links between the offices could be improved. Or a separate print

server could be installed in the branch office itself. Alternatively, clients could bypass

the print server and print directly to the local printer.

A new feature with Server 2012 known as Branch Office Direct Printing resolves these
problems. While still using a centralized print server for printer and driver configuration,
clients are configured to print directly to the printer. This bypasses the problems caused
by printing across the WAN link, while still maintaining management and monitoring of

the print environments.

Main Office

PrintServer

Branch Office

Printer

Client

In this recipe, we will be configuring Branch Office Direct Printing for a specific printer.
Once enabled, we will confirm that the print jobs are going directly from the client to

the printer, leaving the WAN link available for other uses.
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Getting ready

For this recipe we will be using a print server with one or more printers attached to it and
shared. Additionally, we will need a client to print to the printer.

How to do it...

Perform the following steps in order to enable Branch Office Direct Printing:

1. Define a printer to use for direct printing:

Set-Printer -Name "Accounting HP" -ComputerName Printerl

-RenderingMode BranchOffice

2. Pause printing on the printer:

(Get-WmiObject -Class Win32 Printer |

Where-Object Name -eq "Accounting HP") .Pause ()

3. Send a print job to the printer:

(Get-WmiObject -Class Win32 Printer |

Where-Object Name -eq "Accounting HP") .PrintTestPage ()

4. Review the print queues on the client and printer, confirm that the print job
only exists on the client:

Get-PrintJob -PrinterName "Accounting HP"

5. Resume printing:

(Get-WmiObject -Class Win32 Printer |

Where-Object Name -eq "Accounting HP") .Resume ()

We start by using Set -Printer with the -RenderingMode BranchOffice setting to
configure our target printer on the print server to use Branch Office mode. This configuration
is defined at the print server, and all clients using this printer will receive the new
configuration to bypass the print server and print directly to the printer.

In step 2, we pause printing on the printer. First, we pause the printer by querying WMI for
the printers and filtering by the nam; we then call the Pause command on the printer
object. By pausing doing this, we can review the print queues on the clients and on the
print server.
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Next, we send a print job from our client to the printer. Same as the previous step, we

start by querying WMI for our printers and filtering on the printer name. We then call the
PrintTestPage command to send a print job. The print job should appear only on the client,
confirming that the client is sending the print job directly to the printer.

In step 4, we use Get-PrintJob to view the print queues on the client and on the print
server. This command will return all jobs in the print queues. When the configuration is
operating correctly, we will see the print job on the local client, but not on the print server.
This confirms the job is going directly from the client to the printer.

Lastly, we call the Resume command on the printer object to resume the printer and allow
other print jobs to continue.

Reporting on printer usage

In many environments, it is desirable to ensure that all resources are being used as efficiently
as possible. With printers, this often comes down to knowing which printers are being used
the most or least, and which users are most active. With this information, an administrator can
best determine locations that need printer upgrades, and locations that can be downsized.

In this recipe, we will review how to monitor the print jobs through our print server.

Getting ready

For this recipe, we need a print server with one or more shared printers attached to it.
Additionally, we need one or more clients to print to the print server.

How to do it...

1. Enable logging on the print server by using the wevutil.exe utility:

wevtutil.exe sl "Microsoft-Windows-PrintService/Operational" /
enabled:true

2. Query the event log for successful print jobs:

Get-WinEvent -LogName Microsoft-Windows-PrintService/Operational |

<~

Where-Object ID -eq 307
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We start by enabling logging of the print service. To do this we use the command-line
tool Wevtutil.exe. This is a command-line utility that allows us to view and change
the configuration of the event logs on our server. In this instance, we are enabling the
Microsoft-Windows-PrintService/Operational log on our print server. This
log exists by default, but does not track any printing events until it is enabled.

Once logging is enabled, we can view the log for events by opening Event Viewer and
browsing to Application and Services log | Microsoft | Windows | PrintService |
Operational, as shown in the following screenshot:

= Event Viewer = | = -

File  Action View Help
&= 2[m
p (] PrintBRM [l Operational MNumber of events: 24

4 [ PrintService :
& Admin Level Date and Time Source EventID Task Category ~
go—l Operational (€1 Information  12/29/2012 10:02:13 AM Print5e... Print job diagnostics
b “| PushMotifications-Platfo @Information 12/29/2012 10:02:13 AM PrintSe... 802 Print job diagnostics
b ] Rdms-Ul (D) Information  12/29/2012 10:02:13 AM PrintSe... 803  Print job diagnostics
p [ | ReadyBoost @ Information  12/28/2012 10:02:13 AM Print5e... 842 Isolating printer dri... "
b [ Reliability-Analysis-Engil
p IS RemotetA}fpp an;r Desld:i; Event 801, PrintService »
3

- RemoteDesktopServices- » General | Details
b 7 Dewmmckefe Dellee
< m >

Next, we use Get -WinEvent to query our event log for successful print jobs.
Successfully-printed jobs are recorded as event ID 307. This simple query will return
sufficient information to be able to create a report on how much each printer is being
used, and by which users. Additional filters can be applied to restrict the report to a
specific timeframe or other event log attributes.

There's more...

In addition to the basic report, we can also drill into the details of the event logs and report
on them individually. Each event log entry contains a Properties object, which contains
many of the event details. By querying specifically for these properties, we can return the
details we are specifically looking for as follows:
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Get-WinEvent -LogName Microsoft-Windows-PrintService/Operational |

Where-Object ID -eq 307 |

Select-Object TimeCreated,

@{Name="User";Expression={$_.Properties[2].Value}},

Name="Source" ;Expression={$_.Properties[3].Value}},

ef
@{Name="Printer";Expression={$ .Properties[4].Value}},
ef

Name="Pages" ;Expression={$_.Properties([7].Value}}

The preceding query returns a more concise report of who printed documents when,
and how large the print files were, as shown in the following screenshot:

imeCreated User Source Printer Pages

0.10.10.10 Accounting
J10.10.10.10 Accountin
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Troubleshooting
Servers with
PowerShell

This chapter covers the following topics:

» Testing if a server is responding

» Using troubleshooting packs

» Using Best Practices Analyzers

» Searching event logs for specific events

» Forwarding event logs to a central log server

Introduction

This chapter covers utilization of PowerShell troubleshooting packs, Windows Best
Practices Analyzers, and using Windows event logs. This includes basic monitoring
and the configuration of services, as well as creating a central event log server.

Testing if a server is responding

Often, when troubleshooting availability issues, one of the first steps is to test if the server is
online. Prior to PowerShell, the tool of choice for testing if a system or device was online was
Ping. For only a few systems, this worked well, however problems arose whenever attempting
to use the command on a large scale or in a automated fashion.
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PowerShell includes a new feature called Test -Connection that allows us to perform the
same type of test, but that is more useful for automation. This command returns a Win32
PingStatus object that can be utilized by PowerShell.

In this recipe, we will be executing an ICMP ping against one or more target devices. PowerShell
then returns a managed object that can be interpreted by PowerShell to determine the success
or failure. PowerShell can then execute tasks based on the success or failure.

For this command to work, we must target a device that is configured to respond to ICMP

ping requests. By default, Windows firewall blocks ICMP traffic, and many network devices
can be configured to block ICMP as well. Prior to testing the connection, the target device

must be configured to allow the ping request/response. For Windows devices, this can

be configured locally or via a Group Policy.

Getting started

For this recipe, we will need two or more systems. The first system will be used to test
connectivity with other systems on the network.

How to do it...

Carry out the following steps in order to test whether a server is responding or not:

1. Ping a single host.

Test-Connection -ComputerName corpdcl

When executed, we will see the response similar to the following screenshot:

P5 C:\» Test-Connection corpdcl

Source Destination IPV4Address IPVEAddress

corpdcl

carpdcl
corpdcl

2. Ping multiple hosts.

Workflow Ping-Host ([string[]] Stargets)

{

ForEach -Parallel (Starget in Stargets)

{

If (Test-Connection -ComputerName Starget -Count 2 -Quiet)

{
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"Starget is alive"
} Else {

"Starget is down"

}

Ping-Host 10.10.10.10, 10.10.10.11

When executed, we will see a response similar to the following screenshot:

st 10.10.10.10, 10.10.10.11
10.10.10. 1 down

10.10.10.11 down

We start the first step by calling Test - Connection against a single host. By default, this
sends four sets of 32 bit ICMP echo requests (pings) to the target system. If the
target is online and the firewall allows the traffic, the system will return a response. The
target system can be referenced by its name, or by its IPv4 or IPV6 address.

In the second step, we create a workflow hamed Ping-Host. Workflows appear and
operate similar to functions, except they provide additional capabilities. In this case,
we are using a workflow to provide us with the ability to perform tasks in parallel.

This workflow accepts an array of names or addresses and initiates a separate task for
each of them. The workflow then executes Test -Connection, and based on the output
returns a message stating if the target is responding or not.

There's more...

In addition to pinging only one or two hosts on the network, it is possible to ping an entire
network and return a list of available targets. This can be useful if you are attempting to find
a resource, or trying to determine which addresses in your network are currently being used.

To accomplish this, we can use a loop to cycle through a range of possible addresses and call
our Ping-Host workflow.

Ping-Host -Targets (1..254 | ForEach-Object{"10.10.10.% "})

In this case we are searching for all available nodes inthe 10.10.10.X network. We start by
creating a loop for the numbers 1 through 254 and append this value to our network address.
This value is passed into our Ping-Host workflow which then creates parallel tasks for the
Test-Connection command.
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Using the traditional ping command, this process can take between several minutes and
several hours to ping the same network. However, because we are executing the tasks in
parallel, the results are returned within a few moments, as shown in the following screenshot:

Note that because the workflow processes in parallel, the results are
s returned in a random order.

Using troubleshooting packs

Microsoft includes several in-built troubleshooting packs with Windows Server 2012. These
troubleshooting packs perform many of the troubleshooting steps necessary for common
errors. Additionally, they provide suggestions and steps for the resolution of common errors.

Depending on the system and applications, the troubleshooting packs available will vary.
A basic Windows Server 2012 system only includes two packs: Networking and PCW
(Program Compatibility Wizard). In this recipe, we will be using the Networking pack to
test connectivity and Internet access.

Getting ready

For this recipe we will be using a basic Windows Server 2012 system.

How to do it

Complete the following steps to execute the troubleshooting pack:

1. List the available packs.
Get-ChildItem C:\Windows\diagnostics\system

2. Start the troubleshooting pack.

Invoke-TroubleshootingPack

(Get-TroubleshootingPack C:\Windows\diagnostics\system\networking)
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3. Answer the prompts as necessary.

select entry point
Please select the entry point for MNetwork Diagnostics.

Web Connectivity
File 5 i

1ping
Inbound
DirectAccess
DefaultConnectivity
Reserved

1 Help
Exit

4. Create an answer file for the troubleshooting pack.
Get-TroubleshootingPack C:\Windows\diagnostics\system\networking ~

-AnswerFile c:\temp\answer.xml

5. Execute the troubleshooting pack using the answer file.

Invoke-TroubleshootingPack ~

(Get-TroubleshootingPack C:\Windows\diagnostics\system\Networking)

-AnswerFile c:\temp\answer.xml

In the first step, we start by viewing the available troubleshooting packs on our system.
These troubleshooting packs are collections of scripts, DLLs, and reference information
contained in a folder.

Next, once we have identified which packs are available, we can execute the desired one.
First, we use Get -Troubleshoot ingPack to retrieve a reference to the pack, and then
use Invoke-TroubleshootingPack to start it.

In the third step, we walk through the troubleshooting pack. In this case, we are executing
the Networking pack in order to troubleshoot Web Connectivity. In order to begin
testing, we enter the number 1 and press Enter. The script prompts for more information
before performing tests, suggesting resolutions, and performing any automated
resolutions necessary.

In addition to executing the troubleshooting packs manually, we can automate them using
an answer file. The answer file allows an administrator to automate the troubleshooting
process for potentially common problems.
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In step 4, to create the answer file, we use Get - TroubleshootingPack with the
-AnswerFile switch. This switch instructs PowerShell to build the answer file at the
target location. When prompted, provide the appropriate responses to be saved in the file.

In the fifth step, to use the answer file, we reference it when starting the troubleshooting
pack. This is similar to the second step, except we use the -AnswerFile switch. The
system will proceed through the troubleshooting as instructed.

. When using answer files on remote systems, the file must be
% accessible to the remote system. Normally, this is performed
e by copying the file to the remote system before performing the
troubleshooting tasks.

There's more...

In addition to the troubleshooting packs included with Windows Server, additional packs
can be installed by various applications.

Additionally, by using the Windows SDK, it is possible to create custom troubleshooting packs.
These can be used to troubleshoot specific applications or common errors in your environment.

Using Best Practices Analyzers

The Windows Best Practices Analyzer is a system management tool included with Server
2012. These analyzers contain the best practices defined for several server roles and
features. These best practices include multiple aspects of the system, including performance,
reliability, and security. The analyzer scans the system for these best practices and generates
a report on the system's compliance level.

In this recipe, we will be scanning a system using the FileServices Best Practices Analyzer.
Multiple analyzers are included with Windows by default, however they will only return results
if the appropriate feature is installed. The basic storage services role is included by default
with Windows Server and should run for all environments.

Getting started

For this recipe, we will be using a basic Windows Server 2012 system.

How to do it...

Complete the following steps to initiate the Best Practices Analyzers:
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List the available analyzers.
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Get-BpaModel | Format-Table Id, Name, LastScanTime -AutoSize

When executed, the results will be shown similar to the following screenshot:

ey Administrator: Windows PowerShell

- Get-BpaModel | Format-Table Id,

DRM
ertificateServices
HCPServer

i rvices

ervices
per-V
ightweightDirectoryServices Lightwei qh‘t[J'I rect..r'y
/ Policy and Acc

Initiate a scan on the local system.
Invoke-BpaModel -ModelId Microsoft/Windows/FileServices

Get the analyzer results.
Get-BpaResult -Modelld Microsoft/Windows/FileServices |

Where-Object Severity -NE Information

When executed, the results should be displayed as shown in the following screenshot:

X Administrator: Windows PowerShell Hi-

- i eservices
-0bject Sewverit

1TENumber
J1tId
elld M i 1leservices
SubModelId SMB
RuleId 3
ComputerName :
xk 3

: Short file name creati 1d be disabled
: In an:l-:ht'lun to the nor f1le names, the server i1s creating
ht-character file names h a three-character file
for all files.
short file names in addition to the normal, long file
es jcantly decre file rver per'!'ur*man 5
: Disable short file name creation unl short file names ;

283




Troubleshooting Servers with PowerShell

4. Execute the analyzer on multiple systems and store the results centrally.
Invoke-BpaModel -Modelld Microsoft/Windows/WebServer

-RepositoryPath \\corpdcl\BPA -ComputerName Webl, Web2

5. Review the analyzer results.

- | O -
B
l\\ v'j'\;i//' 2] Wcorpdciirepli\foorB O ~ & ” & \\corpdeT\repl1\foo\BPAL... u i ﬁ ﬁ}
-~
<?xml version="1.0"7>
- <ResultDatabase xmlins:xsi="http:/ /fwww.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
- <Result Source="Web1" Context="" ComputerName="Web1" SubMecdelld=""
Modelld="Microsoft/Windows /WebServer" Resultld="3174844445" ResultNumber="1">
<Severity>Information</Severity>
<NeutralSeverity>Info</NeutralSeverity>
<Category>Security</Category>
<MNeutralCategory >Security</NeutralCategory >
<Title>Grant a handler execute/script or write permissions, but not both</Title>
<Compliance>The IIS Best Practices Analyzer scan has determined that you are in
compliance with this best practice.</Compliance>
<SchemaContext> /dp0:schema/dp0:pattern
[1]1/dp0O:rule/dp0:report</SchemaContext:>
</Result>
- <Result Source="Web1" Context="" ComputerName="Web1" SubModelld=""
Modelld="Microsoft/Windows/WebServer" Resultld="3103074673" ResultNumber="2">
<Severity>Information</Severity>
=NeutralSeverity>Info</NeutralSeverity=>
<Category>Security</Category>
=NeutralCategory>Security</NeutralCategory=
«<Title= Application pools should be set to run as application pool identities</Title>
<Compliance>The IIS Best Practices Analyzer scan has determined that you are in v
compliance with this best practice.</Compliance=

We start off by calling Get -BpaModel to list the available analyzers on our system. Here we
are returning the ID, Name, and LastScanTime to show the last time that the analyzer was
executed. Microsoft includes several analyzers in Windows by default, and many more are
available for download online from Microsoft or third-party vendors.

In the second step, we call Invoke-BpaModel to initiate a scan on the local system. In
this situation, we are calling the Microsoft/Windows/FileServices model to scan
the system for the FileServices role. This initiates multiple checks against the system
for both file and print features. The results are saved as an XML file in C: \Windows\Logs\
BPA\Reports.

Next, we use Get -BpaResult to review the results. We can return all of the available results,
or use filtering to return only information we are interested in. In the example shown, we

are using a filter based on the Severity being something other than Information. This
filter limits the results to only a warning about a short name file creation. In addition to the
problems found, the best practice report includes information about the impact of the best
practice, and resolution steps.
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In the fourth step, we call Invoke-BpaModel again, but this time with the -ComputerName
switch. Using this switch, we can execute the analyzer on multiple remote systems
simultaneously. In this example, we are also using the -RepositoryPath switch, which
instructs the analyzer to store the results in a specific location. In this case, we are using

a network share on a server.

Finally, we can review the results by using Internet Explorer or other tools capable of
viewing XML files.

In addition to viewing the raw XML content, it is possible to convert the results into an
HTML report. This can be done by creating the necessary XSL file, or by using a script such
as the one created by Cristian Edwards at http://blogs.technet.com/b/cedward/
archive/2011/01/11/hyper-v-bpa-html-report .aspx. This script executes the
analyzer, saves the XML output, and using an embedded XSL, saves the output as an
HTML file. The results can then be viewed in Internet Explorer.

An example report is shown as follows:

==

@ @| a Chtemp'\Fileservices_E b~c || é C\ternp'\Fileservices_BPA ... | | ﬂﬁ K ‘gé}
Machine name: PRINTER 2
Data collected on: 11/29/2012 14:19:57 11/23/2012 14:19:57
Messages
Short file name creation should be disabled

Category Configuration

Froblem In addition to the normal file names, the zerver iz creating short. eight-character file names
‘with a three-character file extension (8.3 file names) for all files.

Impact Creating short file names in addition to the normal, long file names can significantly decrease fils
server performance.

Resolution Disable short file name creation unless short file names are required by legacy applications.

Additional Help hitp:/fgo.microsoft comfwlink/?Linkld=165013

Excluded

Rule ID

Result ID 1109277935

The File Services role service is not installed
File and printer sharing ports should be open
Denial of service detection should be enabled

No registry setting for tuning the number of TCP table partitions in TCP/IP should exist

< o >
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Searching event logs for specific events

Several times after discovering a problem, the first question asked is: How often has this
occurred? If the problem is logged in the Windows event log, the answer to that question
is only a matter of looking in the logs for the specific error.

However, this can also be problematic. If the event is logged on multiple systems, or in a
busy event log, or has been occurring for a long time, searching for the error events can
be difficult. Searching for a needle in a large haystack can be next to impossible.

In this recipe, we will cover multiple methods to query the Windows event log.

Getting started

For this recipe, we will be using a basic Windows Server 2012 system.

How to do it...

Complete the following steps to query the event log:

1. Show the recent events that have been recorded in a specific log.

Get-WinEvent -LogName System -MaxEvents 10

When executed, the last ten events will be displayed, as shown in the
following screenshot:

ey Administrator: Windows PowerShell

> Get-WinEvent -LogMame S5ystem -MaxEwvents 10

ProviderMame: Serwvice Control Manager

imeCreated

Appl icat
Functio

]
31
]
31
31
31
31
3 12
12

Information

2. Show the recent events from the Service Control Manager event provider.

Get-WinEvent -ProviderName "Service Control Manager" -MaxEvents 10

286




Chapter 9

3. Search for specific events in a log.

Get-WinEvent -FilterHashtable @{LogName='System';ID=17} -MaxEvents
10

4. Show the specific events in a log for last ten minutes.
Get-WinEvent -FilterHashtable ~
@{LogName="'System';ID=17;StartTime=$ (Get-Date) .AddMinutes ((-10)}

5. Search multiple computers.

~

"Serverl", "Server2" |

~

ForEach-Object{ Get-WinEvent -ComputerName $ -FilterHashtable
@{LogName="'System';ID=17;StartTime=$ (Get-Date) .AddMinutes ((-10)} }

We start by using Get -WinEvent to query the local System event log. This first example
simply returns the 10 most recent events in the event log. This can be helpful in restricting
the number of results displayed, or to display only the most recent events.

In the second step, we are using Get -WinEvent with the -ProviderName switch to query
all event logs on a system for events from a specific provider. Most applications, services, or
types of services that write to the event log tag their events with a unique provider name. In
this way, we are able to search all event logs for events from the defined provider. In this case,
we are returning events from the Service Control Manager, or events regarding the
starting and stopping of services.

In the third step, we use the -FilterHastable switch to create a complex filter. In this case,
we are querying the System event log for a specific event ID. In this case, we are returning
the last 10 events with either event ID 17, or for WindowsUpdateClient or Installation
Ready events.

Next, we query the event log for specific events that have occurred in the last 10 minutes.
This builds off the prior query and adds the starttime attribute to limit the results, based
on time. This query is particularly useful when you need to find specific events that have
occurred in the last hour, day, week, or month.

Lastly, we search for events on multiple computers. We are using the same query as defined
in the previous step and passing a collection of computer names. These names are used
in the -ComputerName switch to tell PowerShell to query the remote system.

By using this method, it is possible to set up a rudimentary monitoring and alert system.
Instead of returning the results to the screen, PowerShell can be scripted to generate an
e-mail or initiate tasks to generate an alert or automatically remediate problems.
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We can create an active monitoring tool by creating a scheduled task to query a remote
system every 10 minutes for a specific event ID. If an event is returned, then the defined
issue has occurred and we can initiate a task. This task can be the sending of an alert to an
Administrator, or the initiation of a script to automatically remediate the issue.

Forwarding event logs to a central

log server

In Windows Server, it is possible to configure the forwarding of event logs to remote servers.
By forwarding events to another system, the centralized server can be configured with
different retention options, reporting, and potentially performing actions based on the
forwarded events.

This event forwarding uses a standard-based communication method using SOAP over HTTP.

There are two types of event log subscriptions: client-initiated and collector-initiated. For
client-initiated subscriptions, we use a Group Policy and configure clients to push events to
the collector. For collector-initiated, we configure the collector to pull events from each of
the clients.

In this recipe, we will be creating a client-initiated subscription. We will use a Group Policy to
distribute the configuration to our event sources. We will only be configuring one client, but
the process can be extended to include dozens or even hundreds of clients.

Getting ready

For this recipe we need a minimum of two Server 2012 systems in an Active Directory
environment. Here, we will be using Serverl as our event collector system, and Server2
will forward events to our collector as shown in the following diagram:

Domain Controller

Server2

Serverl
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How to do it...

Complete the following steps to configure event forwarding:

1.

Create the collector security group.
New-ADGroup -Name "Event Collector" -GroupScope Global
Add-ADGroupMember -Identity "Event Collector" -Members Serverl$

Create the GPO for the collector system.

New-GPO -Name "Event Collector"

New-GPLink -Name "Event Collector"

-Target "DC=Corp,DC=Contoso,DC=Com"
Set-GPPermission -Name "Event Collector"
-TargetName "Event Collector" -TargetType Group
-PermissionLevel GpoApply

Set-GPPermission -Name "Event Collector"
-TargetName "Authenticated Users" -TargetType Group

-PermissionLevel None

Apply the settings to the collector GPO.
$WinRMKey="HKLM\Software\Policies\Microsoft\Windows\WinRM\Service"
Set-GPRegistryValue -Name "Event Collector" -Key S$WinRMKey °~
-ValueName "AllowAutoConfig" -Type DWORD -Value 1
Set-GPRegistryValue -Name "Event Collector" -Key S$WinRMKey °~
-ValueName "IPv4Filter" -Type STRING -Value "*"

Set-GPRegistryValue -Name "Event Collector" -Key S$WinRMKey
-ValueName "IPv6Filter" -Type STRING -Value "*"

Enable and configure Windows Event Collector on the collector system.

echo y | wecutil gc
Create the XML file for the subscription, and save the file.

Following is an example of the subscription.xml file used in this example:
<?xml version="1.0" encoding="UTF-8"?>

<Subscription xmlns="http://schemas.microsoft.com/2006/03/windows/
events/subscription">

<SubscriptionId>Collect security</SubscriptionIds>

<SubscriptionType>Sourcelnitiated</SubscriptionType>
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<Description></Description>
<Enabled>true</Enableds>

<Uris>http://schemas.microsoft.com/wbem/wsman/1l/windows/
EventLog</Uri>

<ConfigurationMode>Normal</ConfigurationMode>
<Query>
<! [CDATA[

<QueryList><Query Id="0"><Select Path="Security">* [System[ (Level=1
or Level=2 or Level=3)]]</Select></Query></QueryList>

11>
</Query>
<ReadExistingEvents>false</ReadExistingEventss>
<TransportName>HTTP</TransportName >
<ContentFormat>RenderedText</ContentFormat>
<Locale Language="en-US"/>
<LogFile>ForwardedEvents</LogFile>

<PublisherName>Microsoft-Windows-EventCollector</
PublisherName>

<AllowedSourceNonDomainComputerss
<AllowedIssuerCAList>
</AllowedIssuerCAList>

</AllowedSourceNonDomainComputerss>

<AllowedSourceDomainComputers>0:NSG:BAD: P (A; ;GA;;;DC)S:</
AllowedSourceDomainComputers>

</Subscription>

A sample XML file can be viewed by executing wecutil cs /2.

% You can export an existing subscription to XML by executing
e wecutil gs <name> /f:XML.

6. Create a subscription.

wecutil cs subscription.xml

7. Create the source security group.
New-ADGroup -Name "Event Source" -GroupScope Global

Add-ADGroupMember -Identity "Event Source" -Members Server2$
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8. Create the GPO for the source systems.
New-GPO -Name "Event Source"

New-GPLink -Name "Event Source" -Target
"DC=Corp,DC=Contoso, DC=Com"

Set-GPPermission -Name "Event Source" -TargetName "Event Source"
-TargetType Group -PermissionLevel GpoApply

Set-GPPermission -Name "Event Source"

-TargetName "Authenticated Users" -TargetType Group

-PermissionLevel None

9. Apply the settings for the source GPO.

$EventKey="HKLM\Software\Policies\Microsoft\Windows\EventLog\
EventForwarding\SubscriptionManager"

$TargetAddress="Server=http://serverl.corp.contoso.com:5985/wsman/
SubscriptionManager/WEC"

Set-GPRegistryValue -Name "Event Source" -Key S$SEventKey ~

-ValueName "1" -Type STRING -Value $TargetAddress

If using HTTPS or an alternative port, the $TargetAddress string
s needs to be updated to reflect the connection type and port.

10. Open the Group Policy Management Editor and update the GPO to add Network
Service tothe Event Log Readers group.

[

1= Group Policy Management Editor IL‘E-

File  Action View Help
e HE Xz HE

4 & Computer Configuration ~ || Greup Mame — * Members Membe
4[] Policies 92 Event Log Readers NETWORK SERVICE
| Software Settings
4 [ Windows Settings
I || Name Resolution Pelicy
= Scripts (Startup/Shutdown)
4 T Security Settings
I _'j Account Policies
b i Local Policies
1> _j Event Log
P |4 Restricted Groups

p L& System Services v
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11. Reboot the source computer.

12. Open Event Viewer on the collector computer and view the Forwarded Events.

A Computer Management M

Eile  Action Yiew Help
e zn[E H

smputer Management (Local) | ~

Level Date and Time Source Ev.. Task Catege ~
Information 12/4/2012 7:.20:14 AM  Microsoft Win., 4672 Special Log
@Information 12/4/2012 7:20:14 AM - Microsoft Win., 4624 Logon

i System Tools
(E—) Task Scheduler
12 Event Viewer

. = mlncn..’m—&:nn 130T T4 AKA | W S S LT Y ARAD | mmnmem
b Lo Custom Views =L mn 3
4 Lw Windows Logs Event 4672, Microsoft Windows security auditing. »

5 Application

'.—| Security | Details |

'—| Setup ~

'.—| System

'—| Forwarded Events
b [ Applications and Servig

Special privileges assigned to new logen,

Subiect:

-4 Subscriptions L .. v
1 Charad Enldere i < m »

£ m >

We start by creating an AD security group named Event Collector to host our collector
computer. This security group will be used to limit which computers the collector Group
Policy is applied to.

In the second step, we use New-GPO to create the Group Policy for our collector computer.
We first create the Group Policy and call New-GPLink to link it to the domain. We use

Set-GPPermission to modify the permissions of the GPO to limit access to our Event
Collector security group.

Next, we configure the GPO settings. The first setting, AlowAutoConfig, instructs Windows
to start the winRM service and listen for events from remote sources. The IPv4Filter and
IPv6Filter values specify which systems to accept connections from. In this scenario

we have entered *, meaning any source.
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In the fourth step, we configure the Windows Event Collector. Executing wecutil gc
applies the basic configuration for the collector and configures the service to start automatically.

Next, we create the subscription.xml file. This sample XML file instructs the collector
system to request all events from the Security event log that have a Critical, Error
or Warning status.

In the sixth step, we create our subscription using our XML file. To create the subscription,
we use wecutil.exe with the cs parameter and reference our XML file. The collector
configuration is complete and we now configure the source computers.

In the seventh step, we begin configuring our source systems by creating an AD security
group to house our source computers. First, we call New-ADGroup to create a group
named Event Source. We then call Add-ADGroupMember to add the systems that
will be forwarding events. In this instance, we are only adding one system-Server2-to
the group, but multiple systems can be included at this step.

Next, we use New-GPO to create the Group Policy for our source computers. We first create the
Group Policy and use New-GPLink to link it to the domain. We then use Set-GPPermission
in order to modify the permissions to limit access to our Event Source security group.

In the ninth step, we configure the GPO settings. We start by defining $SEventKey to identify
the registry key location that we will be configuring. We then define the sTargetAddress
to define the location to which the clients will forward the events. Lastly, we configure the
SubscriptionManager key with the target server address.

In the tenth step, we open the Group Policy Management Editor screen to update our Event
Source GPO. This step cannot be performed by using PowerShell and must be completed using
the editor. Edit the Event Source GPO and browse to Computer Configuration | Policies |
Windows Settings | Security Settings | Restricted Groups. We add the Network Service
role to the local Event Log Readers group. This permission is necessary for the source
system to send event log messages.

Finally, for the security permissions to apply, the source computers need to be rebooted.
Once rebooted, the event logs should start to be forwarded to the target system.
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In addition to the simple forwarding shown here, it is also possible to configure multi-tier
forwarding. For example, if your environment contains multiple sites, it is possible to configure
a collector computer at each site, and then forward events from the remote sites' collectors
to a central collector in your datacenter.

In this configuration, each level of forwarding can have different retention and forwarding
rules applied. For example, it may be desirable to retain all application logs at the remote
sites, but only critical security events at the central site.
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Managing Performance
with PowerShell

This chapter covers the following recipes:

» Reading performance counters
» Configuring Data Collector Sets
» Reporting on performance data
» Generating graphs

» Creating server performance reports

Introduction

This chapter shows how to use PowerShell to track and report on historical performance
and identify bottlenecks. This chapter will also show how to integrate PowerShell objects
with Excel to create usable performance reports and graphs.

Reading performance counters

Often the best method of identifying how a system is performing is by viewing the
performance counters. Microsoft has included PerfMon in Server 2012 for collecting and
viewing performance information graphically; however this has been problematic to automate
across multiple systems. Several system management tools have been created to enable
enterprise-wide monitoring, however they are normally very expensive, difficult to maintain,
and are designed to do more than most people need.

In this recipe, we will review various methods of gathering performance data using PowerShell.
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Getting ready

For this recipe, we will be using a basic Windows Server 2012 system. Additionally, we will
export the performance statistics for viewing in Microsoft Excel.

How to do it...

Carry out the following steps to read the performance data using PowerShell:
1. Read the basic performance counters.
Get-Counter

When executed, performance metrics will be displayed, as shown in the
following screenshot:

e Administrator: Windows PowerShell \;‘i-
P5

get-counter ~

tamp Counter!
? 5:42:38 AM AN { 1 825741 gigabit
) fsec :

741 gigabit

rpdcl’net
cde-ecebea

540a404-59%ed-4cd

time :

in use :

orpdclphysicaldis

physicaldisk(_total)\current disk queue
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Retrieve the multiple performance counter samples.
Get-Counter -Counter "\Processor( Total)\% Processor Time"

-MaxSamples 4 -SampleInterval 10

When completed, the results will be displayed, as shown in the following screenshot:

ey Administrator; Windows PowerShell

Read the counters on multiple computers.

SmyNodes = "serverl", "server2"

SmyCounter = $myNodes | ForEach-Object {
"\\$_\Memory\% Committed Bytes In Use"
"\\$_\PhysicalDisk(_ Total)\% Disk Time"

}

Get-Counter -Counter S$myCounter

Save the counter results to a file.

Sresults = Get-Counter -Counter $myCounter -MaxSamples 4
-SampleInterval 10

$results | Export-Counter -Path "c:\temp\perfcounter.csv"

-FileFormat CSV
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We start by executing the in-built PowerShell Cmdlet Get -Counter. This command is

used to query performance counters and return the results. Without any additional switches,
the command returns a point-in-time snapshot of the environment, including network, CPU,
memory, and disk counters.

In the second step, we use Get -Counter to retrieve multiple counter samples over a period
of time. Here, we are collecting the \Processor (_Total)\% Processor Time of our
system every 10 seconds. We specify the -SampleInterval switch to tell PowerShell to
collect data every 10 seconds, and the -MaxSamples switch tells PowerShell how many
intervals to collect.

Next, we collect multiple performance counters from multiple systems simultaneously. We
start by creating an array object named $myNodes that contains the names of the systems to
query. This array is then piped into a ForEach-0Object loop that adds multiple performance
counters to the SmyCounter array. Finally, we call Get - Counter with our array. The system
will then return the values for each counter on each system.

,  Toaccess performance counters remotely, the Remote Event Log
% Management firewall exception must be enabled on the target system.
’ This can be applied locally to the server, or via a Group Policy.

In the fourth step, we save our results so that they can be viewed in Excel, PowerShell, or
other tools. We use the same $myCounter object as used in the previous step, except this
time we call Get -Counter with the -MaxSamples and -SampleInterval switches to
retrieve multiple samples. The results are saved to a variable named $results. Sresults
is then piped to Export-Counter with the —Path and -FileFormat switches, which saves
the results into a comma separated value (CSV) file. The CSV file can then be opened in Excel
or used by PowerShell as the source for other processes.

H - s perfcounter - Excel T EH - O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Ed Goad ~ ;

D10 - F v
A B C D E F G -

1 |(PDH-C5V 4.0) (1 = |\\server1\proce * | \\serverl\mem| = |\\server1\physi ~ |\\server?\proce * | \\server2\mem| ~ | \\server2\physi| = |disl

2 12/5/12 6:23 17.73397746 13.6678605

3 12/5/12 6:23 0.175066869 17.73397746 0 0.156886757 13.644965945 0.021966223

4 12/5/12 6:24 0.168312893 17.73454974 0.265561208 0.314110381 13.63638531 0.473265312

5 12/5/12 6:24 0.168179339 17.73836451 0 0.002393289 13.63657607 0,

- -

perfcounter ® [l ¥
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Configuring Data Collector Sets

When reviewing the performance of a server, | normally include a large set of performance
counters. | configure the counters to collect multiple times every minute for an entire day.
When finished, | have a complete picture of the performance of every aspect of the system
for the day.

Windows includes a feature known as Data Collector Sets that allows us to define this
configuration. Once defined, we can execute it locally or remotely, and it will run automatically
for the predefined time frame.

In this recipe, we will be creating a basic Data Collector Set that will collect performance data
from a system every 10 seconds for 24 hours. This data will be saved to the local filesystem
in a format that can be accessed by PowerShell, Excel, and other reporting tools. We will then
export this configuration and use it to configure remote systems.

Getting ready

For this recipe, we will need two Server 2012 systems. Additionally, we will need a manually
created Data Collector Set to act as a template for deploying to other systems.

Complete the following steps to create the Data Collector Set manually:

1. Open Performance Monitor and right-click on User Defined under Data Collector
Sets, and then select New | Data Collector Set.

lIg‘E@ZI Perfarmance Mame Status
4 | g Monitoring Tools ¥ Server Manager Performance M., Stopped
B= Performance Monitor
A | Data Collector Sets
4 |3 User Defined
r Seruerl'-:'| Mew 4 Data Collector Set
I | ma System

View 3
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2. Inthe Create new Data Collector Set wizard, enter a name, select Create manually
(Advanced), and then click on Next.

How would you like to create this new data collector set?

Mame:

| Basit Counters|

() Create from a template (Recommended)
How do | work with templates?

O] Lreate manually [Advanced)
How do | choose data collectors manually?

3. Select Performance counter, and then click on Next.

What type of data do you want to include?

E Performance counter
|:| Event trace data

|:| System configuration information

() Performance Counter Alert
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5.

4. Add the performance counters that you wish to collect and specify the Sample

interval, and then click on Finish.

(©) (M) Create new Data Collector Set.

Which performance counters would you like to log?

Performance counters:

‘WMemaory\Available KBytes
‘\Metwork Adapter(*)\Bytes Total/sec

‘PhysicalDisk(_Total]\% Disk Time

‘Processor|_Total\*

Add...

Sample interval: Units:
10

ES
~ Seconds v|

| Net || Fnish || Cancel |

Chapter 10

In Performance Monitor edit the properties of the new collector and select the

Stop Condition tab.

Q

Basic Counters Properties -
| General | Directory | Security I Schedule | Stop Condition | Task
[]Overall duration: Urits:
0 2. |Seconds W
Limits

["] Bestart the data collector set at limits.

Duration: Units:
24 : Hours ¥
[] Maximum Size:

[ 5top when all data collectors have finished.

| oK || Cancel || Appy || Heb

Specify a Duration of 24 and Units as Hours, and then click on OK.
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Edit the properties of DataCollector01 and change Log format to Comma
Separated. Click on OK.

[m]

DataCollector01 Properties -

Performance Counters | Fila

Performance counters:

Wemory\Available KBytes Add...
Wetwork Adapter{*)\Bytes Totalfsec
\PhysicalDisk{_Total)\% Disk Time
\Processor{_Total)\®

Log format:

|C0mma Separated W |

Sample interval: Units: [ ] Maximum samples:
10 : Seconds W 0 :

Data source name:

| OK | | Cancel | | Apply | | Help |

We start by creating a template Data Collector Set. We are using the graphical interface
to quickly and easily define the settings, and will later export them to an XML file. In
addition to the few counters shown here, we can add dozens, or even hundreds, more.

How to do it...

Complete the following steps to use PowerShell to manage Data Collector Sets:

1. On the primary system, export the data collector as XML.

$dataCollectorSet = New-Object -ComObject Pla.DataCollectorSet

$dataCollectorSet.Query("Basic Counters", $null)

SdataCollectorSet.Xml | Out-File C:\PerfLogs\BasicCounters.xml
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2. Import the data collector on a remote system.
Copy-Item c:\PerfLogs\BasicCounters.xml '\\serverl\c$\PerfLogs'
Enter-PSSession serverl
SdataCollectorSet = New-Object -ComObject Pla.DataCollectorSet
$xmlCounters = Get-Content "c:\perflogs\BasicCounters.xml"
$dataCollectorSet.SetXml ($xmlCounters)
$dataCollectorSet.Commit ("Basic Counters", $null, 1)

$dataCollectorSet.Start ($Strue)
3. After you have finished collecting data, delete the data collector.

SdataCollectorSet = New-Object -ComObject Pla.DataCollectorSet
$dataCollectorSet.Query("Basic Counters", $null)
$dataCollectorSet.Stop (Strue)

Sleep 2

SdataCollectorSet.Delete ()

In the first step, we export the data collector as an XML file. We start by creating a COM
object reference to the Performance Logs and Alerts (PLA.DataCollectorSet) object
to access our data collector. We query the DataCollectorSet object for our Data
Collector Set by name, and then export it to an XML file named BasicCounters.xml.

In the second step, now that we have the Data Collector Set in XML format, we can execute it on
remote computers. First, we use Copy-Itemto copy the XML file to the remote computer, and
then use Enter-PSSession to connect to the system. We create a PLA.DataCollectorSet
COM object to allow us to access the local data collectors. We use the Setxml command to
import the XML file on the system and call Commit to save the collector on the remote system.
Lastly, we call Start in order to start the Data Collector on the remote computer. Based on our
predefined settings, the collector will gather information for 24 hours and then automatically
stop. When finished, the results will be saved as a CSV file on the remote system.

When we have finished collecting data, in the third step we delete the data collector. We
create our PLA.DataCollectorSet COM object and query for the data collector by name.
We call Stop to stop the collector in case it is currently running and then call S1leep for 2
seconds to allow any data collector processes to close. Finally, we Delete the data collector
from the computer.
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i It isn't necessary to delete the Data Collector Sets after being used
& to collect performance information. If you have a set that will be used
s frequently, it can be deployed once and stay on the remote system for
as long as it is needed.

There's more...

In addition to the few data points defined in this example, we can add dozens or hundreds of
additional data points. One example of a large Data Collector Set can be found at http://
flippingbits.typepad.com/blog/perfcollect.html. This tool automates the
collection of performance data for nearly 600 data points. Although it was designed specifically
for use with systems connected to EMC equipment, it is a great example of a data collector that
contains most of the data points needed to troubleshoot performance on most systems.

Reporting on performance data

Once performance data has been collected, the next challenge is to organize the information
into a usable format. There are basic statistics that can be gathered easily through
PowerShell—-minimum, maximum, and average, however, these only tell a part of the story.

In addition to these basic statistics, it is often useful to identify the 95th percentile. The
95th percentile identifies how many resources are consumed, or how much performance
is needed, 95 percent of the time. The remaining 5 percent can often be regarded as a
statistical anomaly, and excluded from most performance or sizing practices.

Getting ready

In this recipe, we will be using the performance data collected in the previous recipe,
Configuring Data Collector Sets, to generate a performance report. This report will
include only one aspect of the computer utilization, but it can be easily expanded to
include additional counters.

How to do it...

Complete the following steps to analyze the performance data:

1. Import the performance counters.

Scounters = Import-Csv "C:\PerfLogs\Admin\Basic Counters\
CORPDC1 20121205- 000002\DataCollector0l.csv"

Scounters[0] = $Scounters[1]
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2. Report on the basic CPU stats.

$stats = $counters | Measure-Object

"*Processor (_Total)\% Processor Time" -Average -Minimum -Maximum

3. Report on the 95th percent of the CPU stats:

$row = [int] ($counters.Count * .95 )
S$cpu = ([doublel[]l] (°
$counters. "\\CORPDC1\Processor (_Total)\% Processor Time") | °

Sort-Object)
Scpu95 = SCPU[Srow]

4. Combine the results into a single report:

Add-Member -InputObject S$stats -Name 95thPerc ~
-MemberType NoteProperty -Value $cpu95
Sstats

When executed, the results will be displayed, as shown in the following screenshot:

= To ]

(] Administrator: Windows PowerShell

192
. 0923112467

100

We start by accessing the performance data saved from the prior recipe. We use Import -
CsV to import the data and save it into a variable named $counters. We then set
$counters [0] equal to $counters[1] in order to overwrite the first row of information
with the contents of the second because PerfMon often doesn't populate this row entirely.
Otherwise, this missing data can cause problems with our scripts.

In the second step, we use Measure-0Object to collect basic information on our
Processor (_Total) performance. Here we are using the -Average, -Minimum,
and -Maximum switches. We then save the results into the variable $stats.
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In the third step, we identify the 95th percentile of our CPU utilization. To calculate this value,
we call Scounters.Count to count the total number of rows in our dataset and multiply this
by . 95. This returns the row number that contains the 95th percentile value. Next, we sort our
counters based on the CPU utilization and place them in an array named $CPU. Lastly, we call
$SCPU [$row] to return the value in the target row.

Lastly, we use Add-Member to add our 95th percentile value to the $stats object. Once
added, we return the results.

As we can see from the results, the system averaged only 7 percent utilization during our
polling period, but occasionally spiked to 100 percent. However, the 95th percentile tells us
that for most of the sample time, the system rarely utilized more than 68 percent of the CPU.

In other words, in a 24 hour period, nearly 23 hours used less than 68 percent of the CPU
and the system only spiked higher than 68 percent for a little more than an hour. For normal
operation, this suggests the system has more than sufficient CPU capacity to satisfy most needs.

There's more...

There are many methods available for calculating the utilization percentile for performance
numbers. For more details on the various methods, you can review the Wikipedia article
athttp://en.wikipedia.org/wiki/Percentile.

Generating graphs

There is an old saying that a picture is worth a thousand words, and when reporting on
performance numbers, pictures can be significantly more useful than raw numbers. With
a performance graph, you can quickly show the utilization of a system, any performance
spikes, and when they occur during the day.

To generate our graphs we will be using the System.Windows .Forms.
DataVisualization.Charting.Chart class thatis included in .NET Framework 4
and greater on Windows 7 and greater.

Getting ready

In this recipe, we will be using the performance data previously collected in the Configuring
Data Collector Sets recipe to generate a graph showing the CPU utilization. The graph will
be saved as a PNG file that can be printed, attached to a report, or e-mailed along with the
performance report.
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How to do it...

Carry out the following steps to generate a graph:

1.

Create a chart object.

SmyChart = New-Object ~
System.Windows.Forms.DataVisualization.Charting.Chart
SmyChart .Width = 600

SmyChart .Height = 400

Define the chart.

[void] $SmyChart.Titles.Add("CPU Utilization")

Schartarea = New-Object
System.Windows.Forms.DataVisualization.Charting.ChartArea
Schartarea.Name = "CPU"

Schartarea.AxisY.Title = "% CPU"

SmyChart.ChartAreas.Add ($chartarea)

Import the CSV data.

$counters = Import-Csv "C:\PerfLogs\Admin\Basic Counters\
CORPDC1 20121205-000002\DataCollector0l.csv"

Scounters[0] =Scounters[1]

Identify the date/time column.
$name = (Scounters[0] | Get-Member | °

Where-Object MemberType -eq "NoteProperty") [0] .Name

Add the data points to the chart.

[void] $myChart.Series.Add ("CPUPerc")

SmyChart.Series ["CPUPerc"] .ChartType = "Line"

$counters | ForEach-Object{

[void] $myChart.Series ["CPUPerc"] .Points.AddXY ($_.$name,

$_."\\corpdcl\Processor( Total)\% Processor Time")

}
Save the chart image.

$myChart .SaveImage ("c:\temp\CPUUtil.png", "png")
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In the first step, we start by creating our chart object. The chart object is a container that
holds all of the applicable chart resources. Because PowerShell is based on the .NET
framework, and the charting objects are built into Windows Server 2012, we can easily create
a chart object. Once we have created the chart, we configure the desired width and Height.

Next, we create the chart area. The chart area defines the chart and is used to contain the
data series. First, we add a Tit1le to the chart and then create the ChartArea object. On the
ChartArea, we define the Name and axis Title, and add it to the chart object SmyChart.

In the third step, we load the performance data that we previously collected. Here, we call
Import-CSV to import the CSV export of the performance data. We overwrite the first row
of results because they are normally invalid and can cause problems with scripts.

Next, we identify the name of the date/time column in our CSV file. This is needed because
PerfMon names the first column based on the time zone of the client, for example, on my test
client the column is named (PDH-CSV 4.0) (Pacific Standard Time) (480).We need
to identify the column name so that we can later access the values. To find the name of the first
column, we pipe the first row through Get -Member and filter on the type of NoteProperty.
We place the name of the first result into a variable so that we can reference it later.

In the fifth step, we add our data to the chart. We start by calling $myChart .Series.Add to
create a data series, and set the ChartType to Line. We then pass our dataset through a
ForEach-Object loop to enumerate our dataset, and add the values for the $ Processor
Time counter to the data series.

Lastly, we call saveImage to save the chart object as a PNG file. The file can then be viewed,
or attached to an e-mail or document to create a report.

CPU Utilization

120

100

a0
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% CPU

40
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12/05/201207:18:48.052  12/05/201207:35:28.054  12/05/2012 07:52:08.055
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There's more...

In addition to the single data series shown here, it is possible to add multiple data series
to a single graph. For example, to report on the utilization of multiple hard disk drives in
a system, each disk can be added to the same graph, each with a different color line, so
that their utilization can be viewed as a set.

The .NET charting object support many advanced features. For example, you can add a static
line reporting the 95th percentile or other threshold. You can also use multiple axes on the
same report, add legends, combine line and bar charts, create pie charts, and so on.

A good example of using PowerShell to create more advanced graphs can be found at http://
blogs.technet.com/b/richard macdonald/archive/2009/04/28/3231887.

aspx. This blog uses .NET 3.5 for its examples, but shows how to perform many of the different
charting configurations possible by using PowerShell.

Creating a server performance report

In Windows Server 2012, several performance reports are included with Performance Monitor.
These reports are included as in-built Data Collector Sets. However, instead of just collecting
statistics, they also generate reports showing the system configuration and performance.

Getting ready

Depending on the features installed on your server, the in-built Data Collector Sets will vary.
To view the available sets, open Performance Monitor and browse to Data Collector Sets |
System. When generated, the reports will appear in the Reports node, as shown in the
following screenshot:

i) Performance Monitor =|0 -

() File Action View Window Help

o« 2F &= HmE

lif"Ei] Performance MName Status
b L@ Monitoring Toels ¥ System Diagnostics Stoppe
4 | Data Collector Sets ' System Performance Stoppe

p [ 3, User Defined
4| m System
7 Systern Diagnostics
7 Systern Performance
ﬁ Event Trace Sessions
ﬁ Startup Event Trace Sessions
b [ Reports
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How to do it...

In this recipe, we will be executing and using the System Diagnostics report. Complete
the following steps to generate a report and send it via e-mail:

1.

Start the data collector on the local system.
$SperfReport="System\System Diagnostics"

$dsSet = New-Object -ComObject Pla.DataCollectorSet
SdsSet .Query ($SperfReport, $null)

SdsSet.Start (Strue)

Wait for the data collector to finish.
Sleep $dsSet.Duration

E-mail the report.
SdsSet .Query ($SperfReport, $null)
$SmyReport = $dsSet.LatestOutputLocation + "\report.html"

Send-MailMessage -SmtpServer mail.corp.contoso.com

-From reports@contoso.com -To serveradmin@contoso.com

-Subject "Diagnostic performance report" -Attachments $myReport

In the first step, we start by initiating the target Data Collector Set. First, we create a PLA.
DataCollectorSet COM object and then query the Data Collector Set by name. In this
example, we are executing the System\System Diagnostics data collector, but we could
have executed any other available set. We then Start the Data Collector Set.

In the second step, we sleep until the data collector is finished. This uses the value in
$dsSet .Duration as the maximum duration for which the collector can run, which may
be more than what is necessary in all circumstances.
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Lastly, we identify the LatestOutputLocation to find the report on the system, and then
send it via e-mail. In this example, we are attaching the report to the e-mail as a file; however,
we could also include the report in the contents of the e-mail. When finished, we can view the
report in the Internet Explorer or any other web browser.

@@| E] CiPerfLoga\System\D © - C || @ CiperfLoga\systemiDiagn... % | | {ul st £2)
System Diagnostics Report El @ A
Computer: CORPDCT
Collected: 'Wednesday, December 3, 2012 &02:36 AN
Duration: 75 Seconds

‘ Diagnostic Results =il (=)

| Warnings @
Informational

Symptom: @ The Security Center nas not recorded an anti-virus product,

Cause: The Security Center is unable to identify an active anti-virus application, Either there is no anti-
virus product installed or it is not recognized,

Resolution: 1. Verify that an anti-virus proguct is installed.
2. If an anti-virus product is installed and functioning configure Security Center to stop
monitoring anti-virus status,

Related: Anti-virus

Basic System Checks

Tests Result Description
0S Checks gssed Checks for attributes of the cperating system (V]

<
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Inventorying Servers
with PowerShell

This chapter covers the following topics:

>

>

Inventorying hardware with PowerShell
Inventorying the installed software
Inventorying system configuration
Reporting on system security

Creating a change report

Exporting a configuration report to Word

Introduction

This chapter explains how to inventory the hardware and software configurations of Windows
8 Servers and create a detailed inventory and configuration report. Additionally, this chapter
will cover methods to track configuration changes over time, export the configuration report
via Word. This chapter should cover everything necessary to create a centralized hardware
and software inventory of all servers in the enterprise.

Inventorying hardware with PowerShell

Often times, a system administrator needs to identify what hardware is installed in their
environment. This could be for an asset tracking project, finding available resources, or even
identifying older equipment that needs to be retired. Most hardware information on a system
is stored in WMI and can be accessed via in-built PowerShell functions or via WMI queries.
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In this recipe, we will review the various methods for gathering inventory information from our
local system. In addition to collecting from the local system, these methods can be expanded
to include remote systems.

How to do it...

We can review the various methods for gathering inventory information as follows:

1. Gather disk information from the local system.
$TargetSystem="."
SmyCim = New-CimSession -ComputerName S$TargetSystem

Get-Disk -CimSession $myCim

When executed, the results will be displayed similar to the following screenshot:

Operationa Total Size Partition
- . "]

VMware, VMware Virtwal 5 1] Je... Online 60 GBE MER
VMware, VMware Virtwal yisk De... Online 60 GB MBR

2. Review the contents of the Get -Disk function.

Get-Content Function:Get-Disk

When executed, the contents of the function will be displayed as shown in the
following screenshot:

Management. Infrastructure.CimInstance])]
anagement. Infrastructure.CimInstanceZR0O0T/

3. Retrieve results using WMI.

Get-WmiObject -Class MSFT _DISK °

-Namespace ROOT\Microsoft\Windows\Storage
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When executed, the results will be displayed similar to the following screenshot:

SKEVEN_VMWARE_&PROD_VMWARE_VIR

PROPERTY_COUNT

We start by gathering the disk information from the local system. First, we call New-
CcimSession to create a CIM connection to the target system, in this case we are connecting
to the local system, so we can use "." instead of a system name. Next, we call the in-built
PowerShell function Get -Disk to return the disk information. By default, PowerShell only
returns a subset of information; more can be returned by piping the output through a
Select-0Object statement and choosing which columns to return.

In the second step, we review the contents of the Get -Disk function to learn how it works.
Because this command is a function, we can use Get -Content to view the contents of the
function. This will return the full content of the script, but in this case we are only interested
in the outputType. In this line, we see that the function retrieves its content from WMI at
the ROOT\Microsoft\Windows\Storage\MSFT Disk namespace and class.

Finally, we query WMI directly using the namespace and class previously identified. To
perform this we use Get -WmiObject to search WMI directly. We use the -Namespace
switch to connect to the ROOT\Microsoft\Windows\Storage namespace. We use the
-Class switch to return all objects in the MSFT Disk class. This information is the same
as previously returned, confirming the location is the same.

In addition to the disk values shown here, there are several additional PowerShell commands
and WMI locations to report hardware inventory. Only a few of these inventory types have been
converted to in-built PowerShell functions, the remainder needs to be queried directly against
WMI. Examples of additional counters are as follows:

» Logical disk

Get-Disk -CimSession $myCim

» Physical disk

Get-PhysicalDisk -CimSession $myCim

» Network adapters
Get-NetAdapter -CimSession SmyCim
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» System enclosure
Get-WmiObject -ComputerName $TargetSystem

-Class Win32_SystemEnclosure

» Computer system
Get-WmiObject -ComputerName $TargetSystem

-Class Win32 ComputerSystemProduct

» Processor

Get-WmiObject -ComputerName $TargetSystem -Class Win32 Processor

» Physical Memory

Get-WmiObject -ComputerName $TargetSystem -Class Win32
PhysicalMemory

» CD-Rom

Get-WmiObject -ComputerName $TargetSystem -Class Win32 CDromDrive

» Sound card

Get-WmiObject -ComputerName $TargetSystem -Class Win32 SoundDevice

» Video card
Get-WmiObject -ComputerName $TargetSystem

-Class Win32 VideoController
» BIOS

Get-WmiObject -ComputerName $TargetSystem -Class Win32 BIOS

Inventorying the installed software

In addition to inventorying a system's hardware, it is often necessary to inventory the
installed software. There are two primary methods to query the installed software: using the
Microsoft Installer, andthe Uninstall registry key. These two locations generally
return the same information, however as we will see there are different uses for each.

How to do it...

Complete the following to review the installed software:

1. Getinstalled features.

Get-WindowsFeature | Where-Object Install State -EQ "Installed"
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2. Return software inventory via MSI.
Get-WmiObject -Class Win32 Product

3. Open event viewer and review the system event logs. Note the multiple Event 1D
1035 messages as shown in the following screenshot:

2 Event Properties - Event 1035, Msilnstaller .

Windows Installer reconfigured the product. Product Mame: Microsoft Office Professional Plus
2010. Product Version: 14.0.6029.1000. Product Language: 0. Manufacturer: Microsoft Corporation.
Reconfiguration success or error status: 0.

[«] [»]

Log Name: Application

Source: Msilnstaller Logged: 12/12/2012 3:47:28 PM

Event ID: 1035 Task Category: Mone

Level: Information Keywords: Classic

User: SYSTEM Computer: CORPDCl.corp.contoso.com
OpCode:

Meore Information:  Event Log Online Help

G

4. Return inventory via a registry.
SHKLM = 2147483650

(([wmiclass] "root\default:stdregprov") .EnumKey (SHKLM,

"Software\Microsoft\Windows\CurrentVersion\Uninstall")) .sNames

5. Return installed patches.

Get-WmiObject -Class Win32 QuickFixEngineering

We start by using Get -WindowsFeature to list the features installed in our Windows 2012
Server. This command returns all of the installed features and roles on the current server. If you
are unfamiliar with a system, this is a great method to know what Windows services include.
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In the second step, we use WMI to query the win32 Product class. This class interacts
with the MSI packages on your system and returns a list of all packages currently installed.
However, this command should be used with caution as it also causes the MSI packages
to be reconfigured, or reset to their default configurations. If we open Event Viewer

and review the Application, log on your system after executing this task, we will notice
a large number of Event ID 1035.

In the fourth step, we use WMI to query the registry and return a list of applications. We
start by defining the variable SHKLM and assigning the value 2147483650 which is used by
WMI to reference the HKey Local Machine registry hive. We then query the results from
the Software\Microsoft\Windows\CurrentVersion\Uninstall key. This returns
information used by the Programs control panel icon. Often times this list will be different
from the previous list because not all applications are installed as MSI packages, and
because not all MSI packages appear in the Programs list.

Lastly, we return the installed hotfixes. Most Microsoft hotfixes add an entry to the Win32
QuickFixEngineering WMI namespace when they are installed. This provides a quick
and simple method to identify which updates are installed on a system.

Inventory system configuration

When cataloging your environment, it is also important to inventory the system configuration.
To fully document your environment, information such as the network configuration, local
users, and service state is necessary. This information is useful when recreating your
environment in a DR scenario, or simply for a Dev/Test environment.

In this recipe, we will be returning the configuration for a basic Windows Server.

Getting ready

For this recipe we will be using a Windows Server 2012 system.

How to do it...

Perform the following to gather the system information:

1. Retrieve the network configuration
$TargetSystem="."
SmyCim = New-CimSession -ComputerName S$TargetSystem
Get-NetIPAddress -CimSession $myCim

Get-NetRoute -CimSession $myCim
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When executed, the network information will be displayed similar to the following

- TolE|

ey Administrator: Windows PowerShell

Get-NetIPAddress —-CimSession SmyCim

Deprecated

: Infinite ([Time!

: Infinite ([Tim
: Fals

: feB0D::1417:7d93:
]

List the event logs.
Get-EventLog -List -ComputerName $TargetSystem

Display the local users and groups.

Get-WmiObject -ComputerName $TargetSystem °

-Query "Select * from Win32 Group where Domain='$TargetSystem'"
Get-WmiObject -ComputerName $TargetSystemt

-Query "Select * from Win32 UserAccount where
Domain='$TargetSystem'"

List the services.

Get-Service

Get-WmiObject -Class Win32 Service |
Select-Object Name, Caption, StartMode, State

List the currently running processes.

Get-Process

Show the system's shares and printers.
Get-SmbShare

Get-Printer

Display the startup information.

Get-WmiObject -ComputerName $TargetSystem -Class Win32
StartupCommand
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8. Show the system time zone.

Get-WmiObject -ComputerName $TargetSystem -Class Win32 TimeZone
9. Display information about the registry.

Get-WmiObject -ComputerName $TargetSystem -Class Win32 Registry

We start by retrieving the network configuration of the system. The first Get -Net IPAddress
command returns the current IPv4 and IPv6 addresses assigned to the network adapters.
The second Get -NetRoute command returns the current routing table, which helps define
the network configuration around the system.

In the second step, we use Get -EventLog to retrieve information about the event logs.
The -List switch returns information about the event logs, which logs exist on the system,
the retention settings, and current sizes.

Next, we retrieve the local users and groups. To return this information we query WMI for the
Win32 UserAccount and Win32 Group classes. We add a filter to our query to only return
users and groups that belong to the local system. Without the filter, the query will return users
and groups in the entire domain instead of the local system.

In the fourth step, we retrieve the status of the installed services. To return service
information we can use the in-built Cmdlet Get -Service or query the Win32 Service
WMI class. The WMI class provides more information for reporting, including the startup
setting for the service; however, this method comes at the price of performance.

Next, in the fifth step, we return the currently running processes. On a workstation or a
Dev/Test system, the process information will be very dynamic and possibly not very useful.
However, on a stable system where the running processes don't change often, such as a
mail server, this can help confirm changes to the running configuration of the system.

In the sixth step, we use Get -SmbShare and Get-Printer to return the shares and
printers on the system. This information provides a quick snapshot of the file/print
configuration that can be used for change tracking as well as security auditing.

In the seventh step, we use Get-WmiObject to return the contents of the win32
StartupCommand WMI class. The startup commands are additional executables,
in addition to services, that are executed at systems startup and when users log in.

Lastly, the Win32 TimeZone class returns the currently configured time zone for the
system. The time zone can be useful when using scheduled tasks to execute commands
at a certain time of day. And the Win32 Registry class returns the current and
maximum sizes of the system.
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There's more...

In addition to the basic configuration information shown here, additional applications can

be included as well. Built-in features such as IIS and Active Directory can also be inventoried.
Additional Microsoft and third-party applications such as Exchange or reporting applications
can also be included.

Reporting on system security

In newer versions of Windows, Microsoft has added the Action Center. This area reports on key
security and maintenance aspects of your system and quickly alerts Administrators to errors.

In Server 2012, there are five categories tracked in the Action Center:

» Network Access Protection: This controls network access in secure environments

o Service name napagent

» Smart Screen: This controls how unknown applications are handled on the system

o Itisstored in HKLM: \SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer

» User Account Control: This controls how elevated permissions are handled on the
system

o Itisstored in HKLM: \Software\Microsoft\Windows\
CurrentVersion\Policies\System

» Windows Activation: It activates Windows with Microsoft

o Itis Stored in the WMI SoftwareLicensingProduct key
» Windows Update: It provides patching and updates

o Itisstored in HKLM: \SOFTWARE\Microsoft\Windows\
CurrentVersion\WindowsUpdate\Auto Update

In this recipe, we will be reporting on the security status of the system as viewed by the
Action Center.

Getting ready

For this recipe we will be using a Windows Server 2012 system.
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How to do it...

1. Retrieve the user's account control settings.

$secSettings = Get-ItemProperty -Path

HKLM: \Software\Microsoft\Windows\CurrentVersion\Policies\System

2. Report on the UAC values.
IF ($secSettings.PromptOnSecureDesktop -eq 1)

{
IF ($secSettings.ConsentPromptBehaviorAdmin -eq 2)
{
Write-Host "4: Always notify me"
} Else {

Write-Host "3: Notify me only when apps try to make
changes to my computer (default)"

}

} Else {
IF ($secSettings.ConsentPromptBehaviorAdmin -eq 5)

{

Write-Host "2: Notify me only when apps try to make
changes to my computer (do not dim my desktop)™"

} Else {

Write-Host "1: Never notify me"

}

When executed, the results will be displayed similar to the following screenshot:

e Administrator: Windows PowerShell M

1
} Else {
IF($secSettings.ConsentPromptBehaviorAdmin -eq
I
L

Write-Host ity me only when apps try to make changes to my com
puter (do not dim my d "
} Else {
Write-Host "1: Never notify me”

v me only when apps try to make changes to my computer (default)
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3. Retrieve the smart screen settings.

$ssSettings = Get-ItemProperty -Path

HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer

4. Return the smart screen value.

$ssSettings.SmartScreenEnabled

When executed, the results will be returned as shown in the following screenshot:

~T=me]

ey Administrator; Windows PowerShell

plorer

5. Retrieve the Network Access Protection settings.

Get-Service napagent

6. Retrieve the Windows Update settings.
SauvValue = 0
SaulocSettings = Get-ItemProperty

-Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\
WindowsUpdate\Auto Update"

SauGpoSettings = Get-ItemProperty
-Path "HKLM:\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU"
IF (SauGpoSettings) {
SauValue = SauGpoSettings.AUOptions
} Else {

$auValue = SaulocSettings.AUOptions

}

7. Return the Windows update values.
IF (Sauvalue -eq 4) {
Write-Host "4: Install updates automatically (recommended)"
}
IF (Sauvalue -eq 3) {

Write-Host "3: Download updates but let me choose whether to
install them"

}
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IF ($auvalue -eqg 2)

Write-Host "2: Check for updates but let me choose whether to
download and install them"

}
IF ($auvalue -eqg 1)

Write-Host "1: Never check for updates (not recommended)"

}

When completed, the results will be displayed similar to the following screenshot:

Administrator: Windows PowerShell I;‘i-

1
J
IF(fauvalue -eq 1) {

Write-Host "1: Newver check for updates (not recommended)"

all updatez automatically (recommended)

8. Retrieve the Windows activation status.

$licResult = Get-WmiObject

-Query "Select * FROM SoftwarelLicensingProduct WHERE LicenseStatus
= 1"

$1licResult.Name

When executed, the licensed products will be returned as shown in the
following screenshot:

Administrator: Windows PowerShell

- | O IIIIII
= Get-WmObject

—Query = FROM SoftwarelLicensingProduct WHERE LicenseStatus =
$1icResult. Name

(R), ServerStandard edition
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We start by retrieving the values for User Account Control. These values are stored in two
registry keys named PromptOnSecureDesktop and Consent PromptBehaviorAdmin
under the HKLM\ Software\Microsoft\Windows\CurrentVersion\Policies\
System key. These two keys work together to define the UAC slider visible in the control panel.
The results are returned with the appropriate value and description.

We can review these settings by opening the Action Center on a Server 2012 system. In the
Action Center, under Security and User Account Control, click on Change settings to view
the current settings as shown in the following screenshot:

r&;

User Account Control Settings

Always notify

_:l_

Mever notify

Notify me only when apps try to make changes to my

computer (default)

* Don't notify me when | make changes to Windows

settings

® Recommended if you use familiar apps and visit

familiar websites.

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

(=T

r&JCH( || Cancel

In the third and fourth steps, we retrieve the SmartScreen settings. This setting is stored in
the registry value SmartScreenEnabled in the HKLM\ Software\Microsoft\Windows\
CurrentVersion\Explorer key. This value will be one of three values: Of £, Prompt,

or RequireAdmin.
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We can also view these settings by opening the Action Center. In the Action Center, under
Security and Windows SmartScreen, click on Change settings to see the screen shown
as follows:

Windows SmartScreen -

What do you want to do with unrecognized apps?

Windows SrmartScreen can help keep your PC safer by warning you before running
unrecognized apps and files downloaded from the Internet.

() Get administrator approval before running an unrecognized app from the
Internet (recommended)

(® Warn before running an unrecognized app, but don't require administrator
approval

() Don't do anything (turn off Windows SmartScreen)

Some info is sent to Microsoft about files and apps you run on this PC.
Privacy staterent

In the fifth step, we retrieve our Network Access Protection settings. The Action Center
only reports on the state of the NAP client agent, so our script uses Get-Service to
query the state of the napagent service.

Next, we retrieve our Windows update settings. These settings can be stored in two different
registry locations depending on if the settings are configured locally (HKLM : \ SOFTWARE \
Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update) or via a Group
Policy (HKLM: \SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU). Itis
possible for both these locations to contain values, in which case the Group Policy setting
takes precedence. The registry value AUOptions returns a number 1 to 4 detailing the
current setting. The value is then returned to the PowerShell console.

Lastly, we retrieve the status of Windows activation. The Windows activation status is
stored in WMI under the SoftwareLicensingProduct key. Here we query the key
for any product with a LicenseStatus of 1 and it returns the name.
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Creating a change report

With computers, the only thing that is consistent is change. A change can be as simple as
installing a hotfix or as major as upgrading the operating system. Regardless of the cause
or severity, tracking the changes made to your environment is often the key to resolving
problems and retaining a secure and stable environment.

In this example, we will be reporting on changes to the network configuration of our system.
This sample process can be expanded to include the installed hardware and software,
system configuration, and security settings as well.

Getting ready

For this recipe, we will be using a Windows Server 2012 system.

How to do it...

Perform the following to create a change report:

1. Create a custom PSObject to store our configuration.
$myComp=@{ }
2. Collect the network information, and add it to the PSObject.

$ipAddresses = Get-NetIPAddress |

Select-Object InterfaceIndex, InterfaceAlias, IPAddress,
PrefixLength

SmyComp.IPaddr = $ipAddresses

3. Save the PSObject to afile.
Export-Clixml -InputObject $myComp -Path "c:\temp\myComp.clixml"

4. Change the network settings to simulate a configuration change.

5. Create a new PSObject to store our new configuration.
$myComp=@{ }

6. Collect the updated network information, and add to our PSObject.
$myComp.IPaddr = Get-NetIPAddress | °
Select-Object InterfaceIndex, InterfaceAlias, IPAddress,
PrefixLength

7. Load the original PSObject.
$oldComp = Import-Clixml "c:\temp\myComp.clixml"
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8. Export and import the new PSObject to ensure the objects are of the same type.
Export-Clixml -InputObject $myComp -Path "c:\temp\myComp.clixml"
SmyComp = Import-Clixml "c:\temp\myComp.clixml"

9. Compare objects.

Skeys = $SmyComp.GetEnumerator ()
$keys | ForEach-Object {
Write-Host $_.Name

Compare-Object $oldComp. ($_.Name) $myComp. ($_.Name) }

We start by creating an empty custom PowerShell object. There are multiple different
methods to create custom PowerShell objects, however most methods require the object
to be defined at the beginning. By simply creating an empty object we are provided with
the flexibility to add attributes and variables as needed in the future.

In the second step, we query the local system for information. We use the Get -
NetIPAddress command to query the local network adapters. We use Select-Object

to filter the results for the information we are interested in and place the results in the
variable $ipAddresses. Next, we extend our custom PowerShell object with a new attribute
composed of our IP information.

In the third step, we save our custom PowerShell object to a file. The command Export -
C1lixml exports PowerShell objects and saves them to XML files. These files can then be
retrieved at a later time and accessed as PowerShell objects. At this point, we can close our
PowerShell session and reboot the computer. Because the custom object is saved to a file, the
values will be consistent after a few minutes or a few years (assuming the file isn't deleted).

In the fourth step, we change the local network information. This step is optional and can
be performed manually or via PowerShell. The purpose for this step is to create configuration
changes to be reported later.

In the fifth and sixth steps, we repeat our first two steps to gather and catalog the new
network information.

In the seventh step, we use Import-CliXml to read into PowerShell our previous custom
object, this time into an object named $oldComp. At this point, we have two custom
PowerShell objects in memory: $oldComp and $myComp.

Lastly, we compare our custom objects. The PowerShell command Compare-0Object
performs the comparison for us and returns a list of the information that has changed.
Additionally, it returns both the old and new values for visual comparison.
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There's more...

By using a custom PowerShell object, we can easily expand it to include additional
information. In this case we can add additional attributes to the $myComp object and then
automatically compare the current and old configurations. The change report can then be
viewed for an individual system, stored in a central database, or scheduled, and e-mailed
on a weekly basis.

Exporting a configuration report to Word

Once we have identified all of the information about a system, it can be helpful to create a
system information report. This report can take many forms, however often the most generally
accepted form is using Microsoft Word. Once created, the configuration can be e-mailed,
stored electronically, or printed and stored physically with the system.

In this recipe, we will create the framework for a Microsoft Word inventory report. In this
situation, we will only be reporting on the network configuration, however it can be easily
expanded to include the hardware, software, configuration, and security information.

Getting ready

For this recipe, we will be using a Windows Server 2012 system with Microsoft Word installed.

How to do it...

Perform the following to create a configuration report in Word:

1. Create our Word object.

Function New-WordDoc
SoWord = New-Object -Com Word.Application

Set-Variable -Name oDoc -Value S$oWord.Documents.Add() -Scope
Global

SoWord.Visible = $true
Return S$SoWord

}

SoWord = New-WordDoc
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2. Insert a title.

Function Insert-WordTitle (S$text)

{
SobjSelection = $oWord.Selection
SobjSelection.Style = "Title"
SobjSelection.TypeText (Stext)
SoWord.Selection.EndKey (6) > S$Snull
SobjSelection.TypeParagraph ()

}

Insert-WordTitle S$env:COMPUTERNAME

3. Insert a table of contents.

Function Insert-TOC

{
SobjSelection = $oWord.Selection
Srange = $objSelection.Range
Stoc = $oDoc.TablesOfContents.Add ($Srange)
SoWord.Selection.EndKey (6) > S$Null
SobjSelection.TypeParagraph ()

}

Insert-TOC

4. Insert headers.

Function Insert-WordHl (Stext)

{
SobjSelection = $oWord.Selection
SobjSelection.Style = "Heading 1"
SobjSelection.TypeText (Stext)
SoWord.Selection.EndKey (6) > S$Snull
SobjSelection.TypeParagraph ()

}

Function Insert-WordH2 (Stext)

{
SobjSelection = $oWord.Selection
SobjSelection.Style = "Heading 2"
SobjSelection.TypeText (Stext)
SoWord.Selection.EndKey (6) > S$Snull
SobjSelection.TypeParagraph ()

}

Insert-WordHl "Network Information"

Insert-WordH2 "IP Addresses"

330



Chapter 11

Collect the inventory data.

$myComp=@{ }

$IPAddresses = Get-NetIPAddress |
Select-Object InterfaceIndex, InterfaceAlias, IPAddress,
PrefixLength

SmyComp.IPaddr = $IPAddresses

<~

Insert a table to hold the information.

Function Insert-WordTable ([System.Array]$text) {
$headers = Stext | Get-Member -MemberType NoteProperty |
Select-Object Name

S$numCols Sheaders.count
SnumRows = S$Stext.count
IF ($numCols -gt 0){
SoTable = $oDoc.Tables.Add($oWord.Application.Selection.
Range, $numRows + 1, S$numCols)
SoTable.Style = "Light Shading - Accent 1"
SoTable.Columns.AutoFit ()

Si=1
Sheaders |
ForEach-Object{

$oTable.cell(1,$i) .Range.Text = $ .Name; S$i++;

For ($row=2; $row -1t $numRows+2; Srow++) {
For ($col=1; $col -1t SnumCols+1l; $col++) {
SoTable.Cell (Srow, $col) .Range.Text=5Stext [Srow-2] .
(Sheaders [$col-1] .Name)

}
}

SoWord.Selection.EndKey (6) > S$Null

}

Insert-WordTable S$myComp.IPaddr

Update the table of contents.

$oDoc.Fields | ForEach-Object{ $ .Update() }
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We start by creating our Microsoft Word object. To start, we create a reference to the COM
object Word.Application. Next, we use Set-Variable to add a new document to our
Word object. Here we specify the object to be global so that it can be referenced by other
functions within our script. Next, set $oWord.Visible to $true so that our Word object is
visible and then return a reference to the object.

We didn't need to make the Word object visible at this step. Instead

we could have kept it hidden and automatically save the file when
"~ finished.

In the second step, we set up our document. We identify the computer name by calling

$env: COMPUTERNAME and pass it to our function which adds the computer name as the title
of the document. This function begins at the cursor's current location and configures it to use
the Title font style. The document title is added and finally a carriage return is sent to close
out the paragraph.

Next, we create a function Insert-TOC to insert a table of contents. At this point the TOC
will be empty, but it is put in place so that it can be updated later. The function starts at the
cursor's current location and creates a Range to place Word fields and reference objects.
The empty TOC is added and the range is closed by sending a carriage return.

In the fourth step, we begin with our Headers. Here, we are using the in-built styles Heading
1 and Heading 2 to signify our sections. These functions operate the same as our Title
function, except the style name is changed. The headers styles provide the necessary fonts
to segment the different sections, as well as markers for the table of contents to include later.
We add two headers: Network Information as Heading 1 to show general network
information, and IP Addresses as Heading 2 to show specific IP information.

In the fifth step, we collect our networking information. We start by creating an empty custom
PowerShell object named $myComp. We then use the Get -NetIPAddress function to query
the system for the local IP addresses. We filter the results for the attributes we are interested
in and place the results in a variable. Lastly, we add our results into a new attribute of our
PowerShell object.

In the sixth step, we write our values to Word using the Insert-WordTable function. The
function starts by identifying the column header names. The number of rows and columns

are identified and a new table is added to the document. First the column headers are written,
and then each row/column combination is iterated through, with values from the array placed
in the boxes. Lastly, the table is exited.

Lastly, we cycle through all of the fields in the document and execute the Update command.
This command updates the table of contents to include all of the Heading 1 and Heading
2 objects in the document.
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At this point, the document can be reviewed, printed, or saved for later review. An example
report is shown in the following screenshot:

wiid®-ol= Document1 - Microsoft Word =-|0O -
Home | Insert Page Layout References Mailings Review View & 0
3 & Calibri [Body) 11 - = A o
B s B 7 U -oake x, X 2
Paste . Paragraph Styles Editing
. s 4 - 3y . é ~ Aav | A AT - - -
Clipboard = Faont ]
Ea
NEtWOrK INTOMMELION c1itvrvee et e e s snssnssnrassas s sassseeesessessennssnssnssssns -
LS =TT
Network Information
5 IP Addresses
InterfaceAlias Interfacelndex IPAddress
isatap.{39E0C299- 18 fe80::5efe:10.247.1:
CABC-4DB1-AATB- 8%18
205A2AT76ECF}
vEthernet (RealtekPCle 16 fe80::1417:7d93:333
FE Family Controller- ef3%lo
Virtual Switch) -
isatap.{6E06F030-7526- 17 fe80::5efe:192.168.
11D2-BAF4- 1%17 o
00600815A4BD} ¥
4 [ il »
Page: 1of 1 | Waords: 74 | o8 f |[%]I¥ B == 100% (o) [} (1)

See also

For more information on using PowerShell to create Word documents, see the following links:

>

http://blogs.technet.com/b/heyscriptingguy/archive/2008/11/11/
how-can-i-create-a-microsoft-word-document-from-wmi-

information.aspx

http://blogs.technet.com/b/heyscriptingguy/archive/2012/06/13/
use-powershell-to-create-a-word-table-that-shows-fonts.aspx
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Server Backup

This chapter covers the following recipes:

» Configuring backup policies

» Initiating backups manually

» Restoring files

» Restoring Windows system state
» Restoring application data

» Creating a daily backup report

Introduction

Windows Server 2012 provides a powerful and flexible backup toolset. The backup can be
configured to protect the full server, specific volumes, folders or files, and the system state.
Once backups are completed, we can recover files, volumes, applications, or even the
entire server.

This chapter covers setting up and scheduling backups on a Windows server. This will
include on-demand backups, restoring files and Windows components, and standardizing
the configuration among systems.

Configuring backup policies

A backup policy defines what is backed up in a system and when is it backed up. Instead of
defining what you want to back-up every time you execute the backup process, the policy allows
an Administrator to define what is being retained, and the process happens automatically.
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There are normally two primary goals for creating system backups: operational recovery and
disaster recovery. Operational recovery is used to recover individual files, folders, or programs

in case of accidental deletion or recover of an older version. Disaster recovery (DR) is used to
recover an entire system in case of loss of the system. For DR purposes, it is generally suggested
to backup the entire system, and use exclusions to keep from backing up certain files.

Windows Server Backup provides capabilities for both types of backups and restores. In this
recipe, we will perform a DR-level backup of our system that allows for recovery of the entire
system as well as individual components.

Getting ready

For this recipe, we will be working with a newly installed Windows Server 2012 system with
two hard disks: C: \ and E: \. We will configure the backup policy to protect the C:\ drive
system state, allow for bare metal recovery, and store the backup files on the E: \ drive.

How to do it...

Carry out the following steps in order to configure a backup policy:

1. Install Windows Server Backup feature using the following command:

Add-WindowsFeature Windows-Server-Backup -IncludeManagementTools

2. Create a backup policy:

SmyPol = New-WBPolicy

3. Add the backup sources.
$myPol | Add-WBBareMetalRecovery
$myPol | Add-WBSystemState
$sourceVol = Get-WBVolume C:

Add-WBVolume -Policy $myPol -Volume $sourceVol

When executed, the results will be returned to the screen, as shown in the
following screenshot:

BE |

&y Administrator: Windows PowerShell
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Define the backup target.
StargetVol = New-WBBackupTarget -Volume (Get-WBVolume E:)
Add-WBBackupTarget -Policy $myPol -Target $targetvVol

When executed, confirmation of the target will be returned, as shown in the
following screenshot:

BE |

ey Administrator: Windows PowerShell
‘> Add-WEBackupTarget -Policy SmyPol -Target 5targetVo

: New Volume

96fb-633e-11e2-93f1-00155d027784

argetType
InheritAcl 3
PreserveExistingBackup : False

Define the schedule.
Set-WBSchedule -Policy $myPol -Schedule ("12/17/2012 9:00:00 PM")

Save the policy.

Set-WBPolicy -Policy $myPol

We start by calling Add-WindowsFeature to install the Windows Server Backup
feature. This feature is not included in the default Windows Server configuration and needs
to be installed as an additional component, or added in an answer file when the server is
installed. The installation of this component does not require a reboot, and can be done
without interrupting the normal service of the server.

In the second step, we create and configure our backup policy. We start by calling New-
WBPolicy to create a blank backup policy and assign it to the variable $SmyPol.

Next, in steps 3 and 4, we add our backup sources. In this instance, we are adding three
backup sources:

>

Add-WBBareMetalRecovery: This allows for recovery of the system in case of
a total system failure. This feature allows you to restore the system to dissimilar
hardware or into a virtual environment.

Add-WBSystemState: This feature backs up the registry, user database, and
other system components.

Add-wBBackupTarget: This feature backs up all files on the C:\ drive.
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In step 5, we define the backup schedule. Here we use Set -WBSchedule to define the
schedule to back up the system once per day at 9 P.M., starting on December 17th. If desired,
multiple schedules can be defined with this command.

Lastly, we use Set -WBPolicy to save the policy to the server.

There can only be one backup policy for a server. If additional policies
s are created, they overwrite the existing policy.

There's more...

By default, Windows Server Backup includes several files and locations to be excluded during
backup. The default set contains information normally not needed for a restore (such as the
page file, memory dumps, temporary files, and downloaded but not installed updates). A

full list of excluded files and directories can be found at HKEY LOCAL MACHINE\SYSTEM\
CurrentControlSet\Control\BackupRestore\FilesNotToBackup.

Additional exceptions can be added to this list in the form of [Drive] [Path] \FileName
[/s].

See also

» For more information about the PowerShell Cmdlets for Windows Backup, see
http://technet.microsoft.com/en-us/library/jj902428.aspx

Initiating backups manually

Once a backup policy is defined, the backups will occur automatically according the
defined schedule. However, there are occasions when an on-demand or one-off backup is
necessary—for instance before performing system maintenance or installing new software.

In this recipe, we will show how to perform an on-demand backup using the existing backup
policy outside of the predefined schedule. Additionally, we will create a one-off backup policy
to back-up the files and folders in C: \ Inet Pub and store them on the E: \ drive.

Getting ready

For this recipe, we will be using a system configured for backups similar to the previous
recipe Configuring backup policies.
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How to do it...

1. Initiate the default backup policy.
Get-WBPolicy | Start-WBBackup

2. Monitor the backup using Get -WBSummary command:

Get -WBSummay

When executed, the status is displayed, as shown in the following screenshot:

/2012 8:00:00 PM

upTime
pTargetPath

upTargetLabel : 2002 _ 14:48 DISK_D2
: 12/19/ PM

ke
La-tEacLupRe~u1tE
urrentOperation5status : BackupInProgress

3. Perform a one-off backup of C:\ InetPub using the following command:

SmyPol = New-WBPolicy

SmySpec = New-WBFileSpec -FileSpec "C:\InetPub"
Add-WBFileSpec -Policy $myPol -FileSpec S$SmySpec
StargetVol = New-WBBackupTarget -Volume (Get-WBVolume E:)
Add-WBBackupTarget -Policy $myPol -Target $targetVol
Start-WBBackup -Policy S$myPol

When executed, the backup will begin, as shown in the following screenshot:

Administrator: Windows PowerShell

the VHD T11 1 automatis 4 L m the b
ed at the time the backu : . ; up the con ent:
either back up the ; L separ: ) d nt the

reating a s \ py of in the bacLup
Updat1nu : de]eted i

deleted

deleted

deleted

deleted

deleted
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We start by calling Get -WBPolicy to query the system for the current backup policy. We then
pipe the current backup policy into the Start-WwBBackup command to initiate an on-demand
backup. This uses the predefined backup policies and simply starts the backup outside of the
normal backup schedule.

In the second step, we use Get -WBSummary to view the status of the active backup.
The main item of interest at this point is the CurrentOperationStatus, which
reports that the backup is in progress.

In the third step, we perform a one-off backup of the C: \ InetPub folder. This is useful
when making changes to a specific application or folder structure and you wish to back-up
the effected files before making changes. This process is similar to configuring the system
backup policy; however, instead of backing up the entire system or volume, we are backing
up only a single folder. Additionally, in this case, we do not save our policy; instead, we call
Start-WBBackup to start our temporary policy immediately.

There's more...

In addition to using Get -WBSummary to view the backup status, you can also review the backup
logs at C: \Windows\Logs\WindowsServerBackup. Each activity creates two log files in this
directory: one for successes and one for failures. These files can be viewed in a text editor or
can be parsed using PowerShell to identify the status of the backup environment.

AN L WindowsServerBackup == -
“ Home Share Wiew hd o
:(-:' * 1 " | CAWindows\Logs\WindowsServerBackup]| V| vl | Search WindowsServerBackup @ |
‘¢ Favorites [l ije ) Date mccm‘iecl Type ~
| System5tateRestore-19-12-2012_20-19-45 12/18/2012 12:57 ... Text Docy
4 Libraries | SystemStateRestore_Error-19-12-2012_20-19-43 1219720121219 ... Text Docy
=] Backup-19-12-2012_20-05-33 1271920121217 ... Text Docy
(M Computer || Backup_Error-19-12-2012_20-05-33 12/19/201212:06 ...  Text Docy
&, Local Disk () =] Backup-19-12-2012_20-01-44 12/19/201212:02 ...  Text Docy=
ca Serverd 201212 181 | Backup_Error-19-12-2012_20-01-44 12/ 0M212:02.. Text Docy
| Backup_Operations-19-12-2012_20-01-44 12/19/201212:02 ...  Text Docy
?ﬂ Metwork _ Backup_Error-19-12-2012_19-30-22 12/19/201211:53 .. Text Docy
=] Backup-19-12-2012_19-50-22 12/19/201211:51 . Text Docu
£ [1[]
34 items
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Restoring files

Once backed up, individual files or folders can be recovered as part of an operation recovery.
If a file is deleted or overwritten, it can be restored from a prior backup to recover a file or roll
back changes to an earlier version of a file.

In this recipe, we will perform recoveries of individual files and folders.

Getting ready

For this recipe, we will be using a server configured for backups similar to the Configuring
backup policies recipe that has successfully completed at least one backup.

How to do it...

1. Identify the backup set.
Get -WBBackupSet

When executed, the available backup sets will be displayed, as shown in the
following screenshot:

e Administrator; Windows PowerShell M

te, Applications, Files, BareMetalRecovery

58666210068
5159c4221cc

$myBackup = Get-WBBackupSet |
Where-Object VersionId -eq 03/03/2013-19:31
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2. Perform a single file recovery.
Start-WBFileRecovery -BackupSet $myBackup

-SourcePath c:\temp\perfcounter.csv
3. Recover a folder.

Start-WBFileRecovery -BackupSet S$myBackup

-SourcePath c:\inetpub\ -Recursive -TargetPath c:\

When executed, the recovery process will begin, as shown in the following screenshot:

X Administrator: Windows PowerShell

> rt-WBF1leRecovery -BackupSet $myBackup -SourcePath C:%InetPub' -Recur
TargetPath C:%

[N] No
ng files

We start by identifying the backup set from which we want to restore the files. First, we
execute Get -WBBackupSet to list all available backups on the computer. Next, we filter
based on the VversionId of the backups and place a reference to the source backup
into the SmyBackup variable.

Next, we perform a single file recovery. This recovery identifies a single file in the backup
set and restores it to the original file location.

Next, we perform a folder recovery. In this case, we include the —-Recursive switch,
which instructs the backup to restore the folder and all of its subfolders from the backup
source. Additionally, we use the -TargetPath switch to define where the restored files
should be placed. In the case of a folder recovery, the target should be the parent folder.
In case of a redirected restore, or a restore to a different location, the target will be the
destination for the recovered files.
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There's more...

Windows Backup can restore files using various methods. To define the restoration type,
add the -Option switch with one of the following settings:

» SkipIfExists: This setting will only restore files that have been moved or deleted

» CreateCopyIfExists: Thisis a default setting. If the file exists, this setting will
rename the restored file

» OverwriteIfExists: If the file exists, this setting will overwrite it with the
restored file

Restoring Windows system state

The Windows system state contains the components necessary to recover the individual
system without data or applications. Server access, file shares, Active Directory, Certificate
Services, Clustering, Registry, DHCP, and IIS are a few components that are included in the
system state backup. When recovering an entire server for DR or testing, the system state
is a key component to the recovery process.

Getting ready

For this recipe, we will be using a server configured for backups, similar to the Configuring
backup policies recipe, and that has successfully completed at least one system state backup.

How to do it...

1. Identify the backup set.
Get-WBBackupSet

$myBackup = Get-WBBackupSet |
Where-Object VersionId -eq 03/03/2013-19:31

2. |Initiate the system state restore.
Start-WBSystemStateRecovery -BackupSet S$myBackup
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When executed, the system state will restore as follows:

ey Administrator: Windows PowerShell
Start-WBSystemStateRecovery -BackupSet SmyBackup

ztem state recovery to original location ?
N] No [5 pend [?] Help (default 15 "¥"):

recovery Tailed to complete.
computer restart is required to complete the

the computer?
[N] Mo [5] Suspend [?] Help (default is "¥"):

3. Select Y to reboot the system.

We start by identifying the backup set that we want to restore from. First, we execute
Get -WBBackupSet to list all available backups on the computer. Next, we filter based
on the VersionId of the backups and place a reference to the source backup into the
$SmyBackup variable.

Next, we use Start-WBSystemStateRecovery 1o initiate the restoration process.
This process will restore the registry and files associated with the system state, and
overwrite the current configuration. When finished, if the system does not automatically
reboot, restart the system.

There's more...

This same process is used to perform an Active Directory (AD) restore on a domain
controller. To perform an AD restore, the system needs to first be rebooted into the
Directory Services Restore mode. Then, the above process can be followed
with the ~AuthoritativeSysvolRecovery switch included.

Restoring application data

Many applications register with the Windows Backup service. These applications can then

be backed up and restored independently of the rest of the system. Active Directory, Registry,
and Hyper-V are examples of some of the in-built services that support this feature. Additional
applications by Microsoft and third-party vendors can also utilize this feature.

Depending on the applications installed when backups occur, different applications will be
available for restore. In this recipe, we will restore the system's Registry.
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Getting ready

For this recipe, we will be using a system configured similar to the first recipe, Configuring
backup policies, and that has had at least one full system backup.

How to do it...

1. Identify the backup set.
Get-WBBackupSet
$myBackup = Get-WBBackupSet | °
Where-Object VersionId -eq 03/03/2013-19:31

2. Determine the application.

SmyApp = $myBackup.Application |
Where-Object Identifier -eq Registry

3. Start the recovery.

Start-WBApplicationRecovery -BackupSet $SmyBackup ~
-ApplicationInBackup S$myApp

We start by identifying the backup set that we want to restore from. First, we execute Get -
WBBackupSet to list all available backups on the computer. Next, we filter based on

the VersioniId of the backups and place a reference to the source backup into the
$myBackup variable. Note, here, the applications available in the backup are for restore.

Next, we search our backup object and list the available applications. In this case, we are
filtering based on the Registry application. We then place a reference to the application
into the SmyApp variable.

Lastly, we start the application recovery. Depending on the application being restored, the
application may need to be stopped for the restore, or the system may need to be rebooted.

Multiple applications register with Windows Server Backup automatically. On a newly
installed system, only the Registry will be available for recovery as an application, but
additional Windows features can register additional applications. Additional features
include, Active Directory, Hyper-V, and so on.
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Creating a daily backup report

When performing backups of a system, one of the most critical components is reporting on
the success or failure of the backups. With backup reports, you can prove that the backups
are performing properly, resolve problems, identify recurring issues, and determine if the
sizing and performance is sufficient for your environment.

In this recipe, we will create a basic backup report that will be sent to an Administrator
every day. The report will capture the basic success and failure status for backups of a server.

Getting ready

For this recipe, we will be using a system configured similar to the first recipe,
Configuring backup policies.

How to do it...

1. Define the report.
Snow = Get-Date
$startTime = $now.AddDays (-2)

$myReport = "Backup Report for S$Env:COMPUTERNAME on S$now n"

2. Query the backup sets.
SmyReport += "“tBackup Sets"
$myReport += Get-WBBackupSet | °
Where-Object BackupTime -gt $startTime | Out-String

Get-WBBackupSet | where BackupTime -gt S$startTime | Out-String

3. Create an array of interesting alert IDs.
$myReport += "“tEvent Log Messages"

$SmyArray = 1, 4, 5, 8, 9, 14, 17, 18, 19, 20, 21, 22, 49, 50, 52,
100, 224, 227, 517, 518, 521, 527, 528, 544, 545, 546, 561, 564,
612

4. Search the Windows event logs for events.

<~

$myReport += Get-WinEvent -LogName "Microsoft-Windows-Backup" |
Where-Object {$_ .TimeCreated -ge S$startTime} | °
Where-Object {$myArray -contains $_ .ID} | °

Format-Table TimeCreated, LevelDisplayName, ID, Message | Out-
String
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Search the backup logs for errors.
S$myReport += " tWBS error logs"

SmyLogs = Get-ChildItem C:\Windows\Logs\WindowsServerBackup\
* . log | °

Where-Object LastWriteTime -gt S$startTime

$myReport += $myLogs | Select-String "“Error" | Out-String

Send the e-mail.

Send-MailMessage -From BackupAdmin@contoso.com
-To Admin@contoso.com -SmtpServer mail.corp.contoso.com
-Body $myReport

-Subject "Backup Report for $Env:COMPUTERNAME on S$now"
Save and schedule the script using the task scheduler.

# Define the action to be executed

StaskAction = New-ScheduledTaskAction -Execute

"$SystemRoot%\system32\WindowsPowerShell\vl.0\powershell.exe"

-Argument "C:\scripts\dailyBackup.psl"

# Define the execution schedule

StaskTrigger = New-ScheduledTaskTrigger -Daily -At 5am

# Define the user account to execute the script
StaskUser = "Corp\ScriptAdmin"
StaskPassword = 'P@$SwOrd'

# Name the task and register
StaskName = "Daily Backup Report™"
Register-ScheduledTask -TaskName S$taskName -Action $taskAction

-Trigger S$taskTrigger -User $taskUser -Password $taskPassword
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We start by determining that we are looking for information on backups from the last two days
and placing the date and time into the variable sstartTime. Next, we create a SmyReport
variable that will hold the contents of the report. We begin the report with information about
the system and the report time.

In the second step, we list the available backup sets during our report window. We call
Get -WBBackupSet and filter based on the BackupTime attribute to only return backups
from the last two days. We then pipe the contents through out - String to convert the
BackupSet object to text, and then append this information to $myReport.

Next, we create an array of alert IDs. These are alert IDs that most frequently report on the
success or failure of the backup and restore processes. These alert IDs include backups
starting, backups ending, restores, and common errors that occur during backups and restores.

In the fourth step, we query the Microsoft-Windows-Backup event log. The log is filtered
based on the date of the alert and on the event IDs in our array.

In the fifth step, we search the backup log files for errors. We start by getting a list of all of the
log files in C: \Windows\Logs\WindowsServerBackup that have been updated in the last
two days. Next, we pipe each log through Select-String to search for the word Error at the
beginning of a line in the log files. The returned information is then included in our e-mail text.

In the sixth step, we e-mail our report using Send-MailMessage. Once we confirm the script
is working properly, we can save it as a file and schedule it using Windows Task Scheduler.
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knowledge and power to customize the software and technologies you're using to get the job done.
Packt books are more specific and less general than the IT books you have seen in the past. Our
unique business model allows us to bring you more focused information, giving you more of what
you need to know, and less of what you don't.

Packt is a modern, yet unique publishing company, which focuses on producing quality,
cutting-edge books for communities of developers, administrators, and newbies alike.
For more information, please visit our website: www . PacktPub. com.

About Packt Enterprise

In 2010, Packt launched two new brands, Packt Enterprise and Packt Open Source, in order
to continue its focus on specialization. This book is part of the Packt Enterprise brand, home
to books published on enterprise software - software created by major vendors, including (but
not limited to) IBM, Microsoft and Oracle, often for use in other corporations. Its titles will offer
information relevant to a range of users of this software, including administrators, developers,
architects, and end users.

Writing for Packt

We welcome all inquiries from people who are interested in authoring. Book proposals should be
sent to author@packtpub. com. If your book idea is still at an early stage and you would like to
discuss it first before writing a formal book proposal, contact us; one of our commissioning editors
will get in touch with you.

We're not just looking for published authors; if you have strong technical skills but no writing
experience, our experienced editors can help you develop a writing career, or simply get some
additional reward for your expertise.
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Microsoft Windows
PowerShell 3.0 First Look

Adam Driscoll

Microsoft Windows
PowerShell 3.0 First Look
ISBN: 978-1-849686-44-0 Paperback: 200 pages

A quick succinct guide to the new and exciting features
in PowerShell 3.0

1. Explore and experience the new features found in
PowerShell 3.0

2. Understand the changes to the language and the
reasons why they were implemented

3. Discover new cmdlets and modules available in
Windows 8 and Server 8

Windows Server 2012
Hyper-V Cookbook

Leandro Carvalho

Windows Server 2012 Hyper-V
Cookbook

ISBN: 978-1-849684-42-2 Paperback: 304 pages

Over 50 simple but incredibly effective recipes for
mastering the administration of Windows Server Hyper-V

1. Take advantage of numerous Hyper-V best
practices for administrators

2. Getto grips with migrating virtual machines
between servers and old Hyper-V versions,
automating tasks with PowerShell, providing
a High Availability and Disaster Recovery
environment, and much more

3. A practical Cookbook bursting with essential
recipes

Please check www.PacktPub.com for information on our titles
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SQL Server 2012 with
PowerShell V3 Cookbook

ISBN: 978-1-849686-46-4 Paperback: 634 pages

Increase your productivity as a DBA, developer, or IT
Pro, by using PowerShell with SQL Server to simplify
database management and automate repetitive,
mundane tasks

1. Provides over a hundred practical recipes that
utilize PowerShell to automate, integrate and
simplify SQL Server tasks

2. Offers easy to follow, step-by-step guide to getting
Donabel Santos PAGKY] ankerpdsats the most out of SQL Server and PowerShell

3. Covers numerous guidelines, tips, and
explanations on how and when to use PowerShell
cmdlets, WMI, SMO, .NET classes or other
components

enterprise gz Instant Oracle Database and
PowerShell How-to [Instant]
ISBN: 978-1-849688-58-1 Paperback: 80 pages

Utilize the power of Microsoft's powerful scripting engine
to automate database tasks with Orcale from PowerShell

1. Learn something new in an Instant! A short, fast,
focused guide delivering immediate results.

Oracle Database and
PowerShell How-To 2. Load Oracle Data Access components and

connect to Oracle databases

3. Retrieve, format, filter, and export data

Geoffrey Hudik

4. Execute database procedures and modify
database objects

Please check www.PacktPub.com for information on our titles
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